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Abstract - Quantum key distribution (QKD) has been realized as 

a potential approach for quantum-safe communication toward the 

threats exposed by quantum computing. While QKD has been 

extensively investigated for a long time, its concept is still far 

from straightforward to students and common people. In this 

work, we provide a software program that can serve as an 

educational tool for teaching and learning QKD. The core of this 

software is based on Qiskit, which is an open-source library 

developed by IBM for quantum programming purposes. The 

program has two modes, which are visualization and simulation 

modes. Using the developed program, the users can learn the 

basic concept of BB84, a very first QKD protocol, and gain 

intuition regarding how different parameters affect the 

performance of free-space optics (FSO)-based QKD systems. 

Key words - Quantum key distribution (QKD); free-space optics 
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1. Introduction 

Nowadays, the confidentiality of transmitted data over 

the Internet depends on public-key cryptography (PKC)-

based key distribution systems to share a secret key 

between users. The security of this method relies on the 

computational hardness of solving mathematical problems, 

such as integer factorization. This means that the expected 

time to solve these problems in a classical computer is 

much larger than the lifetime of the confidential data. 

However, some of the world’s best-known companies such 

as Google and IBM have advanced the progress of 

quantum computers in recent years. It poses a growing risk 

to PKC-based key distribution systems, which can be 

compromised by quantum algorithms, such as Shor’s 

algorithm [1]. 

To cope with this issue, a possible candidate for 

quantum-safe communication is quantum key distribution 

(QKD). Unlike PKC-based key distribution systems, QKD 

protocols exploit quantum mechanics to share secret keys 

among legitimate users. Several QKD protocols have been 

proven to provide unconditional security against many 

sophisticated attacks [2]. Moreover, the feasibility of 

practical QKD systems has been widely demonstrated over 

different systems, including optical fiber, terrestrial free-

space optical (FSO), and, especially, satellite-based QKD 

systems. In 2016, the first quantum satellite, Micius, was 

successfully demonstrated, marking an important 

milestone toward the future quantum Internet. 

While QKD has been extensively investigated for a long 

time, its concept is still far from straightforward to students 

and common people. To educate the understanding of QKD, 

the study in [3] has proposed a simulation software that 

serves as an educational tool. The software utilizes the Qiskit 

library, which is an open-source library developed by IBM 

for quantum programming purposes. However, this software 

only focuses on the simulation framework without giving the 

basic concept and an intuitive explanation of QKD 

protocols. Moreover, the simulation scenario is limited to 

optical fiber QKD systems. For global/seamless QKD 

services and secure mobile networks, e.g., Internet of 

Vehicles, satellite-based FSO/QKD is a pragmatic solution. 

Difference from QKD-based optical fiber, satellite-based 

FSO/QKD suffers from quantum loss due to atmospheric 

loss, atmospheric turbulence, and pointing errors. 

Understanding the satellite quantum channel and its impact 

on the QKD performance are valuable. To our best of 

knowledge, an educational software for satellite-based 

FSO/QKD, incorporating a comprehensive simulation 

framework with concept and operation visualization, has not 

been available yet in the literature. 

The objective of this paper is, therefore, an educational 

software for satellite-based FSO/QKD networks. The 

novelty of this work is twofold. First, we provide a 

visualization mode, where users can learn the basic concept 

of the BB84 protocols via motion effect. Secondly, we 

introduce the interactive mode that considers the satellite 

quantum channels, in presence of atmospheric loss, 

atmospheric turbulence, and pointing errors. Using the 

developed software, it is expected that learners can gain 

intuition regarding how varying different parameters affect 

the performance of FSO/QKD systems. 

2. Overview of the program 

The block structure of our program is shown in Figure 1. 

In particular, the program provides two modes of 

operation: (i) visualization mode and (ii) interactive mode. 

In the visualization mode, the user inputs the 

information for simulations. This information is then sent 

to the backend’s visualization handler, which uses the 

Qiskit library to simulate the operation of the BB84 

protocol. Once the simulation completes, the backend 

returns information to the frontend for display, including 

bases, bit values, and a rendered quantum circuit. As for 

the frontend of this mode, we also integrate Framer Motion 

to create smooth photon sliding animations and render 
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every element as Scalable Vector Graphics (SVG) files. As 

a result, users can zoom and pan without any quality loss. 

In the interactive mode, users can choose between 

single-value computation and multi‑value computation. In 

both modes, the information input by users is sent to the 

computation processing module at the backend. This 

backend leverages Python-based libraries such as NumPy 

and SciPy for calculations and utilizes Matplotlib to 

generate figures. Once the calculations are completed, the 

backend returns all results to the frontend for display. The 

repository of this project can be found online at [4]. 

Figure 1. The block structure of the program 

3. Visualization mode 

In this section, we first review the basic concept of the 

BB84 protocol, which is the QKD protocol considered for 

visualization mode. Then, we describe the front end of the 

visualization mode. Finally, the backend implementation 

of this mode is described. 

3.1. Review of the BB84 protocol 

BB84, developed by Charles Bennett and Gilles 

Brassard, is the first quantum key distribution protocol [5]. 

This protocol aims to share a secret key among two 

legitimate users, denoted as Alice and Bob. To do that, 

Alice will first generate a random bit string and then 

randomly select either a rectilinear basis or a diagonal basis 

to encode information into the photon’s state. Particularly, 

if Alice selects the rectilinear basis, bit “1” is encoded into 

|1⟩, and bit “0” is encoded into |0⟩. If Alice selects the 

diagonal basis, bit “1” is encoded into |−⟩, and bit “0” is 

encoded into |+⟩. The photon is then transmitted to Bob 

via a quantum channel. 

Table 1. An example of BB84 protocols 

Alice's data bits 0 1 1 0 1 

Alice's chosen bases + × + × × 

Alice's photon state |0⟩ |−⟩ |1⟩ |+⟩ |−⟩ 

Bob's chosen bases × + + × + 

Bob’s measurement |+⟩ |1⟩ |1⟩ |+⟩ |1⟩ 

Sifted bits — — 1 0 — 

When Bob receives the photon, he will randomly 

choose a basis (rectilinear or diagonal) to measure it. If Bob 

selects the same basis as Alice, he can detect the bit 

correctly. Otherwise, he has a 50% chance of wrongly 

detecting the bit. After a few rounds of transmission, Alice 

and Bob exchange the information regarding the bases they 

used for encoding/measuring over a public channel. After 

that, they discard all bits whose bases are mismatched. The 

remaining bits are formed into a sifted key, which can be 

further processed to convert into a secret key. An example 

of the BB84 protocol with five exchanged qubits is 

illustrated in Table 1. 

The security of BB84 relies on the fact that attempts to 

gain information about the secret key will introduce 

mismatches between Alice’s and Bob’s sifted keys. 

Particularly, if an eavesdropper, Eve, wants to gain 

information from the transmitted photons. Thanks to the 

no-cloning theorem, the QKD system will detect the 

presence of the eavesdropper if Eve tries to duplicate/copy 

photons. Another possible attack of Eve is 

intercept‑and‑resend. In particular, Eve will stop the 

incoming photons from Alice and randomly select a basis 

to measure them. Then, Eve transmits to Bob a new photon, 

which is in the same state that Eve obtained. As a result, 

there is a chance that Alice and Bob's sifted keys are 

different, which is denoted as quantum bit-error rate 

(QBER). By disclosing a fraction of their sifted keys to 

estimate the QBER, Alice and Bob can detect the presence 

of Eve and abort the procedure. As a result, Alice and Bob 

can make sure that the information is not leaked to potential 

eavesdroppers and decide when a secret key can be 

generated. 

3.2. GUI of the visualization mode 

 

Figure 2. The starting screen of the visualization mode  

The starting screen of the visualization mode is shown 

in Figure 2. At this screen, the user can specify (1) the total 

number of simulated qubits, (2) the considered 

simulationcase: with or without Eve. Figure 3 presents the 

next screen if we select “No Eve Mode”. The detailed 

components in this screen are as follows: 

(1) Alice and Bob’s avatars are shown on the two sides 

of the screen. 

(2) Two scroll tables showing bases, encoded and 

measured photons, and the bit values of each side. 

(3) A bar representing the quantum channel displaying 

the bases and photon polarization state at each end. To 

illustrate the traveling of photons, an image of the 

corresponding state will slide from Alice to Bob. 
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(4) The measured photons display panel shows the four 

possible photon polarization states that Bob may measure. 

At each Bob’s measurement, the corresponding measured 

photon state is highlighted by an amber-colored icon. 

(5) A result table that summarizes all the data 

(represented in bit type) of the protocol, including: Alice 

and Bob’s bases (“0” and “1” denote the rectilinear and 

diagonal basis, respectively), Alice and Bob’s bits, the 

sifted key, and QBER. 

(6) A quantum circuit showing the transformation of 

each quantum state during the whole process. 

Figure 3. Visualization mode without Eve 

Figure 4. Visualization mode in the presence of Eve 

If we select “Eve Mode”, an additional icon will be 

inserted in the middle of the quantum channel, as shown in 

Figure 4. Moreover, the random base that Eve selects will 

be displayed. The sliding photons from Alice to Bob will 

also be changed according to Eve’s selected base. Eve’s 

bases and detected bits will also be displayed in the 

summary table. 

3.3. Detailed Implementation using Qiskit 

Figure 5 illustrates the diagram of the Qiskit-based 

simulation framework, which includes three blocks, i.e., 

“PREPARE QUBIT”, “MEASURE”, and an optional 

“EAVESDROP” one. 

 

Figure 5. Block diagram of the Qiskit-based 

Regarding the first block, Alice will generate two 

random 𝑛-bit strings, i.e., 𝑎𝑖 and 𝐵𝑖
𝐴. Therein, 𝑛 denotes 

the number of qubits used in the simulation. These bit 

strings, 𝑎𝑖 and 𝐵𝑖
𝐴, represent the data bits and encoding 

bases, respectively. In 𝐵𝑖
𝐴, bit “0” denotes the rectilinear 

(Z) basis and bit “1” denotes the diagonal (X) basis. In our 

program, each qubit is prepared from an initial state |0⟩ 
based on the values of (𝑎𝑖 , 𝐵𝑖

𝐴) as follows: If 𝑎𝑖 = 1, an 𝑋 

gate (or NOT gate) will be applied. If 𝐵𝑖
𝐴 = 1, a Hadamard 

gate will be applied. These combinations act on the initial 

state |0⟩, resulting in four possible states as follows. 

|0⟩ = [
1
0

] , |1⟩ = X|0⟩ = [
0
1

] 

|+⟩ = H|0⟩ =
1

√2
[
1
1

] , |−⟩ = H. X |0⟩ =
1

√2
[

1
−1

]. 

The quantum circuit of each state are illustrated in 

Figure 6. Note that each state occurs with a probability of 

25%. For the “MEASURE” block, Bob selects his 

measurement basis 𝐵𝑖
𝐴𝜖 {0, 1} uniformly at random. To 

measure in the diagonal basis, Bob applies an 𝐻 gate prior 

to a 𝑍 basis measurement. Otherwise, he only conducts the 

𝑍 basis measurement alone. 

If users select the “Eve mode”, an eavesdropper will 

intercept the quantum states in the middle of the quantum 

channel. In this work, we consider the intercept‑and‑resend 

attack. Particularly, Eve will measure each photon sent by 

Alice in a randomly chosen basis. Then, Eve will prepare 

and forward to Bob a new photon in the same state that she 

obtained. This implies that Bob always receives the same 

photon state that Eve has measured. 

 

Figure 6. Quantum circuit for quantum states. 

 |0⟩, |1⟩, |+⟩, |−⟩ (from left to right, upper to lower) 
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4. Interactive Mode 

This section first reviews the quantum channel model 

of satellite-based QKD systems that we consider for this 

mode. Next, we introduce the key generation rate, which is 

a performance metric to assess the performance of the 

desired systems. Finally, the interactive mode will be 

presented. 

4.1. Satellite-based QKD channels 

In this work, we consider an FSO-based quantum 

channel from a low-earth orbit (LEO) satellite to a ground 

station. The loss of quantum state over a quantum channel 

can be quantified by the transmittance, which is the fraction 

of input photons that make it to the output on average. The 

transmittance of the considered channel can be given as [6] 

𝜂 =  𝜂𝑙𝐼𝐴𝜂𝑝,     (1) 

where 𝜂𝑙 is the deterministic loss due to atmospheric 

absorption and scattering, 𝐼𝐴 accounts for random intensity 

fluctuations due to atmospheric turbulence, and 𝜂𝑝 denotes 

the pointing errors. The deterministic loss can be calculated 

as [6] 

𝜂𝑙 = 𝜏𝑧𝑒𝑛
𝑠𝑒𝑐 (𝜉) 

, 𝜂𝑙  ∈ [0, 1]   (2) 

where 𝜉 represents the zenith angle, sec (. ) is the secant 

function, and 𝜏zen denotes the transmission efficiency. 

Regarding the random atmospheric turbulence, it is shown 

that the log-normal (LN) distribution can be used to 

describe the statistical behavior of 𝐼𝐴. In other words, the 

probability density function (PDF) of 𝐼𝐴 is 

𝑓𝐼𝐴
(𝐼𝐴) =  

1

 𝜎𝑅𝐼𝐴√2𝜋
𝑒𝑥𝑝 [−

(𝑙𝑛 (𝐼𝐴) +
𝜎𝑅

2

2
)

2

2𝜎𝑅
2 ], (3) 

where 𝜎R
2 is the Rytov variance and can be computed as in 

[7]. Finally, the loss due to the pointing error can be 

expressed as 

𝜂𝑝 ≈ 𝐴0𝑒𝑥𝑝 (−
2𝑟2

𝑤𝐿𝑒𝑞
2 ),    (4) 

where 𝐴0 = [erf(𝜈)]2 is the maximum transmittance in case 

of no pointing error, 𝜈 =
√𝜋𝑎

√ 2𝑤𝐿 
 is the ratio between the 

receiver aperture and the beam width, erf(. ) is the Gaussian 

error function. Moreover, the equivalent beam width at the 

receiver 𝑤𝐿eq
 is calculated as 𝑤𝐿eq

2 = 𝑤𝐿
2 (√𝜋(𝑣) )

2𝑣exp(−𝑣2)
, where 

𝑤𝐿  ≈  𝜃𝐿 with 𝜃 is the divergence half angle, and 𝐿 is the 

slant distance. It should be noted that 𝑟 is a random variable 

can be generalized as a four-parameter Beckmann 

distribution. In particular, the jitters of 𝑟 in both 𝑥 and 𝑦 axes 

follow normal distributions with different means (𝜇𝑥, 𝜇𝑦) 

and different variances (𝜎𝑥, 𝜎𝑦). Combining all these 

factors, we can derive the PDF of 𝜂 as [6]. 

𝑓(𝜂) =
𝜑𝑚𝑜𝑑

2

2(𝐴𝑚𝑜𝑑𝜂𝑙)
𝜑𝑚𝑜𝑑

2 𝜂𝜑𝑚𝑜𝑑
2 −1𝑒𝑟𝑓𝑐 [

𝑙𝑛 (
𝜂

𝐴𝑚𝑜𝑑𝜂𝑙
)  + 𝜇

√2𝜎𝑅

 ] 

× 𝑒𝑥𝑝 [0.5𝜎𝑅
2𝜑𝑚𝑜𝑑

2 (1 + 𝜑𝑚𝑜𝑑
2 )]   (5) 

where 𝜇 = 0.5𝜎R
2(1 + 2𝜑mod

2 ), 𝜑mod =
𝑤𝐿eq

2𝜎mod
,  

𝜎mod = (
3𝜇𝑥

2𝜎𝑥
4+3𝜇𝑦

2𝜎𝑦
4+𝜎𝑥

6+𝜎𝑦
6

2
)

1

3
, and the computation of 

𝐴mod can be found in [6]. 

4.2. Key generation rate 

To evaluate the performance of the satellite-based 

FSO/QKD systems, we consider the key generation rate, 

defined as the average number of secure key bits generated 

per second. By considering the two-decoy-state BB84 

protocol, we can derive the lower bound of the key 

generation rate as [8, 9] 

SKR𝐿 ≥
ℛ𝑝𝑑

2
{−𝑄𝜇𝑓𝐻2(𝐸𝜇) + 𝑄1

𝐿 [1 − 𝐻2 (𝑒1
𝑈)]}, (6) 

where ℛ is the repetition rate, p is the fraction of sifted bits 

used for error estimation, d is the fraction of signal states 

among all sent pulses, 𝑓 is the key reconciliation 

efficiency, 𝐻2(⋅) denotes the binary Shannon entropy 

function. Moreover, 𝑄𝜇 is the average detection probability 

per signal pulse, and can be computed as 

𝑄𝜇 = ∫ 𝑄𝜇(𝜂)𝑓(𝜂)𝑑𝜂
∞

0 
,   (7) 

where 𝑄𝜇(𝜂) is the overall gain given the transmittance 

value 𝜂 and can be calculated as in [10]. 𝐸𝜇 is the average 

QBER and can be computed as 

 𝐸𝜇 =
𝐸𝜇𝑄𝜇

𝑄𝜇
,     (8) 

where 𝐸𝜇𝑄𝜇
̅̅ ̅̅ ̅̅ ̅ is the average of the overall error gain, whose 

expression can be found in [8]. Finally, 𝑄1
L is the lower 

bound of detection event probability of single-photon 

pulses, and 𝑒1
U is the upper bound on QBER of detection 

event by single-photon pulses. The computation of these 

parameters can be found in [8]. 

4.3. Describe of Interactive Mode 

 

Figure 7. The single value computation option 

The interactive mode has two options, which are 

“Single-Value Computation” and “Multiple-Value 

Computation”, as shown in Figure 7 and Figure 8, 

respectively. In the single-value mode, users can set system 

parameters and simulation options in the left and middle 

columns. The output includes QBER and key generation 

rate, will be shown in the right column. Details of these 

metrics can be found in [8, 11]. In the multiple-value mode, 

users can compute in a wide range of values to see how the 

parameter affects the system’s performance. 
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Figure 8. The multiple value computation option 

(a)  

(b)  

(c)  

Figure 9. Key generation rate of the satellite-based FSO/QKD 

systems with different values of zenith angle  

(a. 60o; b. 30o; c. 0o) 

For instance, Figure 9 presents the key generation rate 

versus the transmission efficiency, 𝜏zen, for different 

values of zenith angles. Specifically, from left to right, the 

zenith angle values are 60°, 30°, and 0°, respectively. As 

observed, when the transmission efficiency increases, the 

key generation rate also increases. This is because the 

transmission efficiency represents the average number of 

photons that can arrive at the receiver. The higher the 

efficiency, the greater the chance that a photon can result 

in a detection event at Bob’s side, leading to a higher key 

generation rate. Additionally, it can be seen that the key 

generation rate will increase when the zenith angle 

decreases. The reason is that a higher value of zenith angle 

means a longer slant distance, which results in a higher 

loss. This is one of many scenarios that the program can 

demonstrate, which is expected to provide the learners with 

insights into the operations of practical systems. 

5. Conclusion 

This work presented the development of an educational 

software for the learning and teaching of QKD. 

Specifically, the program includes two modes: 

visualization mode and interactive mode. In the 

visualization mode, we illustrated the operation of the 

BB84 protocol with and without eavesdropping using 

motion effects. In the interactive mode, users could 

understand how different parameters can affect the 

satellite-based FSO/QKD systems. In the future, we want 

to extend the program in two main directions. The first is 

the illustration and simulation of entanglement-based QKD 

protocols, such as the E91 protocol. The second one is to 

further improve the interactive mode in numerous 

scenarios. Moreover, we will soon make a survey to assess 

the effectiveness of the program. We expect that this 

program can extensively support the teaching/learning of 

QKD at the high school and undergraduate levels. 
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