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Lwong Thai Ngoc!, Vé Thanh Ta?

"Trwong Pai hoc Pong Thdp; ltngoc@dthu.edu.vn
2Truong Pai hoc Khoa hoc, Pai hoc Hué; vttu@hueuni.edu.vn

Tom tat - Mang tuy bién di dong (MANET) 1a sw két hop clia cac
thiét bj c6 kha nang di dong, két ndi véi nhau dé truyén théng qua
moéi trwong khong day. Mot sb 16 hdng bao mat bi tin tic loi dung
d& thuc hién cac hinh thie tan cong mang nham muc dich nghe
trom, pha hoai goi tin gay mat an toan va anh huwéng dén kha nang
dinh tuyén di¥ liéu ctia cac giao thirc dinh tuyén, trong do tiéu biéu
Ia giao thirc AODV. Bai bao nay trinh bay chi tiét cach thirc thuc
hién mét sb hinh thirc tAn cong nhw black hole, sink hole, gray hole,
flooding, va worm hole. St dung hé mé phéng NS2, chiing téi danh
gia tac hai clia cac hinh thirc tAn cong nay dén kha nang dinh tuyén
cla giao thtrc AODV trén méi trwdng mang c6 cac nt di chuyén
v&i van toc cao.

T khéa - AODV; MANET; bao mat; dinh tuyén; giao thirc.

1. Gié6i thiéu

MANET la mot mang khong day do cac thiét bi di dong
két nbi voi nhau tao nén mang doc 1ap, khong phu thude
vao co sd ha tang Nut mang di chuyen doc lap theo moi
huéng, chung két hop véi nhau dé guri dit liéu t6i niit nam
& xa khu vuc két ndi, mdi nut hoat dong ngang hang, c6 vai
trdo nhu nhau va dam nhan chitc nang cia mét by dinh
tuyén. M6 hinh mang thay doi thudng xuyén do cac nut
mang gia nhap hoac roi bo mang, nho vay ma MANET phu
hop dé st dung & noi chua c6 co sé ha ting mang hoic khu
vuc khong on dinh nhu: ctru ho, ctru tro thién tai va chién
thuét trén chién truong [1].

Dinh myén la mét dich vu chinh dugc cung c?ip tai tﬁng
mang (Network Layer), ntt ngudn sir dung tuyén duong dén
dich dugc kham pha va duy tri nho vao cac giao thirc dinh
tuyén (RP). Pay 1a muc tiéu cta nhiéu loai tin cong tir chbi
dich vu (DoS) [2], trong d6 mét nit doc hai ¢b géng giit tai
nguyén ciia minh nhung lai doc chiém tai nguyén cua nut
khéac, chang han nhu tAn cong black hole [3][4], sink hole
[5], gray hole [6], worm hole [7], va flooding [8] thudc hinh
thirc tAn cong DoS. Tét ca hinh thire tAn cong nay déu anh
hudng dén qua trinh kham pha tuyén, d6i khi 1am léch huéng
dudng di cua goi tin, ddn dén con duong c6 nat doc hai do
tin tic thiét 1ap nham muc dich nghe trom, pha hai géi tin.

Bai bao nay tap trung trinh bay chi tiét mot sb hinh thirc
tdn cong tai tang mang nhu black hole (sink hole), gray
hole, worm hole, va flooding. Bong thoi danh gia tac hai
ctia ching bang md phong trén NS2, sir dung giao thirc
dinh tuyén AODV.

2. Giao thirc dinh tuyén AODV

AODV [9] 1a giao thire dinh tuyen phan ng, kham pha
tuyén thong qua goi yéu cau tuyén (RREQ), nhan tuyén
thong qua géi tra 10i tuyén (RREP), duy tri tuyén thong qua
goi HELLO va cap nhét tuyen bang go6i RERR. Khi nut
ngudn Ns mudn giri goi tin dén nut dich Np ma khéng ¢6
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tuyén duong di trong bang dinh tuyén, Ns kham pha tuyén
bang cach phat quang ba goi yéu cau RREQ dén céc niit lang
giéng cta nd. Nut trung gian Ni luu dudng di nguge ve
ngudn vao bang dinh tuyen (RT) va tiép tuc quang ba goi
RREQ dén tat ca lang giéng ctia no. Qua trinh nay tlep tuc
cho dén khi nit dich Np nhan dwoc gbi yéu cau tuyén. Khi
nhan dugc thong diép RREQ nut dich Np tra 161 goi RREP
chira thong tin duong di v& ngudn Ns dwa vao thong tin
duong di ngugc da duoc luu trude do. Nut trung gian chuyén
tiép goi RREP vé ngudn Ns, va luu dudng di dén dich Np
vio bang dinh tuyén. Viéc tra 10i tuyén ciing ¢6 thé thyc hién
tai cac nut trung gian néu ton tai dwong di du “tuoi” dén dich.

Giao thirc AODV dua trén vector khoang cach nén chi
phi dinh tuyén (HC) dugc tinh dwa trén sb nut tir nguén Ns
dén dich Np, day chinh 1a gia tri HC trong gbi yéu cau
RREQ (hodc goi tra 101 RREP), HC s¢ tang 1 mdi khi mot
nut chuyén tiép thong diép RREQ (hodc RREP). Ngoai ra,
mdi nit ludn duy tri sO thir tw (SN) dé 1am co s¢ xéac dinh
d6 “twoi” cua tuyén vira kham pha nham tranh lip tuyén.
Dua vao gia tri HC va g1a tri SN cua nut dich Np (DSN)
trong goi RREP, nat nguén N cép nhét duong di mdi néu
thoa diéu kién 1a tuyén dudng vira kham pha di "tuoi" va
¢6 chi phi tot nhét.

—»RREQ ->RREP ONat Viing phét séng
Hinh 1. Khdm pha tuyén véi giao thitc AODV

Hinh 1 m6 ta ntit ngudn N; kham pha tuyén dén dich Ny

bang cach phat quang ba goéi RREQ dén cac lang giéng {N»,
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N} . Na khong 1a nat dich nén tiép tuc quang ba dén tat ca
lang giéng ciia n6 gdm {Ns, N7}, qua trinh tlep tuc thuc
hién tai N va cac nut trung gian khac cho dén khi nut Ng
nhdn dwoc goi yéu cau tuyén. Mdi nit chi xir Iy g6i RREQ
mot lan, nén N7 huy g6i RREQ nhén duogc tir Ng vi dd nhan
trude do tir No.

Bing 1. Két qua khdm phd tuyén ciia giao thirc AODV

, , RREQ/RREP Bang dinh tuyén
Bude | NG 15rc, Des, HC] | Now | Nwewhop | HC
Ni [N1, Ns, 0] NULL

N2 [N1, Ns, 1] Ni Ni
o N3 [N1, Ns, 2] N1 N 2
g Na [N1, Ns, 3] Ni N3
= Ns Khong nhan duoc géi RREQ
‘;D Ne [N1, Ng, 1] N1 N1 1
E” Ny [N1, Ns, 2] Ni N> 2
S Nsg [N1, Ns, 6] Ny N 6
< N [NLNg,3] | Ni | Ny 3
Nio [N, N, 4] Ni No 4
N [N1, Ns, 5] Ni Nio 5
Ng Tao RREP [Ns, Ny, 0] tra 161 vé ngudn
E Nii [Ns, Ni, 1] Ns | Ng 1
& Nio [Ns, N1, 2] Ng N1 2
S N [Ns, N1, 3] Ns | Nio 3
2 N [Ns, N1, 4] Ns | No 4
E N [Ns, N1, 5] Ns | Ny 5
N1 [Ns, N1, 6] Ns N2 6*

* két qua kham pha tuyén

Khi nhan dugc gbéi RREQ, nut dich Ng tra 101 goi RREP
vé ngudn trén tuyén {Ng—N;;—N;p—No—N7— No—N, }.
Két qua kham pha tuyén (Bang 1) cho thay nut nguon N,
muén dinh tuyén dit liéu dén dich Ng phai chuyén qua nut
trung gian ké tiép (Next hop - NH) 1a N, v&i chi phi (HC)
dén dich 1a 6 theo huéng 1a {N;—N;—N;—Ny—N;—
N 1—>Ng} .

3. Mt s6 hinh thirc tin cong trén mang MANET

Giao thirc AODV chua ¢ co ché an ninh trong quéa
trinh kham phé tuyén, nat ngudn Ns chdp nhén tit ca cac
g6i RREP nhén duge dé cap nhat duong di mai néu thoa
diéu kién 1a tuyén dudng vira kham pha di "twoi" va c6 chi
phi tot nhat. L3 hdng bao mat nay bi tin tic khai thac dé
thyuc hién nhiéu hinh thirc tin cong mang, trong d6 ¢ tin
cong black hole, sink hole, gray hole, worm hole, flooding.
3.1. Tin céong Black hole/ Sink hole

Tén cong black hole ¢ thé thuc hién véi mot hoic
nhiéu nit ddc hai, trong truong hop st dung hai niat doc hai
két ndi v6i nhau thi hinh thire nay dugc goi 1a cong tac tin
cong black hole[10]. Pé thuc hién tin cong black hole, nit
ddc hai thuc hién qua hai giai doan: Giai dogn 1, nut doc
hai ty quang c4o cho niit ngudn rang ban than noé c6 tuyén
duong dén dich vai chi phi t6t nhét, nho vdy ma nut doc
hai c6 thé danh lira nat ngudn chuyén huong dén dich thong
qua no. Giai dogn 2, nut doc hai nhan tat ca goi tin tir nguon
chuyén dén va huy tat ca nén day dugc goi 1a hinh thirc tan
cong pha hoai. Trong cdng tac tan cong black hole, goi tin

dit liéu duge chuyén tiép dén nut doc hai thir hai, va bi huy
tai nut nay nham han ché bi phat hién. Két qua 1a goi dix
liéu cta cac ludng UDP bi huy, con ludng TCP thi b gian
doan vi khong nhan dugc tinh hiéu ACK tir nat dich. Mot
hinh thirc tAn c6ng c6 ban chét twong tu tin cong black hole
1a tan cong sink hole dugc trinh bay trong [5].

—» RREQ ->>RREP -PFRREP @Nut doc hai MAt goi

Hinh 2. M6 hinh mang co nut black hole

Hinh 2 mo ta nit ngudn N; kham pha tuyén dén dich Ng
xuét hién nit doc hai N4 thuc hién hanh vi tin cong black
hole. Khi nhan dugc goi yéu cau tuyén, nit doc hai Ny tra
10 niit ngudn Ny géi tra 10i tuyén gia mao (FRREP) véi chi
phi t6t nhat (HC=1) va gia tri SN du 16n dé dam bao tuyén
la du “twoi”. Trong truong hop niy, nit ngudn N; nhan
dugc hai goi tra 10i tuyén theo huéng la
{N4—N3—>N—Ni}, va {Ns—N11—Nig—No—N7—Nr—
Ni}. Tuyén tuong Gmg voi goi FRREP ¢o6 chi phi dén dich
1a 3, tuyén khi nhan g6i RREP tir nguon ¢6 chi phi 1a 6. Két
qua la goi RREP bi huy, nit nguon chdp nhan g6i FRREP
dé thiét lap duong di dén dich theo hudng
{N1—N,—N3—Ny} do 6 chi phi thip.
3.2. Tin céng Gray hole

Tan cong gray hole 1a mot truong hop dic biét cua tin
cong black hole, nhung mirc 9 pha hoai thap hon. Tén
cong 16 ciing thuc hién qua hai giai doan: Giai doan 1, niit
doc hai ty quang cao cho nit ngubn réng ban than noé co
tuyén duong dén dich vai chi phi t6t nhat, nhd vay ma nit
doc hai c6 thé danh lira nt ngudn chuyén huong dén dich
thong qua n6. Giai dogn 2, nit doc hai nhan tat ca goi tin
tir ngudn chuyén dén va huy goi tin theo mét ting suat khac
nhau, d61 khi nut doc hai thé hién nhu mét nat binh thudng
nhidm tranh bi phat hién. Pé quang ba ban than c6 tuyén
duong di dén dich voi chi phi thdp nhat, nat doc hai ciing
sir dung g6i FRREP, cac budc thuc hién twong tu tin cong
black hole [6].
3.3. Tdn cong Worm hole

Tan cong worm hole [7] ¢6 thé thyc hién thdng qua mot
lién két riéng hodc khong sir dung lién két, véi muc dich
chu yéu la nghe trdm, d6i khi nat doc hai thé hién hanh vi
phé hoai hodc phan tich dir liéu. Do thong tin ctia géi kham
phé tuyén khong thay d6i khi qua lién két worm hole, nén
hinh thire tAn cong nay da qua mat héu hét cac giai phap an

ninh dya trén nén tang chit ky s, tiéu biéu nhu cac giao
thtrc bao mat SAODV [11], [12].

3.3.1. Sir dung lién két riéng

Dé thuc hién tin cong, tin tac su dung 2 nut doc hai
(M1, M) két noi voi nhau thong qua mot lién két riéng goi
la duong ham. Khi nhén goi yéu cau tuyén RREQ, nut doc
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hai M, chuyen tiép goi RREQ dén M, théng qua lién két
riéng, M» tiép tuc chuyen tiép RREQ dén dich, muc dich la
khong lam tang HC (hop count). Két qua 1a nat nguon xac
lap duong di qua tuyen duong chua lién két worm hole vi
¢6 chi phi thap hon tuyén thuc té.

1 2 3 4
- O—0O O\
M YN N -
1 2
9 10 11
—»RREQ -ZRREP Cit @-F10n két

Hinh 3. M6 hinh mang cé lién két worm hole

Khi nhan g6i yéu cau tuyén RREQ (Hinh 3), nut doc
hai M; chuyén tiép goi RREQ dén M, thong qua lién két
riéng dén dich theo huéng {N;—M;—M,—N;}. Nut dich
N; cting nhén dugc goi yéu cau tuyén thr hai theo huéng
{N,—N,—N7;—Ng—N(—N;;—Ns}. Trong co ché kham
phé tuyén cua giao thirc AODV, céc niit trung gian chi xir
1y g6i RREQ dau tién nhan dugc, vi vay goi RREQ di theo
tuyén hop 18 bi huy bo tai nit dich do dén sau. Két qua 1a
nat dich Ng tra 16i goi RREP vé ngudn theo hudng
{Ns—M>—M;—N;}. Nut nguon N khi nhan goi RREP da
thiét 1ap duong di dén dich Np théng qua nut doc hai M,
véichiphilal.
3.3.2. Khong sir dung lién két riéng

Hinh thirc tin céng nay khong st dyng lién két riéng,
hai niit doc hai (M, M>) xuit hién trong hé thong nhu nit
binh thuong. Khi nhan dugc goi tin yéu cdu tuyén, nit doc
hai M, déng g6i RREQ va chuyén nhanh dén M, thong qua
cac nut trung gian. M, mé goi RREQ trude khi quang ba
dén dich. Qua trinh déng va m& goi ciing dugc thuc hién
lan luot tai M, va M khi nhan goi tra 101 tuyén RREP tir
dich. Muc dich cua viéc 1am nay 1a khong lam tang HC khi
di tir M; dén M, va ngugc lai. Két qua la nut ngudn xac lap
dudng di qua tuyén chira hai ntit doc hai vi ¢6 chi phi thap
hon tuyén thyc té.
3.4. Tin cong Flooding

Tén cong flooding [8] 12 hinh thirc tn cong tir chdi dich
vu (DoS), dé dang thuc hién v6i cac giao thirc dinh tuyén
theo yéu cau, trong dé nut doc hai gui tran ngdp cac goi gia
mao cho cac nit khong ton tai trong mang, hoac truyén mot
lwong 16n cac goi dir liéu vo ich co thé gay nghén mang.
Két qua lam suy hao tai nguyén mang, ting hao phi truyén
thong vi phai xur 1y cac goi tin khong can thiét. Tuy thude
vao gbi tin sir dung dé tan cong ma n6 thude cac dang tan
cong ngap lut géi HELLO, goi RREQ, hodc goi DATA.
3.4.1. Ngdp lut goi HELLO

Goi HELLO duoc phat dinh ky dé thong bao sy ton tai
cla nut voi lang giéng trong mang khong day. bay la diém
yeu bi tin tac loi dung dé phat tran ngap g6i HELLO budc
tat ca cac nut lang giéng phai tiéu tén tai nguyén va thoi
gian xtr Iy goi tin khong can thiét. Hinh thirc tin cong nay
chi gay hai dén cac niit lang giéng ciia nut doc hai.

3.4.2. Ngdp lut goi DATA

Hinh thirc tin cong nay chi gy hai tai mot sO nut trong
mang, dé thuc hién tin cong, nut doc hai phat qua mrc goi
DATA dén mot nut bat ky trén mang, diéu nay anh hudng
dén kha nang xu ly ctia cac nat tham gia dinh tuyén dir liéu,
tang hao phi bang thong khong can thiét, gdy nghén mang
va rot goi.

- RREQ -»DATA ~>HELLO @\t doc hai

Kot goi
Hinh 4. M6 hinh mang c6 nut Flooding
3.4.3. Ngdp lut goi RREQ

Goi yéu cau tuyén RREQ duoc sir dung dé thuc hién
kham pha tuyén khi can thiét, vi theé tin tac loi dung goi nay
de phat quang ba qua muc lam tran ngp luu lugng khong
can thiét trén mang. Tan cong ngp lut goi RREQ 1a gy hai
nang nhat, boi né anh huong dén kha ning kham pha tuyén
cua tat ca cac nut khac trong hé thong, tao ra cac con béo
quang ba gdi tin trén mang dé chiém dung bang thong, ti€u
hao tai nguyén tai cac nut, va tang hao phi truyén thong.
3.5. 8o sdnh cdc hinh thirc tin cong

Céc hinh thirc tAn cong tai tAng mang, tiéu biéu nhu tn
cong black hole, sink hole, gray hole, worm hole, va
flooding c6 thé dugc phan loai theo mot sb tidu chi.

Theo hoat dong: GOm tin cong chu ddng va bi dong.
Tan cong chi dong nham muc dich pha hoai, lam sai 1¢ch
hoat dong binh thuong ctia hé thong, tan cong bi dong
nham giam sat, thu thap, phan tich thong tin trai phép.

Theo muc dich: Gom tan cong dé pha hoai thong tin va
tan cong nghe trom.

Theo vi tri: GOm tan cOng tir bén ngoai va tin cong ndi
bd. Trong do6 tan cong bén ngoai khoé nhén biét va gay hau
qua nghiém trong hon tan cong ndi b [13].

Bing 2. So sanh cdc hinh thirc tin cong

Hoat djng Muc dich

Chu Bi Pha | Nghe
dong | dong | hai trom

Vi tri
Bén
ngoai

Tan Be
cong cn

trong

Black
hole

Gray
hole

Flooding . . .

Worm
hole

(*) thue hién; (°) tuy chon.

Quan sat ddc diém cua cac hinh thic tin cong mang
(Bang 2) cho thay tat ca hinh thurc tan cong c6 thé nam & vi
tri bén ngoai mang. Ba hinh thuc tan cong la black hole,
sink hole, gray hole thuc nhoém tan cong chu dong nham

. o . .
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muc dich pha hoai. Ching co6 dac diém chung 1a chu dong
tao ra tuyén gia mao thong qua thay 601 thong tin cua goi
kham pha tuyén nhdm danh ltra nat ngudn. Tn cong worm
hole cling 1a hinh thirc tin cong chu dong thong qua viée
chuyén tiép goi kham pha tuyén dén dich ma khong ting
chi phi. Muc dich tin cong 14 nghe trom thong tin, doi khi
hinh thirc tin c6ng nay ciing nham pha hoai géi tin. Tan
cong flooding nham muyc dich can trd qué trinh kham pha
tuyén va ting hao phi truyén thong.

4. Panh gia két qua bing mé phong

Chung toi danh gia tac hai ciia cac hinh thirc tan cong
black hole, gray hole, worm hole, va flooding bing md
phong trén NS2. M&i mé hinh c¢6 100 nut, hoat dong trong
pham vi 3200m x 1000m, cic niit mang di chuyén ngiu
nhién theo m6 hinh Random Waypoint [14], duoc tao ra
boi cong cu./setdest trén NS2.

-;H ------ dddnannan l“unuhi-vull‘ﬂuul'Hiullu‘-hduuub“uu-“i;
b) Worm hole
Hinh 5. Giao dién mé phong trén NS2

Kich ban mé phong (Bang 3) duoc tién hanh véi giao
thirc AODV trong thoi gian md phong 200s, vung phat
song 250m, hang doi FIFO, ¢ 10 két n6i UDP, nguén phat
CBR, kich thudc goi tin 512byte, nguon phat dau tién bat
dau tai gidy thir Os, cic ngudn phat tlep theo cach nhau 5s,
nat tham gia ludng dit liéu (nat ngudn, dich) gdm {(0, 19);
(3, 56); (6, 93); (21, 77); (41, 59); (62, 91); (65, 73); (80,
12); (84, 32); (99, 40)}.
Bing 3. Tham s6 mé phong

Théng sb Gia tri
Khu vyc dia ly (m) 3200 x 1000
Vung thu phat séng (m) 250
Thoi gian m6 phong (s) 200
Téng s6 nit mang 100
Vén tdc di chuyén (m/s) 1..10
Ngudn phat dit liéu CBR
Dang truyén thong 10 UDP
Kich thudc goi tin(bytes) 512
Hang doi FIFO (DropTail)
Giao thtre dinh tuyén AODV

4.1. Tin cong Black hole, Gray hole va Flooding

Dé danh gia tac hai cta tin cong black hole, gray hole
va flooding, ching toi st dung théng s mé phong nhu
Béang 3, bd sung 1 nat ddc hai thyc hién hanh vi tn cong
bét dau tai gidy thir 50, nut doc hai duoc bd tri ¢b dinh tai
vi tri trung tam (1600m, 500m) nhu Hinh 5a. Tham $6 duoc
sir dung dé danh gia 1a: Ty 1& chuyén goi tin thanh cong,
thong luong mang va phu tai dinh tuyén.

e Ty Ié chuyén gbi tin thanh céng (PDR): Tham sb

danh gia do tin cdy cua giao thirc dinh tuyén, dugc tinh

dwa vao sb luong chuyén goi tin thanh cong dén dich /
téng sd goi tin di giri.

o Théng hwong mang: La thong s6 do luong thong tin

truyén thong, duoc tinh bing (tong s6 goi tin giri thanh

cong * kich thuée g01 tin) / thoi gian mo phong

o Phuy tdi dinh tuyén (RL): Tham s6 nay dé danh gia

tac hai cua hinh thirc tn cong flooding, dugc tinh dya

trén téng s6 goi tin didu khién tham gia vao qua trinh
kham pha tuyén (da duoc giri hodc chuyén tiép) tai tat
ca cac niit / tong goi tin giri thanh cong.

Két qua md phong (Hinh 6) cho thiy tin cong flooding
goi RREQ dé anh hudng dén kha nang kham pha tuyen cua
nat ngudn nén ty 1& giri gbi tin thanh céng giam nhiéu. Két
thuc 200s md phdng, ty 1¢ gui goi tin thanh cong cua
AODV lan luot 14 86,89% va 80,88% tuong (mg véi moi
truong mang binh thudng va moi truong bi tan cong, giam
6,01%. Véi ctng kich ban mé phong tan cong gray hole thi
ty 1€ giri gobi tin thanh cong cua giao thuc AODV chi dat
33,96%, giam 52,93%. Nguyén nhan 1a do tin cong gray
hole v&i muc dich phé hoai nén ty 1€ gtii g6i tin thanh cong
dén dich giam nhiéu. Trong khi mé phong bi tin cong black
hole, thi ty 1¢ gtri goi tin thanh cdng cua giao thuc AODV
chi dat 16,36%, giam 70,53%. Nguyén nhan 1 do tin cong
black hole ciing vdi muc dich pha hoai goi tin nhung muc
do pha hoai nang hon gray hole.

100
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Hinh 6. Ty I¢ gui goi tin thanh cong

Biéu d6 thong luong mang (Hinh 7) cho thdy tAn cong
black hole va gray hole gy thiét hai nghiém trong nén
thong lugng mang cua giao thirxt AODV giam rat nhiéu.
Két thiic 200s mo phong thi thong lwong mang cia AODV
chi dat 11898,88 bit/s trong moi truong mang bi tan cong
black hole, va 24739,8 bit/s khi bi tan cong gray hole. Tan
cong ﬂoodlng g61i RREQ khong nham phé hoai goéi tin nén
gdy hai thap hon hai hinh thirc tin cong con lai, thong
Iugng mang cta giao thtc AODV dat 59187,2 bit/s sau
200s giay mo phong.
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Hinh 7. Thong luong mang

Biéu d6 hao phi truyén thong (Hinh 8) cho théy RL tang
rét cao khi bi tin cong flooding go6i RREQ, ké dén 13 tan
cong black hole va thap nhét la tan cong gray hole. Sau
200s md phong thi hao phi truyén thong cia AODV ting
1én 60,74 goi (ting 663,19%) khi bi tan cong flooding.
Nguyén nhan 1a do hinh thirc tin cong nay sir dung goi
RREQ phat dinh ky nén tao bao quang ba goi RREQ lam
RL tang rat cao. Hao phi truyén thong khi bi tin cong black
hole 1a 26,79 goi va gray hole 1a 11,67 goi.

70 T T T T

60 — g e — = =

g s A ]
- o * i

2 a0 - e Narmal —=—
s g€ i RREQ Flooding — % -
5 X Blackhole 8-~
5 30— o Grayhole b
= ¥ oo
& ; .

8 20 me Tl 8

10 - e e e e e e o

5 I I i i L I I I i
o 20 40 60 80 100 120 140 160 180 200
Thi gian ma phéng (s)

Hinh 8. Phy tdi dinh tuyén

4.2. Tin cong Worm hole

Dé danh gi4 tac hai clia tAn cong worm hole, ching t6i
sir dung thong sb mé phong nhu Bang 5, bd sung 2 nut doc
hai (Hinh 5b) thyc hién hanh vi tin c6ng worm hole bit dau
tai gidy thir 100, nat doc hai chi thyc hién hanh vi nghe
trom va dwoc bd tri cd dinh tai hai vi tri trung tim la
(1000m, 500m) va (2200m, 500m). Tham s6 dé danh gi4
la: Ty 18 thong tin dinh tuyén sai, va ty 1& goi tin chuyén
tiép qua nut doc hai.

o Ty Ié thong tin dinh tuyén sai (FE): 1a s luong

thong tin dinh tuyén (entry) trong RT chi dudng dén nut

doc hai / téng b entry tai tAt ca cac nht mang.

o Ty l¢ goi tin dir liéu chuyén tiép qua nit déc hai

(FD): Tham sb nay dé danh gia tac hai cua tAn cong

worm hole, dugc tinh dya vao s6 lugng goi tin chuyén

tiép qua lién két worm hole/ tong s goi giri thanh cong.

Biéu db thng ké s6 lugng FE (Hinh 9a) cho thiy trong
100 gidy dau tién, nat doc hai chwa thuc hién hanh vi tin
cong nén ty 1¢ FE trong RT cua cac nat mang <9%. Bit dau
tai thoi diém nut doc hai thuc hién hanh vi tin cong thi s6
luong FE tang cao vot 1én 95 (chiém 19,23%) tai gidy 120,
trong thoi gian thyc hién hanh vi tin cong worm hole thi s
lugng FE cao hon 200% so voi binh thuong.

Biéu d6 théng ké ty 1& goi tin FD (Hinh 9b) cho thiy
trong 100 gidy dau niit doc hai chwa thyc hién hanh vi tin

cong thi ty 18 goi tin FD t6i da 1a 271 goi (chiém 19,07%).
Sau thoi gian nay, nat doc hai thé hién hanh vi tn cong
worm hole nén s6 lwong goi FD ting rat nhanh, cao nhat la
1302 gbi (chiém 43,17%) sau 200 gidy md phong. Nhu vy,
nat doc hai da thyc hién thanh cong hanh vi thn cong
wombhole nén s6 lugng géi tin FD tang rat nhicu.
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Hinh 9. Két qua mé phéng tdn céng worm hole

5. Két luan

Bai bao nay da trinh bay chi tiét mot s6 hinh thirc tin
cong tiéu biu tai tang mang, va danh gia tac hai ctia chiing
vdi giao thire dinh tuyén AODV. Két qua mo phong cho thiy
tin cong flooding goi RREQ di gdy hai dén kha ning kham
pha tuyén cua giao thirc dinh tuyén AODV, lam giam ty 1¢
giri gbi tin dir liéu thanh cong dén dich va tang rat 16n hao
phi truyén thong. Tén cong black hole nhdm muc dich pha
hoai nén da lam giam rat 16n ty 18 giri goi tin dir liéu thanh
cong dén dich, tin cong gray hole ciing pha hoai goi tin
nhung muc d6 thap horn Tén cong worm hole nhim muc
dich nghe trom, nén sb lugng goi tin dit liéu giri thanh cong
dén dich thong qua nut doc hai ting hon 200% so véi binh
thuong. Nhur vay, trong cac hinh thirc tin cong thi tan cong
black hole (sink hole) 14 giy hai ning nhat, tan cong flooding
g6i RREQ chui yéu gay hai dén hao phi truyén thong.

Van dé phong chong tan cong black hole, gray hole,
worm hole, va flooding 12 hudng tiép can nghién ciru cia
chung t6i trong tuong lai.

Cam on

Bai bdo dugce thuc hién dudi sy hd tro tai chinh cia Dé
tai khoa hoc cong nghé ce“ip B6 Gido duc va Bao tao véi ma
s6 B2016-DHH-21.
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