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Tém t,ét - Céc lwgc db chir ky sb thuong dwoc xay dwng dua trén
mot so bai toan kho da dwoc nghién cvu ky lwdng. Cac DSS dwoc
biét dén nhiéu nhat dya trén ba bai toan kho sau day: 1). Bai toan
phan tich mot sb nguyén I6n ra cac thira sb nguyén té: n = p.q,
& day p va q la cac so nguyén t6 I&n; 2). Bai toan logarit rdi rac
trén trwong hibu han nguyén té Z,; 3). Bai toan logarit réi rac trong
mot nhom céac diém trén mot s6 dudng cong eliptic. Bai bao dé
xuat xay dwng lwge do chir ky so dwa trén bai toan logarit roi rac
két hop khai can trén Z,, day la mét dang bai toan khé mai, thude
I&6p cac bai toan chwa c6 cach gidi v& mat toan hoc. Viéc xay dung
lwgre d6 chi ky sO dwa trén tinh khé cla bai toan logarit réi rac ket
hop khai can nay cho phép nang cao dé an toan cla thuat toan.
Tir khéa - Chir ky s6; thuat toan chi ky sb; lwoc dd chi ky sé; bai
to&n Logarit r&i rac; bai toan khai can

1. Pit van dé

Trong [9], d& xuit mot phuong phap xdy dung thuét
toan chir ky s6 dwa trén tinh kho cua viéc giai bai toan
logarit roi rac trén Zp. Uu diém ctia phuong phap méi de
xudt 13 tir d6 ¢ thé trién khai mot 16p thuat toan chit ky sb
cho céc ing dung khac nhau. Tuy nhién, d9 an toan ctia cac
thudt toan chir ky dugc xay dung theo phuong phap nay chi
dugc dam bao bdi do khoé cua viée giai bai toan logarit roi
rac — DLP trén Zp. Do d06, néu c6 mot giai thuat thoi gian
da thtrc cho bai toan nay (DLP) thi tinh an toan cta cac
thudt toan s€ bi pha vd hoan toan. Nang cao do an toan cho
cac thudt toan chir ky s6 dua trén tinh kho cua viée giai
ddng thoi 2 bai toan khé 1a mot hudng tiép can dang nhan
dugc nhiéu sy quan tAm ctia cac nha nghién ctru. Trong [10
— 17] céc tac gia dd dé xuat mot s6 thuat toan chir ky xay
dung trén ddng thoi hai bai toan phan tich sé va logarit roi
rac. Trong bai bao nay, cling v6i muc dich nang cao d¢ an
toan cho cac thuét toan chir ky s0, nhom tac gia tiép tuc
phét trién phuong phap dé xuat trong [9] trén co s& tinh
khoé gidi cia mot bai toan mdi, & day dugc goi 1a bai toan
logarit roi rac két hop khai cin trén Zp, ky hiéu: DLRP
(Discrete Logarithm comblnlng Flndlng Root Problem)
Pay la mot dang bai toan kho 1an dau duoc de Xuét va ing
dung cho viéc xay dung thuat toan chir ky s6 va c6 nhidu
trién vong cho phép xay dung céc thuat toan phu hop véi
cac ung dung thuc t& doi hoi do an toan cao.

2. Bai toan khé méi va phwong phap xiy dyng thuit
toan chir ky so
2.1. Bai toan logarit roi rac - khai cin trén Zp

Bai toan logarit roi rac két hop khai can trén truong Zp
duoc dé xuat & day c6 thé phat biéu nhu sau:

Abstract - The digital signature schemes (DSSes) are based on some
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Véi mbi cap sé nguyén duong (v, y,)e Z; , hdy tim cac
0 X1 VA X2 thoa man hé phwong trinh sau:
(x)*™ mod p=y,
()" mod p =y,

V& mit hinh thirc, néu x1 1a héng $6, X2 12 bién can tim
thi bai toan trén s€ tro thanh bai toan logarit roi rac trén
Z, — DLP. Tuy nhién, ¢ day x; ciing 14 an sb nhu x, vi thé
cac giai thuat cho DLP khong thé 4p dung véi bai toan nay.
Tuong ty, néu x2 1 hing sd va x1 13 bién thi bai toan trén
lai tré thanh bai toan khai can trén Z, — FRP [18]. Song &
day X ciing 14 bién can tim, do vay cac giai thuat cho FRP
cling khong ap dung dwoc ddi voi bai toan méi dé xuat.
Trong toan hoc, bai toan trén thuc chit 1a mot hé phuong
trinh phi tuyén va thudc 16p cac bai toan chua co cach giai,
cac giai thuat cho DLP va FRP hién tai 1a khong ap dung
dugc voi bai toan nay. Diéu d6 cho thiy, bai toan méi dé
xuit & day c6 mirc d6 kho cao hon DLP va FRP.

2.2. Xdy dung lugc do chiv ky dwa trén tinh khé ciia bai
todn mdi dé xuit
2.2.1. Thudt toan sinh khoa

O phuong phap xay dung thuat toan chir ky méi dé
Xuét, bai toan logarit roi rac két hop khai cin trén Zp dugc
sir dung dé hinh thanh cip khoa bi mat va cong khai cua
cac d6i tuong ky. Trong do, p 1a tham s6 hé thong (tham s6
mién) do nha cung cip dich vu tao ra, & ddy p 1a s6 nguyén
t6 cAn phai dugc chon sao cho viéc giai bai toan DLP 1a
kho. Cap (x1, X2) la khoa bi mat va (y1,y2) la cac khoa cong
khai twong ung cua mdi dbi tuong ky trong hé théng. De
tao khoa x; mdi thuc thé ky can tao trude sd nguyén t6 q
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thoa méan: qj(p — 1) va mot s6 o eZ;- Khoa x; dugc tao
E
theo: X =a 9 mod p-

Khoa x, 1a mot gia tri dugc chon ngau nhién trong
khoang (1, q). Sau d6, cac khoa cong khai dugc tao ra tur
(X1, X2) theo (1.1):

Y. = ()(1)X1+xz mod p, Y, = (Xl)(XI) ** mod p (]_)

Chu ¥ rang, tham sd q cling duoc sir dung vai vai trd clia
mot khoa bi méat twong ty nhu x1 va X, trong thudt toan ky.

Thuat toan sinh khoa c6 thé duoc mé ta lai nhu trén
Bang 1 sau day:

Bdng 1. Thudt todn sinh khoa

Input: p — s6 nguyén t6, Iq — do dai (tinh theo bit) ciia s6
nguyén to q.
Output: g, X1, X2, Y1, Y2.

1. generate g: len(q) = lg, q|(p-1)
2.selecto: l<a<p

3 % < a® mod p

4. if (x1 = 1) then goto [2]
5.select x2: 1< x, <q

6. yl < (Xl)xﬁ-x2 mod p. y, < (Xl)(xl)’l_x2 mod D
7. return {q, X1, X2, y1, Y2}
Chu thich:

- len(.): Ham tinh d6 dai (theo bit) cia mot sé nguyén.

- p: Tham s hé théng/tham sé mién.

- (, X1, X2: Khoa bi mat.

- y1, Y2: Khoa cong khai cta dbi tuong ky.
2.2.2. Thuat toan ky

Gia st (R,S) 1a chit ky Ién ban tin M, u la 1 gia tri trong
khoang (1,q) va R dugc tinh tir u theo cong thirc:

R=(x, )" mod p )
va S dugc tinh tir v theo cdng thire:
S =(x) mod p )

O day: v ciing 1a 1 gia tri trong khoang (1,q).

Ciing gia thiét rang phuong trinh kiém tra cua luge do
c6 dang:

()" =(R)™ x(y,) x(y,)**"™** mod p
Véi:
E=H(M)va: RxSmod p =(x, ) mod p (4)
Trong d6: H(.) 1a ham biam va k ¢ Z;.
Pit: (x.)mod p=2
Khi d6 c6 thé dwa phuong trinh kiém tra vé dang:
()" =(R)" x(y,)* x(y,)" mod p (6)
Tu (1), (2), (3) va (6) ta co:
00 = 0 () () mod p - (D)
Tu (7) suy ra:
vy =(Uxy, +(X +X,)x E+(x1)'l><x2 xZ)modq

)

Nén:
v=(u><(y1)’1><y2 +(X% +%)x(y;) " xE+
+(y1)71><(x1)71><x2><2)m0dq
Hay:
v=(y1)’lx(u>< Y, +X xE+
+x2x(E+(x1)’1><Z))modq
Mat khac, tir (2), (3) va (4) ta c:
(v+u)modq =k )
Tu (8) va (9) ta co:

(8)

((UX(yl)’lxyz+(x1+xz)x(y1)*xE+
+(x) %% x(y;) " xZ +u)mod g =k
Hay:
(wx(() 5y +2) (g )¢ (3, < E +
(%)% )x (1) xZ)modq = k
Tu (10), suy ra:
B A
—(%) " %% x(y,) ' xZ)mod g

(10)

Hay:
=00 e 1) x(kmnx () E
—X, x(yl)flx(E+(X1)71><Z))m0dq

Tir (11) va (8), c6 thé tinh thanh phan thir nhat cta chit
ky theo (2):
R =(x,)" mod p
va thanh phan tht 2 theo (3):
S =(x,)" mod p

(11)

Tu day thuat toan ky dugc mo ta trén Bang 2 nhu sau:
Bdng 2. Thudt toan ky

Input: p, g, X1, X2, Y1, Y2, M.
Output: (R,S).

1. E< H(M)

2.selectk: 1<k <q

3 Z <« (x) mod p

u <—((y1)’1 XY, +1)71 x(k =x, x(y,) " xE -
— %, x(y,) " x (E +(x) " x Z))mod q

Ve (y) T x(uxy, +x, xE+
+X, x(E+(xl)’1xZ))mod q

6. R« (x,)'mod p

SN

o

7.S «(x,)" mod p

8. return (R,S)

Cha thich:
- M: ban tin can ky, voi: M e{0,1}*.
- (R,S): chit ky cua U lén M.
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2.2.3. Thudt todn kiém tra chit ky
Thuat toan kiém tra cua luge dd duge gia thiét 1a:

(8)" =(R)" x(y,)" x(y,)**™"" mod p
O day, E 1a gid tri dai dién cua ban tin can thdm tra:
E=H(M)- Néu M va chit ky (R,S) théa man dang thirc trén
thi chit ky dugc coi 1a hop 1€ va ban tin s€ dugc xac thuc vé
nguon goc va tinh toan ven. Nguqc lai, thi chit ky bi coi 1a gia
mao va ban tin bi pht nhan v€ ngudn goc va tinh toan ven. Do
do, néu vé trai cua dang thirc kiém tra dugc tinh theo:

A=(S)" mod p (12)

va vé phai duoc tinh theo:
B=(R)" x(y,) x(y,)* mod p (13)
6 day: Z =RxSmod p (14)

thi diéu kién chir ky hop 1¢ 1a: A = B.
Khi d6, thuat toan kiém tra cua luge dd méi dé xuit
dugc mo ta trong Bang 3 nhu sau:
Bdng 3. Thudt toan kiém tra
Input: p, y1, y2, M, (R,S).
Output: true / false.

1L E«H@W)

2. A< (S)"mod p

3. Z <« RxSmod p

4. B (R)" x(y,)" x(y,)” mod p

5. if (A=B) then {return true }

else {return false}

Cha thich:
- M, (R,S): ban tin, chir ky can thdm tra.
- Néu két qua tra vé 1a true thi tinh toan ven va ngudn
goc ciia M duge khang dinh. Nguoc lai, néu ket qua 1a false
thi M bi pht nhan vé nguon goc va tinh toan ven.

2.2.4. Tinh diing din cia luge do méi dé xudt
bicu can chirng minh & day la: Cho p, q 1a 2 s0 nguyén
6 voi: q|(p-1). H:001 ~ 2z, [qiIniqpl. 1<a<p.
X, a“’qmod p,  l<x,<q, y,=(x)"modp,
v, =) “modp, E=H(M), 1<k<qg, Z=(x) modp,
u= ((ylfxyzu) x(k=x () X E=xg () x(E (%) xZ)) modq s
v=(y,)" (uxyz+x1xE+x2x(E+(x1)’1><Z))modq,
R=(x,)' mod p. S=(x)'modp. Néu: Z=RxSmodp,
A=(S)" mod p, B=(R)" x(y, )" x(y,)* mod p thi: A=B.

Tinh ding dén cia thuat toan méi dé xuat dugc chimg
minh nhu sau:

Tir (3), (8) va (12) ta ¢6:
A=(S)" modp=(x)"
— (Xl)(m’1 (u.yz+x1.E+><2.(E+(><1)’l Z)).y1 mod P

mod p
(15)

_ (Xl)(u Yo+ X EtX | (E+(x1 . )) mod P

Voi: u :((yl)’lx Y, +1)71x(k—x1><(y1)’1>< E-

—Xzx(yl)_l><(E+(X1)_1><Z))m0dq

Tir (2), 3), (5), (8), (11) va (14) ta lai c6:

Z =RxSmod p =(x)" x(x) mod p

u+(y)” (u Yo +% E+xz.(E+(x1)’].Z)) mod p

1

v () g (0) B 0) o (E4(0) 2

)modp
€ mod p

)
% )(m)*.yzﬂ) (o)™ B () B 2 (00 v ) o () B 2 o)

mod p = (x )00 (e 2 ) B () B0 2 R g
=(% )k mod p=2Z
(16)
Thay (1), (2), (5) va (16) vao (13) ta dugc:
B=(R)" x(y,)" x(y,)" mod p
17)

(X1 )u " (X1 )(XﬁXZ).E x (Xl)(m’l'xz'z mod p
_ (X1 )(u Yo+X . E+Xy. (E+(><1 z )) mod P
Tir (15) va (17) suy ra diéu can chimg minh: A=B
2.2.5. Vidu
. Tinh dGng déu} cta luge dd méi dé xuét duoc minh hoa
bang mdt vi dy so nhu sau:
a. Sinh tham s6 va khéa (Bang 1)
Input: p — s6 nguyén t6, 1q — do dai (tinh theo bit) clia
s0 nguyén t6 q.
Output: g, X1, X2, Y1, Y.
- Giatri cuap:
1112504748194107058548379149876527136337231
9494651382867527128102052391566875979592156815
6524417444891805426748144310226815292210566874
56481556094275955901
- Giatricuaq:
1396040063414249106233756715423506814076734227141
- Giatri cia x1:
4058370318607681007755510762685178271365232
1929471000568735620774126567223984754965898162
8005083289795572876280216639462805193338400762
227172605620843386
- Giatri cla X!
1336469017197379871919685315068540686272278035577
- Giatri ciayy:
4166414543853754477463513432272555621490994
1901511883506834222768226003954066407701818701
1737172556088349519326398149222698213562535746
2427830114211211397
- Giatri ciay,:
3444900405691608012655812518275077028167817
3954520452155461712791247704263118008086208153
1110700411769515287169190952536509099543212503
8309781498783298331
b. Sinh chir ky (Bing 2)
Input: p, 9, Y1, Y2, X1, X2, M.
Output: (R,S).
- Ban tinn M = “THIS IS A NEWDIGITAL
SIGNATURE ALGRITHM !”

- Giatricuak:
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1255212206829023352132843655989569922266921693676
- Giatri cua E tinh duoc:
994797757898549782843311219613797155198103919360
- Giatri cia R tinh duoc:

4449911408752777649244040466206307370345414
1929343934596076092067962791347983369564 752943
5255945295141087456014749221312569125192026273
7597326392043100028

- Giatri cua S tinh duogc:

8726662134419522036019694497359990811104394
1598406241186524326179846189573383626435667071
6353450614720987111795916106614857121946988458
1337455422383981655

¢. Kiém tra chir ky (Bang 3)

Input: p, y1, Y2, (R,S), M.

+ Truong hop 1:
- Ban tinn M = “THIS IS A NEWDIGITAL
SIGNATURE ALGRITHM !”

- Gi4 tri ciia R can kiém tra:

4449911408752777649244040466206307370345414
1929343934596076092067962791347983369564752943
5255945295141087456014749221312569125192026273
7597326392043100028

- Giatrj cia S can kiém tra:
8726662134419522036019694497359990811104394
1598406241186524326179846189573383626435667071

6353450614720987111795916106614857121946988458
1337455422383981655

- Giatri cua E tinh duoc:
994797757898549782843311219613797155198103919360
- Giatri cua Z tinh duoc:
6906971967963642513654078827923678321013235
4165420687120820589978943542468944086437422274

3202530983070198874182835401612482869547363913
8169566805153939123

- Giatri cia A tinh duoc:
4672624538388502266835853716710549106327303
0654205315339132641545609008093755946635143008

5314736282096802082511226037032882409747824832
7543711674383209614

- Gia tri cia B tinh dwuoc:

4672624538388502266835853716710549106327303
0654205315339132641545609008093755946635143008
5314736282096802082511226037032882409747824832
7543711674383209614

Output: (R,S) = true.

Cha thich:

Trudng hop nay két qua cho théy chir ky hop 1€ vi tinh
toan ven cua ca ban tin va chir ky déu dugc dam bao.

+ Truong hop 2:
- Béan tinn M = “THIS IS A NEWDIGITAL
SIGNATURE ALGRITHM ”

- Giatri cua R can kiém tra:

4449911408752777649244040466206307370345414
1929343934596076092067962791347983369564752943
5255945295141087456014749221312569125192026273
7597326392043100028

- Giatri cia S can kiém tra:

8726662134419522036019694497359990811104394
1598406241186524326179846189573383626435667071

6353450614720987111795916106614857121946988458
1337455422383981655

- Giatri cua E tinh dugc:
459428129146552511017466774377333633894 779435085
- Gia tri cia Z tinh duoc:
6906971967963642513654078827923678321013235
4165420687120820589978943542468944086437422274

3202530983070198874182835401612482869547363913
8169566805153939123

- Giatri cua A tinh duoc:

4672624538388502266835853716710549106327303
0654205315339132641545609008093755946635143008
5314736282096802082511226037032882409747824832
7543711674383209614

- Gia tri cia B tinh duoc:

2092530588255877058475346020861947849287161
9098055755472151142456277874491594998297359048
1783036341432328353498341496594709850878863929
2155159467540424063

Output: (R,S) = false.

Cha thich:

Trudng hop nay két qua cho thy chit ky khong hop 1¢
vi ky tu cudi cung cua ban tin da bi stra doi.

+ Truong hop 3:
- Ban tinn M = “THIS IS A NEWDIGITAL
SIGNATURE ALGRITHM !”

- Gi4 tri ciia R can kiém tra:

4449911408752777649244040466206307370345414
1929343934596076092067962791347983369564752943
5255945295141087456014749221312569125192026273
7597326392043100020

- Giatri cia S can kiém tra:

8726662134419522036019694497359990811104394
1598406241186524326179846189573383626435667071
6353450614720987111795916106614857121946988458
1337455422383981650

- Giatri cua E tinh dugc:

994797757898549782843311219613797155198103919360

- Giatri cua Z tinh dugc:

3844497704372142663146652508134385887429567
1303561714050415768364551394492036594500866235
8048595180941298839593305260276003644856674845
1335740220074232991

- Giatri cua A tinh duoc:

1406677822597821802010526057075954693241085
6857650576352585936590763908843256504202090165
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5785689180545584176292246996396677465791624524
7844607175313754533

- Gia tri cua B tinh duoc:
9939385551582310543738421446931192840015113
8197085285633813123513787042678692559553651709

8339876103450401240752626350520689260376315350
1037477621806591752

Output: (R,S) = false.

Cha thich:

Truong hop nay két qua cho thay chir ky khong hop 1€
vi chir s0 cudi cung cia R va S da bi thay doi.
2.2.6. Mirc 6 an toan cia lugc do méi dé xudt

Mire d¢ an toan cua luge d6 méi dé xudt c6 the déanh
gia qua kha nang chong lai mot so dang tan cong nhu:

- Tan cong khoa bi mat

O luoc d6 méi dé xuéit, cap tham $6 X1, X2 cung d}rqc st
dl:mg lam khoéa bi mét dé hinh thénh chir ky. Vi the, lugc
d0 chi bi phej v0 néu ca 2 tham so nay cung bi 19, ndi cach
khac 1a ke tan cong phai giai dugc bai toan logarit roi rac
k@t hop khai can trén Zp. Do d6, muc ’dcf) an toan cua luogc
d6 mai d€ xuat xét theo kha ndng chong tan cong lam 19
khoa bi mét duge danh gia bang mire d6 khé cua vige gidi
dugc DLRP. Can chu y, DLRP la mdt dang bai toan kho
mdi, ma ngay ca khi cé cac gidi thuat thoi gian da thue cho
FRP va DLP cting khong c6 nghia 1a s€ giai dugc bai toan
nay. Ngoai ra, tham s0 q cling dugc st dung vdi vai tro
khoa bi mat trong thuét toan ky. Nhu vay, d€ pha v& tinh
an toan cua thudt toan, ké tan cong con phai giai dugc bai
toén tim béc cua x1. Tuy nhién, viéc tim béc’ cua x1 la khéng
thé thyc hién duoc, vi x1 6 day 1a 1 tham s6 bi mat.

- Tén cong gia mao chir ky

‘Tt thuat toan kiém tra (Bang 3) cua thudt todn méi dé
xuat cho thay, mot cap (R,S) gida mao s€ dugc cong nhan 1a
chit ky hop 1€ v6i mét ban tin M néu thoa man dicu kién:

()" =(R)"™ x(y,)**™" x(y,)" mod p (18)

Ttr (18), néu chon trudce R réi tinh S thi khi d6 didu kién

(18) s€ co dang:
()" =y, o 1)

Con néu chon trudce S rdi tinh R thi khi d6 diu kién

(18) s& tr¢ thanh:

(R)yZ =bx (YZ )(R'S)md " mod p (20)

Vi a, b 1a hiang s6, d& thay rang (19) va (20) ciing la
mot dang bai toan kho chua c6 cach giai twong tu bai toan
logarit ro1 rac két hop khai can trén Zp.

3. Két luan

Bai bao d& xuét xdy dung thuat toan chir ky sé dya trén
tinh kho gidi cta bai toan logarit rdi rac — khai can trén Zp.
Muc @6 an toan cua céc thudt toan xay dung theo phuong
phép nay s€ dugc ddm bao bang muc dd kho cua viéc giai

bai toan trén. O ddy, bai toan logarit rdi rac két hop khai can
trén Zp 1a mot dang bai toan kho méi, lan dau duge dé xuit
va (g dung trong viéc xdy dung thuat toan chit ky sb. Tir
phuong phép méi dé xuét co thé xay dung mot 16p thuét toan
chir ky s6 c6 d6 an toan cao cho céc tmg dung trong thue té.
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