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T6ém tat - Bai bao d& xuét hai lwgc db chiv ky sé tap thé cé phan
biét trach nhiém véi cu tric tuan ty dwa trén bai toan Logarit roi
rac va bai toan khai can. Cac lwgc dd dé& xuat c6 hiéu qué cao,
gidm chi phi tinh toan, chi phi trao déi div liéu va dé dang ap dung
trong thuc tién. Hon niva, cac lwoc dd dé xuét an toan véi cac dang
tan cong dya trén tinh kho gidi cua hai bai toan khé va cung cap
chirng cl tin cay vé qua trinh ky. Sy khac nhau cda lwgc dd chang
ti d& xuét v&i lwoc dd clia Hwang 1a & phwong phap trao ddi div
liéu trong qué trinh sinh chi ky. So sanh cho thay cac lwgc dd moi
cho phép gidm tinh toan va chi phi trao dbi dir liéu, thich hop voi
céac trng dung thyc té.

Ttr khoa - chi¥ ky s6; Logarit roi rac; bai toan khai can; chir ky sb
tap thé; tan coéng gia mao; Schnorr

1. Pat vin dé

Trong cac giao dich dién tir (chinh phu dién ta, thuong
mai dién tir, tién dién tu...), chir ky sé tap thé duoc sir
dung khi can thiét c6 nhidu hon mot bén tham gia dé giao
dich dugc tién hanh. Cac dang chir ky sb tap thé thuong
xuyén dugc st dung trong thuc té nham chia quyén xac
thyc tir mot sang nhiéu ngudi. Lugc do chir ky tap thé
dang ky tuan ty c6 phan biét trach nhiém cho phép nhém
ngudi tham gia lan luot theo trinh ty kiém tra chit ky trudc
va ky phan vin ban cia minh. Pay 1a mé hinh 4p dung
cho cac tng dung yéu cau trinh tu phé duyét va mdi ca
nhén ky chiu trach nhiém trén chi ky cia minh truéc khi
chuyén sang cho nguoi ky tiép theo. Chir ky s6 tap thé
dugc gidi thiéu dau tién do Itakura va Nakamura [1], tuy
nhién trong luge dd ndy moi ca nhan chiu trach nhiém nhu
nhau. Luoc d6 ky sb tap thé c6 phan biét trach nhiém dau
tién dugc Harn dua ra [2] dwva trén bai toan Logarit roi
rac. Sau d6, Huang [3] da dé& xuét hai lwgc d6 chix ky sb
tap thé c6 phan biét trach nhiém cau trdc tuan ty va song
song dua trén bai todn RSA va bai toan Logarit roi rac.
Tuy nhién cac lugc do nay duoc ching minh khéng phai
1a cac luge do an toan nhu ¢ [4, 5].

Dua trén d6 kho cua bai toan Logarit roi rac, Diffie va
Hellman [6] da dé& xuat lugc d6 thoa thuan khoa Diffie —
Hellman ndi tiéng vao nam 1976. Ké tir day, nhiéu giao
thirc mat ma khac nhau [7-10] s¢ hitu tinh bao mét dua trén
bai toan DLP (Discrete Logarithm Problem) da duoc dé
xuit. Ciing chinh su quan tim dén cac ung dung nay, DLP
da dwoc cac nha todn hoc nghién cau mot cach rong
rai trong sudt hai muoi nim qua. Bén canh cac bai toan kho
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khac, Moldovyan lan dau gi6i thiéu bai toan kho khai can
[11] va néu rd néu tham sb duoc lra chon dung thi day s&
tré thanh mét bai toan khd giai trong thoi gian da thirc va
c6 do khé tuong dwong voi bai todn DLP, nhung s& cd
nhiéu wu diém hon khi dwoc sir dung dé xay dung cac hé
théng mat ma.

Trong bai bdo nay, chiing t6i d& xuat phwong phap xay
dung hai luoc d6 chit ky sé tap thé cac luge @b ho Schnorr
[10] c6 phan biét trach nhiém cau tric tuan ty, duwa trén bai
toan Logarit roi rac va bai toan khai cdn va ching minh
tinh an toan cua cac luoc dd dé xuat. Cac luoc dd dé xuat
cung Cap chang cir caa nhitng ngudi tham gia ky va chéng
dugc tan cong gia mao. Khéng ngudi nao tham gia qué
trinh ky c6 thé tao ra duoc chit ky hop Ié caa ca nhom.

2. Cac bai toan kho sir dung

Bai toan Logarit roi rac [12]: V6i p va q la hai s6 nguyén
t6 lon thoa man q| p—1, « la phan tir sinh cta truong Z,
6 bac g. Bai todn Logarit roi rac 1a véi cac gia tri cho truge
(Y,p.0,@),y=a*mod p véi XeZg, timx.

Bai toan Khai can modulo [11, 13]: Vi p, q 1a hai s6
nguyén té 16n (| q [>160) theo cdutric p=Ng? +1,NIa
s6 nguyén chin sao cho (| p[>1024) bit. Bai khai cin
modulo 12 véi cac gia tri cho trude (Y, p,q),y =x%mod p
VoI X € Zq , tim x. Bai toan khai cin modulo dugc tac gia

Moldovyan trinh bay va dua ra mot s6 cai tién cho chir ky s6
DSS & [11].
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3. Xay dung luge do chir ky sb tap thé phan bigt trach
nhi¢m cau tric tuan tw dwa trén bai toan logarit réi rac
(lwge do 1)

3.1. Qua trinh chudn bj

Gia str rang nhom n ngudi ky 1a {Us, Uy, ..., Un} mudn
sinh chit ky tap thé cho van ban ™ =Ml mzll--lIma s
thanh vién ky U; chi dugc Ky trén mot phan van ban m; véi i
=1,2,...,n.Co Mot nguoi quan ly dam bao trong qua trinh
ky. Nguorl Quan ly sap xép thanh vién ky U; chi dugc xem va
ky cho phan vin ban m twong ung. Lugce dd cho phep phan
cong trach nhiém ca nhan kiém tra va ky cho phan van ban
cua minh trudce khi ngudi sau x&c thuc ndi dung khéc.

3.2. Qua trinh tgo khda

Budéc 1: Nguoi quan ly tao ra mot s6 nguyén t6 1on p,
mot ude s6 nguyén té q véi g|(p-1) , « 1a phan tir sinh cua
cacnhdm Z'gva a € Z:; . (a,p,q) la céc tham sb dwoc cong
khai va lya chon sir dung ham mét chiéu SHA-1.

Buéc 2: Sinh nhém khoa bi mat cua nguoi ky tuong
ung la xq, Xz, ..., Xa VOidieu kign 1 <xi<q,i=1,2, oo
Mbi gid tri xi dwoc chon ngau nhién va chi duoc biét boi
nguoi ky Ui

Buéc 3: y1, V2, ..., Y. khéa cdng khai cua cac thanh
vién thoaman y; = o™ mod p dugc tinh va dugc cong b
b&i nguoi ky Ui. Thém/x6a mot thanh vién i doi hoi phai
thém/xo6a khoa cdng khai yi twong (tng béi ngudi quan ly.
3.3. Qué trinh tgo chiz ky tdp thé

Lugc d6 yéu cau ngusi quan 1y va cac thanh vién ky
phai trao doi dit li¢u trong qua trinh ky vén ban. Trugc khi
ky, quan 1y da sap xép day ngudi ky theo dung thir ty van
ban ky. Nguoi ky U; chi duge ky vao doan van ban m; da
dinh sin, do quan ly giri cho mdi thanh vién.

Buéc 1: Mbi nguoi ky Ui chon ngau nhién sé 0< ki <q

= ¢/ mod p.U; théng bao r; cho
ngudi quan ly. Nguoi quan ly tinh gia tri ham bam H:
H =h(h(my) | h(my) || -h(my)) , tinh gia tri théng nhat
chung phien ky: R :Hin=1ri modp va
E=h(H|IR). Gia tri E dugc thdng béo cho cac thanh
vién ky.

va tinh toan gia tri: r.

cho

Budéc 2: Ngudi ky dau tién Uy tinh ham bam h(m;) va
sinhchirky s6 s, =k, —xh(m,) E . Sau d6 U giri (ry, s1,
h(my)) dén nguoi ky the hai U, va quan ly. Tiép theo mdi
nguoi ky U vai i =2, 3,..., n lan lugt thuc thuc hién budc
sau.

Buéc 3: MGi thanh vién U; kiém tra xé4c thuc tinh ding
din cua nguoi ky truée theo: o2 y"™% =r_mod p.
Néu phuong trinh ndy thoa man thi chang to thanh vién ky
thiri - 1 tire 1 Uiy dling 13 nguoi ky trén cac van ban trude
d6 1an luot my, ..., miy. Uj tinh s, =k, —xh(m,)E . Sau
do, Ui gui cho thanh vién ky Ui+ 1 va quan ly cac tham s6:
(ri, si, h(mi)). Riéng Uy, gui cac tham s6 (ra, Sn, h(my)) cho
quan ly.

Blr()’c 4: Quan ly xéc thyc chir ky cua U, theo cong
thic: o y" ™= =r mod p. Sau d6 ngudi quan Iy tinh

gidtri: S=> "

cho van ban M = ml” ma ||

s, modq . Cap (E, S) lachitky sé tap thé

| m, . Sau d6 tinh khoa cong

khai chung caa nhém Y = Hin:l y'™ mod p

3.4. Xac thuc chie ky sé tdp thé

Viéc xac thuc chit ky (E,S) cho tdp van ban
M =milmz2|l ... || myp V61 khoéa cong khai nhom Y duoc
thuc hién nhu sau: Nguoi xac thyc tinh
R=ca’Y¥ modp va H =h(h(m)| h(my)|...h(mn))
Kiém tra néu E=h(H||R"), néu biéu thic thoa man, chix ky
la hop 1¢. Neu khong, chit ky khong hop 1¢ hodc van ban
goc da bi thay doi. (Nguoi xac thuyc cd thé tinh lai
v = 10y ™ tmod p néu muén kiém tra tinh trach nhiém
cua tirng thanh vién theo céc gia tri khda cdng khai cua
tung thanh vién va van ban tuong tng).
3.5. Pha xdc thuc bang ching

Tt ca cac chit ky ca nhan (ri, si) c6 thé duoc sir dung
Iam bang chtng, cho biét thanh vién U; 1a nguoi ky phan
noi dung m, (ri, si) theo biéu thic ™ y" ™ =r. mod p
cling vai chix ky hop 1& (E,S) cua bo tai liéu. Néu hai diéu
kién dugc thoa man, thanh vién U; duoc x&c thuc da ky
phan ngi dung m; vi cong thic ™y ™= =r mod p cho
thay mdi quan hé giira toan bo tai liéu, phan noi dung m;,
va thanh vién Ui.
3.6. Chitng minh tinh ding

Cong thic kiém tra chi ky c& nhan :

a Sia h(1m| 4)E _ aki—l_xi—lh(mi—l)E ih(lmi—l)E —

ki1~ ah(mi 1)\ h(m)E _ h(m1)E \ h(m1)E
oo Y faYia 7 Yia o
=r, mod p

Chirky so (E, S) 1a mot chit ky sé tap thé hop 18 véi van
ban can ky M =mg |l ma|l ...l my VOi nhém nguoi ky cé
khoa cong khai 1a yi, y2,..,yn. That vay, theo pha xac thuc

chit ky tinh gia tri R R =a°Y modp , ta co
Zn:s Z(k xh(m)E)
a’YE =g YE=YEgR =
Zk ZXh(m)E
i1 = E n ki N -xh(m)E
SRR § W § W

—h(m;)E

=YLy e =Y oRT

=Y R[] y"™) =Y®RY “mod p=R
=R =R=>E=h(Y||R).

Nhu vay, c6 thé khing dinh chit ky sb tap thé c6 phan
biét trach nhiém ky tuan tu dugc xay dung dya trén bai toan
Logarit roi rac, dugc xay dung nhu phan trén 1a dung dan
va hop Ié.
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4. Xay dung lwge d6 chir ky sb tap thé co phan bigt
trach nhiém cau tric tuan tw dua trén bai toan khai ciin
(lwge db 2)

4.1. Qué trinh chudn bj: Twong tu lugc do 1.

4.2. Qua trinh teo khéa

Luge do str dung cau trﬂg s6 nguyén t6 p = No2 + 1 véi
N 1a so tu nhién chan, g 1a s6 nguyén to I6n (|g| > 160 bit),
vapla s6 nguyén t6 Ion (Jp| > 1024 bit). (p,q) la cac tham
s6 duoc cong khai va lya chon sir dung ham mét chiéu
SHA-1.

Buéc 1: Nguoi quan ly tao ra mot s6 nguyén té 1on p,
Mot udc sb nguyén té q theo cau tric p = Ng? +1, nhu vay
ta c6 g?|(p-1).

Bwdc 2: Sinh nhém khoa bi mat cua nguoi ky tuong
ung la xq, Xz, ..., Xa VOidieu kién 1 <xi<q,i=1,2,...,n
Moi xi dugc chon ngau nhién va chi duoc biét bai nguoi ky
Ui

Buéc 3: Sinh nhdm khoé cong khai ya, Yo, ...,yn thoa

man y; = x;mod p dugc phan phdi cho cac thanh vién U.
Viéc thém hoic loai bé mot thanh vién ky Ui ciing doi hoi
viéc thém hoac bo khod cdng khai yi twong img va n6 dugc
thuc hién boi nguoi quan ly.
4.3. Qué trinh tgo chi ky tdp thé

Céc yéu cau tuong tu luoc db 1.

Budc 1: M&i nguoi ky U chon ngau nhién sé 0< ki <q
va tinh toan gia tri: r, = ki mod p . Ui thong béo ri cho
ngudi quan ly. Nguoi quan ly tinh gia tri ham bam H:
H =h(h(my) [ h(my) [ .h(m,)) ", tinh gi& tri théng nhét

chung cho phiéen ky: R= Hinzlri modp va
E=h(HJIR). Gi4 tri E dugc théng béo cho céc thanh
vién ky.

Budc 2: Ngudi ky dau tién U; tinh ham bam h(my) va
sinh chix ky s6 s, = x; "™k mod q Sau d6 U gii (1,
s1, h(m1)) dén ngudi ky thir hai Uz va quan ly.Tiep theo moi
nguoi ky U vai i =2, 3,..., n lan lugt thuc thuc hién budc
sau.

~ Buéc 3: Moi thanh vién U; kiém tra xac thyc tinh ding
dan cua ngudi ky trude bang cong thiac:
S;_19 = y;_"Mi-DEr,__mod p. Néu cong thuc nay thoa
man thi chung t6 thanh vién ky thtri - 1 tac 1a Ui 1a nguoi
ky trén cac van ban trude do lan lugt my... miy. Uitinh s; =
x;"mDE k. mod q . Ui gui cho thanh vién ky U; « 1 va ngudi
quan ly cc tham sé: (ri, si, h(m;)). Riéng U, guri c&c tham
S0 (In, Sn, h(Mn)) cho nguoi quan ly.

Buéc 4: Nguoi quan ly x&c thuc chir ky cia Uy theo
cong thic: s,9 = y,"™Er mod q . Sau d6 nguoi quan ly

tinh cac gia tri: S =I1j_ysimodq . Cap (E, S) 1a chit ky s6

tap thé cho van ban M =my || m, |l ... | my, Vva cong bb khoa

cong khai Y = Hin:l y'™ mod p

4.4. Xac thuc chir ky sé tgp thé

Viéc xac thuc chir ky (E,S) cho tip van ban
M =mllma|l .- | mp v6i khda cobng khai nhom Y dugc
thuc hién nhu sau:

Ngudi xac thyc tinh R =S?Y "modp va
H =h(h(my) || h(my) || ...h(my)) . Kiém tra néu E=h(H|R"),
néu bieu thirc thoa mén, thi chit ky la hop 18. Néu khong,
chtr ky khéng hop 1€ hodc van ban goc da bj thay doi.
4.5. Xac thuc bang chieng

Tt ca cac chit ky ca nhan (ri, si) ¢6 thé duoc sir dung
lam bang chung, cho biét thanh vién U; 1a ngudi ky phan
noi dung m;, (ri, i) theo biéu thae s9y"™® =r mod p
cling vai chix ky hop 1€ (E,S) cua bo tai liéu. Néu hai diéu
kién dugc thoa man, thanh vién U; duoc x&c thuc da ky
phan noi dung m; vi cong thirc 5%y ™ =r mod p cho
thay méi quan hé giira toan bo tai liéu, phan noi dung m;,
va thanh vién Ui.
4.6. Chitng minh tinh diing din ciia lwgc do d@é xudt

That vay, st dung biéu thic:

R =S% " mod p ta co:
S E =Y [T
-E h(m;)E

H| Yi Hi:lki

_ n q . ,
Y EYEHH(ki) =R=R =R=>E=h(Y||R).
Nhu vay, ¢6 thé khing dinh chit ky s tap thé c6 phan
biét trach nhiém ky tuan tu duoc xay dung dua trén bai toan

khai cin duoc xay dung nhu phan trén 1a dang dan va hop
lé.

h(m )E _

5. Phan tich cac lwge do dé xuit

Trong céc luge d6 da dé xuét cua ching toi, van dé an
toan va bao mat la chdng lai nhiing sy tin cong tur nhing
ngudi tham gia trong lugc d6 quan trong hon nhiing sy tan
cong luoc db tir bén ngoai.

5.1. Phdn tich d¢ an toan ciia cdc lwoc do dé xudt

A. Lwge db 1

Dang tin cong thir nhat

~ Giasu rang (n — 1) ngudi ky cling chia s¢ mét chir ky

so tap the (E, S) véi ngudi ky thu n la ke tan cong dang co
gang de tinh khoa bi mét cua nguoi ky thir n 1a x». Ké tan
cdng biét rang cac gid tri ry va s, duoc sinh ra boi ngudai ky
th1’r n. Nhiing gid tri ndy thoa méan cbng thic
a yh(m")E =r,mod p. Gi4 tri r, duoc tao ra boi cong

thic r,=g*modp Vvoi ke 12 mot s ngau nhién,

kn €Zq. Viéc tinh khda bi mat x, doi hoi phai giai quyét
bai toan logarit roi rac, c6 nghia la phai giai quyét cac van
dé, cu thé tinh ki
Xn = (kn

=log,rn va tinh X, theo su

—s,)(h(m,)E) " mod p hozc la tinh x, theo yn:
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xn =log, y,mod p . Néu nhiing ké tan cong xac dinh gia
tri kn (hay xn) du tién, thi khi d6 ho phdi vuot qua bai toan
logarit roi rac va phan doén ding s6 ngau nhién kn. O day,
ta thay tam quan trong cua viéc st dung b tao ngau nhién
an toan.

Dang tan cong thi hai

Gia st n -1 nguoi ky thir tao ra chit ky s ciia n nguoi
(E, S) véi khoa chung la: Y =YY" ™ modp , vei

Y =T y™ mod p. Khi do, n-1 ngudi hgp sicc ¢4

géng dé tao ra cap (E, S) sao cho tinh R’= °Y © mod p va
thoa man biéu thic kiém tra E =h(H || R") . Bé lam dugc
diéu nay, c6 thé chon biat ky R, tinh ra E theo
E=h(H||R), va tim S sao cho & =Y "Rmod p,
diéu nay mau thuin vai gia thiét logarit roi rac 1a bai toan
khé. Hon nitas, =k —x h(m )E, r =a" mod p, céc
gia tri nay c6 lién quan thong qua E va gié tri ngau nhién
ki. Vi vay céc cb gang tan cong lugc do déu quy vé bai toan
khé logarit roi rac.
B. Lwgc db 2
Dang tin cong thir nhit

_ Gia st rang (n — 1) ngudi ky cuing chia s¢ mot chix ky
so tap the (E, S) véi nguoi ky thu n la nhing ke tan cong
dang co gang d€ tinh khoa bi mat cua nguoi ky thu n la
Xn. Ké tan cbng biét rang céc gié tri r, va s, duoc sinh ra
boi nguoi ky thir n. Nhitng gié tri ndy thoa mén cong thuc:
s, = x,"MEL mod q. Gia tri r, duoc tao ra boi cong
thic 1, = k,?mod p Véi kn 6 ngau nhién, k, €Zg. Do
vay vigc tinh  khoa mat x, thi phai giai quyét van d¢ khai
can modulo s6 nguyén to p. Cu thé la tinh k, nhu sau:

kn="Yramod p. Sau do tinh ¥ ="™"%s /k modp.

Hozc 1a tinh x, theo cong thuc: x, = \/y_nmod p . Dé tinh
C4C gié tri trén ke tin cong ddi dién van dé kho cua bai toan
khai cén va phan doan s6 ngau nhién 16n.

Dang tan cong thir hai

Gia str n -1 nguoi ky thir tao ra chit ky s ciia n nguoi
(E, S) véi khoa chung la: Y =YY" ™ modp , vei

' -1 ! c 4y L X
Y =Hin:l y/™ mod p. Khi d6, n-1 nguoi hop stc ¢b

géng dé tao ra cap (E, S) sao cho tinh R =S " mod p
va thoa mén biéu thic kiém tra E=h(H ||R") . Bé lam
dugc diéu nay, co thé chon bat ky R, tinh ra E theo
E=h(H||R),vatimSsaocho S*=Y *Rmod p, day
lai 1a bai toan kho khai can modulo [11].
5.2. Pdnh gid chat \wong ciia cdc lwge do dé xudt
A. Chi phi tinh toan

Pé so §énh hiéu qua, chﬁng ta so sanh luge dd dé xuét
Vi luge do cia Hwang. DéE thuan tién, ching ta sir dung
céc ky hiéu cho viéc danh gia hiéu nang: Te la chi phi tinh
toan cho mé-dun ¢ phép toan luy thira mod p. Twm la chi
phi tinh toan cho mé-dun c6 phép toan nhan mod p (hoac

mod q). Tw 1a chi phi tinh todn cho ham bam H trén vén
ban nao d6. Chu y rang mot so khdi tinh toan véi thoi gian
tinh toan qua nho so véi Te, Tw, Tw dugc bo qua. Chi phi
tinh toan cho luge d6 dé xuat la tong chi phi tinh toan cho
nhom sinh khoa cong khai, sinh chir ky so, xac thuc chix ky
s6 (Chu y: Nhiing chi phi tinh toan baoi n thanh vién ky va
ngudi quan Iy duge xac dinh trudc).

Chi phi tinh toan lwoc d6 1: nTe ; 4nTe + 6nTwm +
(n+1)TH; (2+n)Te + (N+1)Tw+NTH.

Chi phi tinh toan luge d6 2: nTg; 5nTe + (3n)Tw +
(n+D)Tw; 2+n)Te + (N+1) Tw+NTHh.

Chi phi tinh toan lugc d6 cua Hwang [18]: 2nTe +
NTwm; (N+1)2Te+4nTe + (N+1)2Tu+ 7nTu + (N2 +4n - 1) Ty;
3Te+ Twm+ Th.

_ Bang 1 chi ra sy so sanh chi phi tinh toan gitra cac luoc
do de xuat va luge do ctia Hwang [14].
Bdng 1. So sanh chi phi tinh toan gita cdc lioc do chir ky sé

tdp thé
Luoc dd Téng chi phi
Luge dd 1 (6n+3)Te + (7n)Tw + (2n+1)Tx
Lugc d6 2 (Tn+2)Te + (@n+1)Tm + (2n + 1)Tw

Lugc d6 Hwang [14] |(6n + 3)Te + (n + 1)2Te + (n + 1)?Twm
+(8n + 1)Tm + (n? + 4n) Ty

Bdng 2. So sdnh kich thiréc chit ky sé

Luoc dd
Lugc db 01 |E|+|S|
Lugc db 02 |E|+|S|
Luoc db caa Hwang [14] |R| + |S|

Bdng 3. So sdnh chi phi trao dé:i dit ligu gitta cdc hroe dé dé
Xuat va luwgc do cua Hwang

Luoc db Téng
Lugc d6 01 6n
Lugc d6 02 6n
Luwoc d6 cia Hwang [14] n2+n

B. Kich thwdéc chir ky s6 cia cac lwge dd dé xuit
Cap (E, S) la chit ky s tap thé. Kich thuéc cia lugc

do la |E|+|S|~|q|+|a| gidm dang ké so véi Hwang [14]
|R|+[S| = |p|+|a| . Néu chon =160 bit, véi ham SHA-1
thi E kich thudce 160 bit. Nhu vay kich thuéc chir ky xap Xi
320 bit twong dwong kich thudc chir ky don cho du so
lugng ngudi ky 16n hay nho.

Bang 2 chi ra sy so sanh kich thudc chir ky sb giira cac
lugc d6 dé xuat va lugc d6 cua Hwang [14].

C. Chi phi trao ddi dir liéu ciia cac lwgc dd dé xuit

th phi trao ddi dix |7iéu cua cac luge dd dé xuat dugc
do bang tong céc trao doi dix liu trong qua trinh sinh chix
ky so tap thé (yéu cau ngudi quan ly va cac thanh vién ky
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phai chap hanh trao ddi dir ligu trong xi Iy sinh chir ky s6
tap the). Bang 3 chi ra rang cac luge do dé xuat giam chi
phi trao doi dit liéu so véi luge do cia Hwang [14].

6. Két luan

Bai bao da dé xuat hai lugc d6 chir ky sb tap thé c¢6 phan
biét trach nhiém véi cau tric tuan tu dua trén bai toan
Logarit roi rac va khai cin va c6 kich thuéc bang chir s6
don. Cac luge d6 dé xuat dam bao tinh an toan théng qua
d6 khé giai cua hai bai toan trén, va da dugc chirng minh
an toan véi mot sé cac tan cong. Hon nita, cac luge do dé
Xuit con c6 hiéu qua vé mat tinh toén va chi phi giao tiép
S0 Vi cac nghién ciru trude d6. Hai luge dd dé xuat ¢am
bao c6 thé dugc ting dung trong cac md hinh thyc té.

TAI LIEU THAM KHAO

[1] K.ltakura, K.Nakamura, “A public-key cryptosystem suitable for
digital multisignatures”, NEC Res. Dev, Vol.71, 1983, pp.1-8.

[2] L. Harn, “Digital multisignatures with distinguished signing
authorities”, Electr. Lett., 35(4), 1999, pp. 294-295.

[3] H. F. Huang, C. C. Chang, Multisignatures with distinguished
signing authorities for sequential and broadcasting architectures,
Computer Standard and Interfaces, 27(2), 2005, pp. 169-176.

[4] E. J. Yoonand K. Y. Yoo, “Cryptanalysis of Two Multisignature
Schemes with Distinguished Signing Authorities”, International
Conference on Hybrid Information Technology - Vol.2 (ICHIT'06),
2006, pp. 492-495.

[5] J. Zhang and V. Zou, “On the Security of Huang-Chang
Multisignature Schemes™, Int. J. Network Security, 5(1), 2007, pp.
62-65.

[6] W. Diffie, M. Hellman, New directions in cryptography, IEEE
transactions on Information Theory, 22, 1976, pp. 644-654.

[7] N.FIPS, 186 digital signature standard, in, May, 1994.

[8] R. GOST, R 34.10-94, Russian Federation Standard, Information
Technology, Cryptographic data Security, Produce and check
procedures of Electronic Digital Signature based on Asymmetric
Cryptographic Algorithm, 1994.

[9] T. ElGamal, A public key cryptosystem and a signature scheme
based on discrete logarithms, in:  Workshop on the Theory
and Application of Cryptographic Techniques, Springer, 1984, pp.
10-18.

[10] C.-P. Schnorr, “Efficient signature generation by smart cards”,
Journal of cryptology, 4, 1991, pp. 161-174.

[11] N. A. Moldovyan, “Digital Signature Scheme Based on a New Hard
Problem”, Computer Science Journal of Moldova, vol. 16, No. 2,
2008, pp. 163-182.

[12] W. Stallings, Cryptography and Network Security Principles and
Practices, Fourth Edition, Prentice Hall, 2005, pp. 592.

[13] N. H. Minh, N. A. Moldovyan, N. L. Minh, “New Multisignature
Protocols Based on Randomized Signature Algorithms”, IEEE,
International Conference on Research, Innovation and Vision for
the Future in computing & Communication Technologies, 2008,
pp. 124-127.

[14] S.-J. Hwang, M.-S. Hwang, S.-F. Tzeng, “A new digital
multisignature scheme with distinguished signing authorities”,
Journal of Information Science and Engineering, 19, 2003, pp.
881-887.

(BBT nhdn bai: 22/12/2016, hoan tt thi tuc phan bién: 02/02/2017)



