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TOM TAT

Bao mat d& thi c6 vai trd hét strc quan trong ddi véi cac ky thi. Dac biét, véi cac ky thi cé quy mé I6n, dé
thi thwerng dworc truyén tai qua mang internet. Nguwoi ta thwérng diing méat méa phi déi xirng trong truyén tai thong
tin qua mang vi né dam bao khéng cho phép bén thi ba truy cap dir liéu d& ma hoa tai cac diém trung gian. Tuy
nhién, trudng hop d& thi co kich thwdc I&n, nhw dé thi bao gdm céac ndi dung da phwong tién, mat ma phi déi
xrng c6 thé dan dén van dé yéu cu tai nguyén Ién hon trong viéc ma hoa, giai ma. Bai viét két hop tbc do cla
phwong phap mat ma déi xirng v&i tinh an toan trong viéc truyén tai qua mang cia mat ma phi dbi xirng trong hé
théng ma hoa lai dé xay dwng hé thdng truyén tai dé thi. Ngoai ra, bai viét con so sanh cac phwong phap mat ma
khac nhau dé chon giai phap téi wu.

Tir khoéa: dé thi; noi dung co kich thwéc 16n; AES; ECC; hé mat ma lai

ABSTRACT

Security of exam questions is very important for all exams, especially for large-scaled exams. Exam
questions are often transmitted through the internet. The asymmetric encryption is often used for the transmission
of information over the network because it certainly does not allow the third party to access encrypted data at
intermediate points. However, in the case of large-sized exam questions, since the exams questions consist of
multimedia contents, asymmetric encryption can lead to the problem that requires greater resources in the
encoding. The author combines the speed of symmetric encryption method with the security of the transmission
through the network of asymmetric encryption in hybrid encryption system to build an exam questions
transmission system.

Key words: Exam questions; large-size contents; AES; ECC; hybrid cryptosystems

thi theo phuong thirc nay c6 thé gip nhiéu tré
ngai cling nhu viéc dam bao an toan, bi méat cho
dé thi chira dung nhiéu yéu tb rui ro, kinh phi cho
viéc giao nhan va bao vé dé thi rat ton kém.

1. Pit van dé

Dé thi 1a mot trong nhimg tai liéu mat cta
quoc gia. Hang nam, cac truong hoc phai thuong
xuyén to churc cac ky thi nham tuyén chon hoc

sinh vao truong, ky thi danh gia két qua hoc tap
ctia hoc sinh nhu: Thi tuyén sinh dau vao, kiém
tra chit luong, thi hoc ky, thi tdt nghiép, thi hoc
sinh gidi... Trong cac ky thi d6, ¢6 nhitng dot thi
cac truong thi chung dé thi ciia Bo Gido duc va
DPao tao, cua S& Giao duc va Pao tao (SGD&DT).

Hién nay, SGD&PT bao mat dé thi cta cac
ky thi bang cach niém phong cac tai dé thi. Sau
d6, phdi hop cing véi lyc lwong an ninh mang
dén cac truong dat 1am dia diém thi dé ban giao
cho cac hoi ddng thi. Timg hoi dong thi c6 trach
nhiém l4p phwong 4n bao vé dé thi trong sudt qua
trinh t6 chirc ky thi. V6i viée nhan va chuyén dé

Pé gop phan khic phuc mot phan nhiing
han ché trén, viéc st dung cac cong cu cua mat
mi hoc tmg dung vao cong tac bio mat dé thi
trong truyén tai dé thi qua mang 1a mot van dé
mang tinh thoi sy va cap thiét.

Trong bai viét nay, cac tac gia st dung hé
mat ma lai v6i su két hop gitra mat ma ddi xing
va mat ma phi dbi xtng. Mat ma lai da duogc dé
cap trong nhiéu tai liéu khac nhau. Tuy nhién, cho
dén nay, cac tac gia chua gip cong trinh ndo cong
bb két qua két hop mat ma dudng cong eliptic
(ECC, Elliptic curve cryptography) va chuan ma
hod nang cao (AES, Advanced Encrypttion
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Standard), dac biét 1a so sdnh cac h¢ mat ma khac
nhau va lua chon su két hop tdt nhat.

2. Mat ma doi xting v6i AES va phi dbi xirng
véi ECC

Ngay nay, voi sy phat trién bung nd cia
internet, nhu cau trao doi théng tin qua mang
ngdy cang dugc Gng dung rong rai trén tat ca
moi linh vuc véi lugng thong tin giao dich ngay
cang 16n va da dang, dung lugng tép trao ddi rat
lon. Tuy nhién, ddy ciing chinh 1a moéi truong
thuan loi dé t6i pham may tinh ngdy cang gia
tang, chung thuc hién cic cudc tAn cOng vao cac
hé thong nham khai thac thong tin, ldy cip tai
khoan dé truc lgi, lra dao nguoi dung... Toi
pham may tinh rat da dang, ngay cang gia ting
vé sd luong, d¢ tinh vi, miac d6 nghiém trong va
ton that.

V&i su xuét hién cua may tinh, cac tai li€u
vin ban va cac thong tin quan trong déu duoc sd
héa va xir 1y trén may tinh, dong thoi dugc
truyén di trén mot moi truong ma mic dinh 1a
khong an toan. Do dd, yéu cAu vé viéc ¢ mot co
ché, giai phap dé bao vé su an toan va bi mat cua
cac thong tin nhay cam, quan trong ngay cang
tré nén cap thiét. Viéc bao vé dir liéu 1a van dé
ma tat ca nhiing ai s dung may tinh déu phai
quan tdm. M3 hoa duoc xem 13 mirc bao vé t6i
vu nhat d6i voi dir liéu, gitp thong tin khong bi
10 va nang cao do an toan trong cac giao dich
truyén tai thong tin. Su ra doi cia nganh mat ma
hoc da giai quyét phan nao mong mudn do.

Cho dén nay, di c6 nhiéu phuong phap
mi héa va cic thuat toan twong tmg véi mdi
phwong phap duoc tng dung dé mi hoa thong
tin, tiéu biéu 12 mat md ddi xing (symmetric
cryptography) va phi dbi xtmg (asymmetric
cryptography).

Mat ma ddi ximg sir dung cing mot khoa
cho ca hai qué trinh ma hoa va giai ma. Uu diém
ctia phuong phép nay 1a téc d6 xir Iy nhanh. Tuy
nhién, kha ning bao mat chua thyc sy dugc an
toan khi can trao d6i théng tin & muc xir Iy voi
nhiéu bén nhén va gti dit liéu. Thuat toan mat
mi d6i xtmg duge biét dén rong rdi 1a AES. Pay
12 mot chudn mat ma cao cép voi khoa bi méat
cho phép xir Iy cac khdi dir liéu dau vao sir dung
cac khoa c6 d¢ dai 128, 192, 256 bit.
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Mat ma phi d6i xing, hay con dugc goi 1a
mat mad khoa coéng khai (public key
cryptography) c¢6 nguyén tic hoat dong 1a mdi
bén tham gia truyén tin s& c6 hai khoa. Mot khoa
dugc ding dé ma hoa va co thé duge cong bd
cong khai dé bat ky ai ciing c6 thé sir dung khoa
nay dé gii tin cho chu thé (dwoc goi 1a khoa
cong khai — public key) va mét khoa duge diung
trong qua trinh giai ma va dugc giir bi mét (goi
la khoa bi mat — private key). Khoa giai ma
khong thé tinh toan duogc tir khoéa ma hoa.

Uu diém cua mat ma phi d6i xing 1a viéc
quan ly khoa s& linh hoat va hi€u qua hon.
Nguoi st dung chi can bao vé khoa bi mat cua
minh. Tuy nhién, nhugc diém cua mat ma khoa
cong khai nam ¢ téc d6 thuc hién, né chdm hon
rit nhiéu so v6i ma héa dbi xtmg.

2.1. Chudn ma hoa nang cao (AES)

Thuét toan AES con duge biét dén véi
mot tén goi khac 1a giai thuét Rijndael boi giai
thuat nay do nha mét ma hoc nguoi Bi, Vincent
Rijmen va Joan Daeman phat trién. Thuat toan
AES thuc hién trén mang cac byte dau vao co do
dai 128 bit voi cac tuy chon do dai khoa 1a 128
bit, 192 bit va 256 bit. Co s& cua thuat toan la
cac phép toan cong (®) va nhan (®) trén trudng
Galoris GF. Bit dau cia mot qua trinh ma hoa
(hodc giai md) mang byte dau vao dugc sao chép
vao mang trang thai S va dugc bién doi tuan tur
qua cac vong. Két qua ciia vong trudc s& la dau
vao cta vong bién ddi tiép theo. Nhu vay, mang
trang thai S chinh 1a phan chta két qua trung
gian qua mdi vong xir 1y. Mdi vong s& bao gdbm
cic phép bién ddi SubByte(), dich vong
Shiftrows(), phép tron cdt Mixcolumns() va phép
b6 sung khoa AddRoundkey() cho mdi vong dua
vao bang khoéa mo rong dugce sinh ra tir khoa ma
ban diu boi phép KeyExpansion(). Qua trinh
giai ma dugc thuc hién theo thir tu ngugc lai.

2.2. Hé mdt ma dwong cong elliptic (ECC)
Cung véi thuat toan ndi tiéng RSA, nam
1985, hai nha khoa hoc Neal Koblitz va Victor
S. Miller da doc 1ap nghién ciru va dua ra dé
xuat ing dung 1y thuyét toan hoc dudng cong
elliptic trén truong hitu han. Thuat toan ma hoa
dya trén duong cong elliptic (ECC) thyc hién
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viéc ma hoa va gidi ma dua trén toa do cua cac
diém trén duong cong elliptic.

Mot duong cong elliptic 1a mot vat thé voi
tinh chit kép. Mot 1a, n6 1a mot duong cong, mét
vat thé hinh hoc. Hai la, chung ta co thé thém
vao cac diém trén duong cong nhu thé néu
chung 13 nhiing con s6, do d6, né 1a mot d6i
tuong dai $6.

Mot duong cong elliptic 1a mot duong
cong dugc tao ra bdi phwong trinh dang mau:

y2= x3+ax+b.

Thuat toan mat ma dya trén duong cong
elliptic thyc hién viéc ma hda va giai ma dua
trén toa d6 cua cic diém trén duong cong
elliptic. Xét dang thic Q = kP; véi Q, P 1a cac
diém nam trén duong cong elliptic. Cé thé tinh
Q kha d& dang néu biét k va P, nhung rat kho
xac dinh k néu biét Q va P (phép nhan dugc xac
dinh bang cach cong lién tiép cung diém P). Bén
canh cong thuc cia duong cong elliptic, mot
thong sé quan trong khac cua dudng cong
elliptic 1a diém co so - diém G. Piém G d6i voi
mdi dudng cong elliptic 14 ¢6 dinh. Trong hé mat
mi ECC thi mot s6 nguyén 16n k dong vai trd
nhu mot khoa riéng, trong khi do két qua cia
phép nhan giita k véi diém G dugc coi nhu la
khoa cong khai twong tng. Piém mau chdt cia
thuat toan mat ma str dung dudng cong elliptic 1a
dua vao dd phuc tap cao cua bai toan logarit roi
rac trong hé dai $6.

3. Giai phap va xay dung chwong trinh

Trén thuc t&, mat ma déi ximg va mat ma
phi d6i xing, mic du c¢6 nhidu vu diém so voi
cac phuong phap ma hoa trudc d6, nhung voi
nhuge diém cia minh nén van chua thé duoc st
dung moét cach rong rai trong tAt ca moi linh vuc
ung dung.

Pé khic phuc cac nhugc diém trén, tac gia
dé xuat két hop hai phuong phap ma héa nay, cu
thé 1a két hop chuén mat ma AES va hé mat ma
duong cong elliptic voi nhau va dugc goi 1a hé
thong ma hoa lai (Hybrid Cryptosystems). Vi
su két hop nay, hé théng da tan dung duoc cac
diém manh cua hai hé thdng & trén do 1a téc do
cla mat ma dbi xtrng va tinh an toan cia mat ma
phi déi ximg.

3.1. Gidi phap

Hién tai, cdc truong trung hoc phd thong
(TTHPT) va SGD&PT déu da duoc trang bi cac
may tinh ¢6 cdu hinh dii manh dé chay cac phan
mém co yéu cu cau hinh cao va déu da duoc két
ndi internet. Do d6, viéc tin hoc hoa hé théng
quan 1y dé thi trong cac truong phd thong dudi
su quan ly cua SGD&DT cé thé dugc trién khai
theo mo hinh sau:

Tai may chu cua SGD&DT (bén A) va cac
TTHPT (bén B), chung ta cai dat phin mém, vi
du c6 tén “Phan mém truyén tai dé thi”. Mdi khi
tién hanh dot thi, viéc truyén tai dé thi s& duogc
thuc hién thong qua phan mém theo nguyén tic
dung mét mé phi ddi xtmg ECC dé truyén khoa
mat ma dbi xting AES, dit liéu 1a noi dung dé thi
s& duoc ma hod theo phuong phap dbi xing AES
va truyén tai qua kénh thong thuong (Hinh 1).
Khoa bi mat do SGD&DPT luu gitt. Khéa cong
khai s€ dugc giri cho ca&c TTHPT hoac duogc
cong bd cong khai trén website.

% Thuc hién viéc trao d6i khéa mat ma
dbi xirng

- Bén B sinh khoa ma hoa AES cho phién
lam viéc, goi la SK. SK la mdt chudi ky tu ngﬁu
nghién.

- Bén B dung khoa coéng khai ECC ma
hoa SK va gui dit liéu SK dd ma hoa cho bén A.

- Bén A ding khoa bi mat ECC dé giai ma
va thu dugc SK. Ca bén A va bén B déu luu giir
SK dé dung cho ma hoa dir liéu d¢ thi ciing nhu
cac dit liéu trao d6i khac bang AES.

< Bén A giri dir liu (dé thi) cho cac
truong

- Bén A sir dung SK di nhan duoc dé ma
héa dé thi;

- D¢ thi dd dwoc ma hoa s& duoc chuyén
cho bén B qua kénh thong thuong;

- Bén B sir dung SK giai ma va thu dugc
no6i dung dé thi.

< Truong phd thong giri dir liéu cho
SGD&DT

Ciing tuong ty truong hop bén A guri di

lidu cho bén B, cac bén tham gia tién hanh theo
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cac buoc sau:
- Bén B dung SK dé ma hoa dir liéu;

- D1t liéu da dugc ma hoa s€ dugce chuyén

cho bén A thong qua kénh thong thudng;
Bén A dung SK d¢ giai ma va thu duoc dir
liéu ma bén B can chuyén.
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Hinh 1. M6 hinh trao déi dir liéu qua internet

3.2. Két qui

Két qua, tac gia di xay dung duoc chuong
trinh cho phép chuyén tai dé thi néi riéng va di
liéu nodi chung qua mang internet voi kha nang
ma hoa dit lidu dam bao theo nguyén tic bao mat
clia mat ma phi d6i xtng nhung voi hiéu qué cua
mat mi d6i ximg. Hinh 2 cho thay chirc ning
kha ning SGD&DT tiép nhan két ndi tir nhidu
diém thi — TTHPT khac nhau va lya chon tép dé
truyén tai dén cac TTHPT. Tuong tu, chirc ning
giri tép tir TTHPT dén SGD&DT ciing duge xiy
dung. Vi muc dich nghién ctru va ching minh su
ding ddn trong viéc lya chon Kkét hop ECC va
AES, céc tac gia con xay dung cong cu danh gia
hi€u qua khi so sanh ba h¢ mat ma ECC, RSA va
mat ma lai (két hop ECC va AES) khi truyén tai
dir liéu ¢ hai thong s6 thoi gian thyc hién ma hoa
va thoi gian giai ma. Kich thudc cua khoa cho ca

132

ba hé mat ma c6 thé dugc thiét dat ¢ giao dién
ciu hinh trén quan diém dam bao tuong dwong
vé d6 an toan dit lidu. Bang 1 thé hién két qua do
thoi gian ma hoa va thoi gian giai ma cac tép co
kich thudc khac nhau voi cac do dai khoa khac
nhau tuong Ung voi d0 dai khoa cia EAS Ia
128bit va 256bit. Tai liéu [9] cung cip bang do
dai khod cho cac hé mat ma dé dam bao do bao
mat tuong duong. Chéng han, v6i d6 dai khoa
cho EAS 128bit thi cho ECC s& la 256bit va
RSA la 512bit. V&i d6 dai khoa cho EAS la
256bit thi cho ECC la 512bit va RSA la 1024bit.
Cho truong hop méat ma lai, d§ dai khoa cuia
ECC va EAS duoc chon tuong ung. Cac tac gia
cling tién hanh do d6 dai t8p d3 ma hoa va thay
rang, kich thudc tép da mi hoa cho EAS va ECC
1a bang nhau. Véi truong hop RSA, kich thudc
16n hon khong dang ke.
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Hinh 2. SGD&PT truyén dé thi dén cdc trirong

Bing 1. So sanh thoi gian thue thi gitta thudt todn ECC, RSA va mdt ma lai (ECC két hop AES)

Kich Thoi gian ma hoéa (ms) Thoi gian giai ma (ms)
thudc Tilé Tilé
# t€p |ECC |AES [Hybrid |RSA |ecc [Rsa ECC [AES |Hybrid | RSA |[ECC |RSA
(KB) /Hibrid |/Hibrid /Hibrid |/Hibrid
B0 dai khoa AES — 128 (ECC — 256, RSA — 512)
1 2209 105 90 92| 9877 107 1.15] 116 109 109| 69 503 639 1.07
2 5378 141 123 125| 27 205 218 1.13] 266 207 207 (1321 520 1.28
3 9617 274 234 235| 35503 151 1.17] 333|] 294 294 égi 674 1.13
b6 dai khoa EAS — 256 (ECC — 512, RSA —1024)
4 2209 227 122 123| 39 879 324 1.85] 241 136 136 ggg 2036 1.77
112 437
5 5378 299| 158 160 381 702 187 542 236 236 562 1854 2.30
149 798
6 9617 563 278 280 325 533 2.01| 678] 337 337 534 2370 2.01

Céac thir nghiém cho két qua nhu trén
Bang 1 dugc tién hanh trén may tinh c6 ciu
hinh: CPU Intel Core i3 2.4GHz, RAM DDR3
2GB, HDD 5400rpm va sit dung hé diéu hanh
Windows 7. Cac tép dugc chon ngiu nghién va
c6 kich thudce nhu ¢ cot kich thudce cot trén bang
1. Viée do dat duoc tién hanh 5 1an cho mdi tép
véi moi do dai khod va tinh thoi gian trung binh.
4. Két luin

Tac gia dd nghién clru mat ma doi xing va

phi d6i ximg, cu thé 1a AES va ECC, dé xay dung
duoc chuong trinh cho phép chuyén tai dé thi noi
riéng va dir li€u ndi chung qua mang internet véi
kha ning ma hoa dit liéu dam béao theo nguyén tic
bao mat ciia mat ma phi dbi xting nhung véi hiéu
qua ctia mat ma ddi xtmg. Cac tac gia ciing da xay
dung cong cu dé thir nghiém cac phuong 4n tmg
dung h¢ mit ma khac nhau. Két qua so sanh thoi
gian ma hoa va thoi gian giai ma thong qua ti 1€
thoi gian ma hoa gitra ma hoa lai va ECC, ma hoa
lai va RSA va thoi gian giai ma gifta ma hoa lai
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va ECC, ma ho4 lai va RSA trong Bang 1 cho  duoc hoan thién thong qua viéc ap dung truyén tai
théy, ma hoa lai luén nhanh hon ECC va nhanh cac dir liéu mau theo quy dinh dé danh gia hiéu
hon rat nhiéu 1an so v6i RSA. Nghién ctru can qua cua giai phap.
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