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T6ém tat - Giam sat trang thai va thong tin hanh vi truyén théng clia
cac dbi twong trong hé phan tan 1a thuc sy can thiét, ho tro ngudi
quan tri biét dwgc cac hoat dong, cac trang thai va cac s kién xay
ra gitra cac déi twong trong hé théng, tw do gilp cho ngwoi quan
tri phat hién I6i phat sinh, cac nguy co tiém &n trong qua trinh hoat
déng cla hé phan tan. Bai bao dé xudt phwong phap biéu dién
hanh vi ctia cac déi twong dwoc giam sat trong hé phan tan dwa
trén may trang thai truyén thong, déng thoi dé xuat mé hinh giam
sat trang thai va hoat dong tuwong tac truyen théng clia cac dbi
twong trong hé phan tan theo bdn muc, gdm mirc nat mang, 16p
mang, mi&n quan tri va toan cuc hé théng. Dwa trén mé hinh nay,
ching ti xéy dwng gidi phap gidm sat trang thai va hoat déng
twong tac truyen théng gitra cac dbi twong trong hé phan tan, hd
tro ngwdi quan tri phat hién nhanh cac trwong hop phat sinh trong
van hanh va khai thac hé théng.

Tir khoa - giam sat; hanh vi; hé phan tan; may trang thai truyén
thdng; mo hinh giam sét; trang thai

1. Pt van dé

Hé phan tan (HPT) 1a hé thong phuc tap, cac tng dung
phan tan thuc hién trén pham vi 16n, nhiéu thanh phan
khong dong nhit tham gia két ndi va tuong tac truyén
thdng, sé lwong 16n ngudi st dung va cac sy kién xay ra
trong HPT. Khi mot nat mang bi su ¢6, mot tién trinh bi 15i
hay mot sy kién bat thuong xay ra trén hé théng c6 thé anh
huéng, lién quan dén cac nit mang, cac su kién khac dang
din trén hé thdng. Cac sy cb phat sinh c6 thé giy anh
hudng 16n dén kha nang hoat dong, do on dinh cua hé
thong. Nhing dic diém nay da dat ra nhiéu thach thirc cho
cong tac quan tri HPT [1,12], nhiéu cong cu va giai phap
k¥ thuat da dugc nghién ciru, phat trién dé hd tro cho ngugi
quan tri giam sat hé thong, va ciing da dat dugc nhimg két
qua nhat dinh. Két qua khao sat cac cong trinh giam sét tiéu
biéu duoc trinh bay trong [7,10,14,18] cho thy: hau hét
cac hudng tiép can dua trén giai phap giam sat bang phan
mém va trién khai trong méi truong mang TCP/IP, phin
16n cac giai phap giam sat tap trung vao giai quyét cho l6p
bai todn giam sét cac van dé chi tiét nhu giam sat cau hinh,
hiéu nang v6i SNMP [11], MonALISA [10]; giam sét tinh
toan song song va phan tan voi JADE [7]; gidm sat su kién
cac dm tuong 16p trung gian véi MOTEL [18]. Hudéng tiép
can vé kiém soét truc tiép thong tin vé trang thai va cdc
hoat dong twong tac ciia dbi twong trong HPT 1a rat can
thiét, gitp cho nguoi quan tri phat hién nhanh cac sy b
phat sinh va cac nguy co tiém 4n trong qua trinh van hanh
khai théc hé thong, dong thoi 1am co so ki thuat giam sat
& mirc cao trudce khi di vao phan tich sau hon vé hé thong
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v6i cac giai phap giam sat chi tiét. Hién nay, giai phap giam
sét trang thai va hoat déng cac nit mang chi yéu dua vao
giao thirc ICMP [13], SNMP [11]. Ngoai ra, ngudi quan tri
str dung cac cong cu hé théng cuia hé didu hanh hoic cong
cu phat trién cua cac nha san xudt thiét bi dé giam sat mot
s6 hanh vi nhat dinh cua cac ddi tugng trong HPT. Trong
khi d6, cac cong cu giam sat kém theo thuong duge gin
lién véi mdi chung loai va méi truong hoat dong cia ting
thiét bi cu thé, viéc giam sat va diéu khién thuc hién truc
tiép vai timg thiét bi dwoc gidm sat. Han ché cua phuong
phap giam sat nay la thong tin giam sat roi rac trén ting
dbi twong, khong lién két thong tin toan cuc va mat nhiéu
thoi gian x1r 1y cho céac dbi tuong lién mang, khé khan cho
ngudi quan tri trong van dé quan 1y tdng thé hé théng, luu
lugng thong tin giam sat anh huong truc tiép dén hidu niang
hé thong dugc giam sat.

Xuét phat tir cic ton tai hién nay trong viéc giam sat
trang thai va hoat dong co ban cac ddi twong trong HPT
trén, bai béo trinh bay mét phuong phéap cho phép biéu dién
hoat dong ciia cac ddi tugng trong HPT dua vao may trang
thai hitu han truyén thong (Communicating Finite State
Machine —CFSM) [6,19], dong thoi dé xuat mo hinh gidm
st trang thai va hoat dong tuong tac giira cac dbi tuong
trong HPT. M6 hinh d¢ xuat hd trg hiéu qua hon cho ngudi
quén tri trong cac yéu cau giam sat HPT, gop phan khic
phuc nhimg han ché trong giam sat truc tiép trang thai va
hoat dong tuong tac hi¢n nay.

Phan con lai ctia bai bao gdm céc ndi dung: Phan 2 trinh
bay dic trung co ban ctia HPT va kién tric quan tri phan
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cép ctia HPT. Phan 3 d¢ xuit (mg dung md hinh méy trang
thai truyén thong hitu han dé biéu dién hanh vi cac dbi
tuong trong HPT. Phan 4 trinh bay m6 hinh giam sat hanh
vi truyén théng ctia cac dbi tuong trong HPT. Phan 5 trinh
bay thuc nghiém giam sat hoat dong twong tac truyén thong
gilta cac nit mang va gidm sat trang thai voi giao thic
ICMP. Cudi cung 1a phan két luan.

2. H¢ phén tin va kién tric quan tri phin cip

HPT 1a hé théng phirc tap, duoc cac chuyén gia trinh
bay va phat trién theo nhiéu khia canh khéc nhau [1,5,3,9].
Tuy nhién, theo muc tiéu nghién ctru vé gidm sat ctia bai
bao thi HPT dugc khao sat voi kién tric mang va phan
mém phan tan theo trinh bay ciia Coulouris, Kshemkalyani
[1,5]. Theo trinh bay nay, HPT bao gém céac d6i tuong tinh
toan ddc 1ap va tu tri, co bd nhé riéng, thanh phan ing dung
va dir liéu phan tan trén hé théng mang mady tinh, cac hoat
dong truyén thong va tuong tac gilra cac dbi tuong duoc
thuc hién qua k¥ thuat truyén thong diép [2].

Mot s6 dz_'tc’trung co ban cia HPT can xem xét trong
xay dung hé thong giam sat:

e Ty tri va khéng dong nhat: Hé thong bao gom cac
ddi tuong hoat dong doc lap, tu tri véi kién trac phﬁn
clmg va phan mém khoéng ddng nhat, cong tac dé chia
sé thong tin, cung cép dich vu. Vi thé HPT ludn tiém 4n
nhiing nguy co xung dot, 16i phat sinh trong qué trinh
hoat déng [1].

o Mo rong cdu hinh va tdi cdu hinh linh hoat: Chu
trac vat Iy tong quat ciia HPT bao gdm nhiéu mién quan
tri lién két véinhau va cod thé truyén thong v6inhau qua
mang vién thong. Mbi mién quan tri 1a mot t6 chirc phan
cap gom nhiéu 16p mang c6 kién trac khong dong nhét
két nbi lién mang v6i nhau, cho phép cac dbi tuong
trong timg 16p mang hogc gitra cc mi€n qudn tri 6 thé
cong tac, trao doi, chia sé va xtr Iy thong tin v6i nhau
[2]. Kién trac vat 1y caa HPT ludn bién doi trong qua
trinh hoat dong cua hé phan tan. Do d6, hé théng giam
sat can phat hién kip thoi nhing bién dong chung nay
trong HPT, dé hd tro tich cuc cho nguoi quan tri.

e Phan tan rong vé mat dia ly va nhiéu mirc quan tri:
HPT bao gém nhiéu mién, 16p mang va dbi tuong dugc
gidm sat cung vdi cac dich vy, ing dung va ngudi s
dung dugc phan bd trong pham vi rong [12]. Vi vay,
quan tri HPT duogc t6 chirc theo nhiéu mirc khac nhau
nhu quén tri 16p mang cuc bg, quan trj cac ving mién
va quan tri toan cuc. Mdi mot mirc quan tri ¢ chirc
nang nhiém vy khac nhau va yéu cau thong tin gidm sat
riéng, nén hé thong giam sat can dé dang mé rong va
phan ph01 thong tin giam sat linh hoat theo cac yéu cau
clia cac ddi trong quan tri khac nhau.

Trong HPT, cac thiét bi nhu may tram, may chu... la
cac doi twong vat Iy thyc hién cac hoat dong tuong tac va
truyen thong v&i nhau, mdi dbi tugng bao gobm nhiéu thanh
phan tai nguyén phan ctig, phan mém va gan lién véi cac
trang thai, sy kién tuong tng. Céc thong tin lién quan dén
hoat dong cua dbi twong c6 the chia thanh hai phan co ban:
phén giao tiép trong va giao tiép ngoai.

e Phan giao tiép trong - hoat déng cuc bé: bao gdbm

cac chirc nang xir 1y thong tin, yéu cau st dung tai

nguyén hé thong phuc vu cho qua trinh tinh toan.

e Phan giao tiép ngodi — twong tdc quan tri: bao gdm

cac chure nang tuong tac véi cac doi tugng khac trén hé

thong nhu dicu khién tuong tac vai hé thong quan tri,

truyén thong lién tién trinh.

Tir két qua nghién ctru vé HPT va kién tric quan trj cc
hé thong c6 quy mo 16n [8,12], kién trac quan trj cia HPT
¢6 thé duogc trinh bay nhu hinh 1.

Hé phan tan

Mién quan tri

Lép mang

DPéi twong
dwoc giam sat

Hinh 1. Kién triic qudn tri phin cap ciia HPT

Kién triic quan tri HPT dugce khao sat phan cip theo 4
mirc: mie toan cyc DS gom nhicu mi€n quan tri MD khac
nhau, mo6i mién quan tri bao gobm nhiéu 16p mang MN,
trong moi 16p mang bao gdém céc do6i tugng MO.

Nhu vay, HPT dugc khao sat theo hudng: toan cuc hé
thong DS— mién quan tri MD— 16p mang MN— doi tugng
MO.

Tuy nhién, viéc trinh bay mé hinh hanh vi cling nhu gidi
phap giam séat dugc ching téi thuc hién theo hudng: d6i
trong MO— 16p mang MN — mién quan tri MD — toan
cuc h¢ thong DS.

3. M6 hinh hanh vi
3.1. M6 hinh hanh vi co bdn

M6 hinh hanh vi trinh bay trang thai va phan Gng cua
cac doi tugng trudc cac sy kién nhan dugc, hién nay cod
nhiéu phuong phap duoc st dung dé dic ta hanh vi hé
théng nhu Petri Net [4], CFSM [6]. Tuy nhién, phuong
ph&p CFSM phu hgp cho mé hinh hda cic hoat dong twong
tac truyén thong cho hé théng phirc tap, nhan dwoc nhidu
su quan tam cua cac nha khoa hoc trong viéc ung dyng vao
ddc ta hanh vi ciia hé thng [6,19]. CFSM duoc ng dung
phd bién trong he thong cac su kién roi rac, hé diéu hanh
va giao thirc dé mé ta cac sy kién, trang thai va chuyén doi
trang thai [4,17,19]. Vi vay, chung t6i chon CFSM dé trinh
bay mé hinh hanh vi cho cac ddi tugng trong HPT.

Trong md hinh CFSM, qua trinh chuyén ddi trang thai
cua may trang thai dugc kich hoat béi sy kién vao va déng
thoi phat ra sy kién tuong Gng.

Su kién vao -o;
May 1
Sw kién ra +(o, d)
Sw kién vao -(o, d’)
May 2
Swkiénra +(o3 d”)

Hinh 2. Hoat dong truyén théng ciia mday CFSM
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V6i quy uéc -o la sy kién nhan vao va +o 1a sy kién
phat ra, mo hinh tuong tic truyén thong giita 2 may trang
thai truyén thong duoc biéu dién nhu hinh 2. May 1 nhan
su kién vao o1 & thoi diém t s& chuyén tir trang thai s11 sang
S12 va ddng thoi phat ra sy kién op ¢ thoi diém t+d (d 1a do
tré phat ra su kién o), may 2 nhan duoc su kién oy tai thoi
diém t’=t+d+d’ (d’ dwoc xem 1a d6 tr& lién két) va phat ra
su kién o3 ¢ thoi diém t+d+d’+d”". Trén co sé @6, CFSM
1a b 5 dwoc biéu dién nhu sau [11,17]:

CFSM = (Ztn Jout +S5,8,80) 1)

Trong d6: Zin: tdp hop cac sy kién nhan vao, Zou: tap
hop cac su kién phat ra, S: tap hop hitu han cac trang thai,
So €S: trang thai ban dau, & ham biéu dién chuyén doi trang
thai va dugc dinh nghia &: S xZih— S x (Zoux d).

Dé xac dinh trang thai va su kién cia ham &, st dung
phép chiéu PSi, PEin,PSout, PEout, nhu sau:

e Su kién va tin hiéu vao:

PS;,:SxXi, > S )
F)Ein 1S x Z:in - Z:in
e Sy kién va tin hiéu ra:
{PSOUI : S X (ZOUI Xd)_> S (3)
Eout 1 S (zouth)_) Zout

Nhu vay, thong qua céc trang thai, su kién cuia CFSM
¢6 thé dé dang xay dung phuong phap thu thap thong tin
can quan tam.

Phép toan t6 hop cho phép thuc hién két hop hai hay
nhiéu CFSM, t6 hop cho 2 mayCFSM; va CFSM; dugc
biéu dién nhu sau:

CFSM _C =CFSM; || CFSM,

= (zin_llzout_ll S1!517501)” (Zin_leout_Zl52'521502)(4)
:(Zin’zoutis’&%)

Trong do6: Zin = 21U 2 (tAp hop cac su kién nhan
vao cta may 1 va may 2); Zou = Zout 120w 2 (tAp hop cac
su kién phat ra cia mdy 1 vamay 2); S = S; X S, (tap hop
hitu han céc trang thai); So = (So_1, So_2);v&i $1€S1 VA $2 €S
thi ham chuyén ddi trang thai dugc xac dinh:

0= 01x% = S1x Syx2in 2 S1x Sox(Zourx d)

3.2. M6 hinh hanh vi cdc déi twong trong HPT

HPT bao gom céc thiét bi khong dong nhat nhu may
tram, may chu, bo dinh tuyén, bd chuyén mach. Céc thiét
bi nay truyén thong véi nhau trong hé thong va dugc xem
1a céc ddi tuong can giam sat MO, thong tin trang thai va
hoat dong tuong tac cia cac dbi tugng MO hd tro tich cuc
cho nguoi quan trj hé thdng. Trong phan nay, ching toi st
dung CFSM dé mé ta hanh vi cho cac déi twong dugc giam
sat va trinh bay & marc nguyén ly.

e M0 hinh hanh vi d6i tuong MO: hanh vi cia MO

trong HPT biéu dién cac hoat dong cuc bo, hoat dong

truyén thong caa MO, va duoc biéu dién nhu (5)

F_MO = (Zin_mo, Zout Mo, Smo, dmo, So.mo) — (5)
e M0 hinh hanh vi 16p mang MN: cho 16p mang MN

bao gdm k ddi tugng MO (k>0, keN) ¢6 md hinh hanh
vi tuong Gng {F_MOi, F_MO,, ..., F_MOy}, hanh vi
16p mang MN 14 t6 hop céc hanh vi cta k d6i tugng MO
va két qua duoc biéu dién nhu (6)
F_MN = (Zin_mn, Zout_MN, SMN, OMN, So_MN) (6)

e M5 hinh hanh vi mién MD: cho mién MD bao gdom
m 1ép mang dugc giam sat MN (m>0, meN) cd md hinh
hanh vi twong tmg {F_MNy, F_MN;, ..., F_MNn}, hanh
vi mién MD 1 to hop cac hanh vi cia m 16p mang MN
va két qua duoc biéu dién nhu (7)

F_MD = (Zin_vp, Zout_vp, Smp, v, Somp)  (7)
e MO hinh hanh vi toan cuc HPT: HPTDS la tap hop
n mién duoc giam sat MD (n>0, neN) ¢6 md hinh hanh
Vi tuong ung {F_’MDl, F MDy, ..., F_MDn}, hanh vi
toan cuc HPT 1a t6 hop cac hanh vi cia n mién MD va
két qua dugc biu dién nhu (8)
F_DS = (Zin_ps, Zout_ps, Sps, dbs, So_ps) (8)
Dua trén céac su kién nhan vao (2in), cac su kién phat ra
(Zou) va ham chuyén doi trang théi (5) cia m9 hinh hanh
Vi tuong tng cua céc doi tugng, cac thong tin can quan tam
vé trang thai va sy kién ciia cac dbi tugng trong HPT ¢ thé
dugc thu thap dé phuc vu cho cic yéu cau giam sat.
3.3. Vi du biéu dién md hinh hanh vi
Xét qua trinh truyén nhan dit lidu giita 2 niit Sender va
Recqiver c6 thong bao xac nhan nhu hinh 3, nat Sender
truyén dir liéu khi nhan dugc sy kién thong bao OK tu
Receiver va yéu cau tir bén ngoai.

Sender Receiver
[E— DATA PROCESS
DATA DATA
REQ OK >

PROCESS
DATA

——> DATA
DATA
REQ OK >

Hinh 3. Qua trink truyén dit liéu don gidn

Hoat dong twong tac truyén dir liéu giita Sender va
Receiver dugc trinh bay véi CFSM nhu hinh 4.

Process
DAT
- REQ - OK - DATA + OK
+DATA +PROC
Sender Receiver

Hinh 4. Truyén dit liéu don gian véi CFSM
Ban dau, nat Sender va Receiver & trang thai cho Wait
REQ (cho yéu cau) va Wait DAT (cho dir liéu), khi Sender
nhan duogc sy kién yéu cau -REQ, thi dir lidu s& dugc giri
dén Receiver véi su kién +DATA va Sender s& chuyén vé
trang thai cho xac nhan Wait ACK tir ntit Receiver. Sau khi
nhan duoc dir lidu thi ndt Receiver s& chuyén sang trang
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thai Process DAT dé xir ly dir liéu, sau khi hoan tat xur Iy
thi nat Receive s& gui thong bao +OK cho nut Sender va
chuyén vé trang thai ban dau Wait DAT. Khi nhan duogc su
kién bao nhan -OK, Sender s& chuyén vé trang thai ban dau
Wait REQ.

Dé giam sat mot sO sy kién trong qua trinh truyén thong
gitra nat Sender va Receiver nhu su kién REQ va OK, thuc
thé giam sat ME_SR dugc thiét ké dé thu thap su kién REQ
phia Sender va su kién OK phia Receiver. ME_SR s& tao
bao c4o giam sat cho cac su kién nay. So dd trang thai duoc
trinh bay trong hinh 5.

Process
DAT
-REQ - DATA
+DATA +PROC +OK
+SIG, +SIG,
Report @
Sender Receiver

ME_SR
Hinh 5. Thue thé gidm sdt cho Sender-Receiver

Trong md hinh m¢ rong nay, chung t6i sir dung cac su
kién b6 sung SIG, va SIG; cho muyc dich giam sat. ME_SR
¢ trang thai lang nghe Ljsten, khi nhan duoc su kién SIG;
va SIG, thi ME_SR chuyén sang trang thai Report thyc hién
tao bao cao giam sat.
4. M6 hinh giam sat
4.1. M6 hinh giam sdt co bdn

Muc tiéu chung cua hé théng giam sat 1a quan sat, theo
ddi va thu thap thong tin v€ hoat dong cua cac thanh phan
va tuong tac truyén thong cua cac ddi tuong trong hé thong,
phuc vu cho cac muc dich quan trj cu thé, thong tin nay hd
tro tich cuc cho nguoi quan tri. Kién tric giam sat tong quat
6 thé chia lam 3 phan [15]:

oo | et 1] obiuong
MA ME dwoc giam sat

Hinh 6. M6 hinh gidm sdt tong qudt

Ung dung gidm sat MA (Monitoring Application) hd trg
tac nhan quan tri tao ra cac yéu cau giam sat va trinh bay
ket qua thuc hién giam sat.

Thuc thé giam sat ME(Monitoring Entity) thuc hién tac
vu do kiém cac doi tuong duoc giam sat, thong tin vé hé
thong sau khi dugc do kiém s€ dugc xtr 1y, tao ra bao bao
giam sat tuong ung.

Trong hé thong giam sat HPT thi cac thyc thé giam sat
dugc thiet ke phu hop véi yéu cau giam sat dat ra, hoat
dong doc 1ap trén cac vung duogc giam sat va thyc hién trao
d6i thong tin giam sat bang cic thong diép.

4.2. Md hinh giam sét hanh vi cic déi twong trong HPT

Trong thoi gian gan déy, viéc img dung tac tir giam sat
da,t dugc mot so két qua kha quan nhu l\/!onALISA [10], hé
thong giam sat cia Manzoor [16], hé thong quan tri mang
thong minh cta Sheng-Yuan Yang [14]. Tuy nhién, md

hinh tac tir giam sat trang thai va hoat dong tuong tac
truyén thong giira cac ddi tuong trong HPT can dugc tiép
tuc nghién cru, phat trién pht hop hon véi kién triic phan
cép cua HPT, d& dang thich img véi nhimg bién dong hanh
vi trong qué trinh hoat ddng cua HPT.

Tir céc két qua nghién ctru vé cac hé thong giam sat va
phuong phap mé hinh hanh vi cho hé HPT, kién tric ciia
hé thong da tac tir giam sat duoc ching toi dé xuét theo mo
hinh phan cdp gém 4 mirc nhu hinh 7.

Diéu khién N
Dieu |4
l l l l khién
biéu khién Dieu khien Diéu khién Diéu khién ¥
— — . — Trinh [
Chtrc nang Chtrc nang Chtrc nang Chtrc nang bay
TTMO TTMN TTMD TTDS Nguwoi
- " N quan tri
Nt l Lép l Mién l HPT l Phan
mang mang 3| tich

Hoat dong giam sat
Hinh 7. M6 hinh da tdc tr gidm sat HPT

Kién tric phan cip ctia hé thong giam sat dugc thiét ké
theo 4 murc: murc nut mang véi tac td TTMO, murc 16p mang
v6i tac tir TTMN, murc mién quan tri véi tac tr TTMD va
mirc toan cuc hé thdng véi tac tir TTDS. Hé thong giam sat
hoat dong theo 2 kénh doc lap: kénh diéu khién va kénh
hoat dong giam sat.

Kénh diéu khién cho phép tac tir thuc hién cac yéu cau
giam sat va cap nhat cac thong tin quan tri twvong rng.

Kénh hoat dong gidm sdt (phan chiic ning giam sat)
cho phép thyc hién cac truyén nhan bao céo giam sat lién
quan, sau khi trng dung giam sat nhan dugc bao cao sé thuc
hién phan tich va trinh bay két qua giam sat cho ngudi quan
tri.

Tdc tir gidm sat nit mang TTMO dugc cai dat trén cac
nut mang, thuc hién thu thap thong tin vé hoat dong cua nit
mang dugc gidm sat va tao cac bao cao gidm sat lién quan.
Thong tin chi tiét thu thap dwoc lIuu vao co s dir liéu giam
sat cuc bo dé phuc vu cho cac yéu cau truy vén lich st gidm
sat, dong thoi giri cac bao cdo giam sat cho tac tir TTMN.

Tdc nr giam sat [6p mang TTMN chiu trach nhiém x
ly, tong hop va phan tich thong tin nhan duoc tir cac bao
c4o giam sat ciia tac tir TTMO, tao cac bao cdo giam st vé
16p mang dugc gidm sat, dong thoi luu trit thong tin giam
st vao co so dir liéu giam sat cuc bd dé phuc vu cho céc
yéu cau truy vén lich sir giam sat. Tdc fr gidm sat mién
TTMD va todn cuc TTDS thuc hién xtr 1y, tdng hop va phén
tich thong tin nhan duoc, déng thoi tao cac bdo cao giam
sat mirc mién quan tri va toan cuc HPT.

Hoat dong quan sat, thu thap thong tin hanh vi cac nut
mang dya trén co' s may trang thai truyén thong duoc trinh
bay trong hinh 8, bao gom 2 loai: tw dong thu nhan thong
tin hanh vi cAn giam sat (hinh 8a) va chu dong phat yéu ciu
(hinh 8b).

-OGs

@ (b)
Hinh 8. May trang thdi gidm sdt hoat dong cua niit mang
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Méy giam sat lién tuc & trang thai lang nghe dé cho
nhén su kién can giam sat - dgs, khi nhan dugc sy kién quan
tAm s& chuyén sang trang thai tao bao co gidm sat dé thuc
hién qua trinh xdy dung bdo cdo giam sat. Trong mot sb
truong hop ddc biét, may giam sat s& chi dong yéu ciu
thdng tin can giam sat.

Nhu vy, hoat ddng giam sat hanh vi ciia cac ddi tuong
trong HPT duoe xay dung dwa vao giai phap dugce trinh bay
nhu hinh 9.

L&p may giam sat

L&p may hanh vi

Lép hé théng

Hinh 9. Gidai phdp cho tac ti giam sat hanh vi
Lép hé thong bao gém hé diéu hanh, cac chuong trinh
diéu khién, cong cu hé thong hodc cac giao tlep cua cac h¢
thong giam sat khac cung cap, 16p ndy cung cap thong tin
v€ hoat dong, cac su kién tuong tmg cua cac thanh phan tai
nguyén phan cimg, tai nguyen phan mém.

Lép may hanh vi bao gdm tap hop céc may trang thai
truyén thong tuong tng cta cac dbi twong duoc giam sat,
16p ndy dugce sir dung 1am co s¢ mo ta cac trang thai, cdc
sw kién cua cc thanh phan va hd trg cung cap thong tin can
thiét vé hanh vi cua ddi tuong dugc gidm sét.

Lép may giam sét 1a cac thyuc thé giam sat, bao gdm céc
may trang thai giam sat, c6 chirc nang thu thap thong tin
hoat dong truc tiép tir cac may hanh vi & Lép mdy hanh vi,
hodc gian tiép thu thap thong tin giam sat tir quan sat cac
trang thai cac thanh phan cua ddi twong dwoc giam sat,
thong qua két ndi truc tiép véi cac thu vién, cac cong cu
duogc cung cp & Ldp hé thong.

5. Thwe nghiém giam sat hoat dong nit mang

Trén co so biéu dién hanh vi cac ddi twong trong HPT
dya vao may trang thai hitu han truyén thong, mo hinh
giam sat hanh vi duoc trinh bay trong phan trén, ching toi
xdy dung cong cu thuc nghiém giam sat hoat dong tuong
tAc truyén thong va trang thai két ndi cac niit mang tai Cong
ty Dich vu Mobifone Khu vuc 3 (MBF3) c6 so do logic
nhu hinh 10.

Hinh 10. So dé logic ciia hé théng mang tai MBF3
V& mat két nbi vat ly, tat ca cic mién quan tri va cac
thi€t bi cua cac hé thong CNTT tai MBF3 duoc két ndi vé

bo chuyén mach 161 Nexus 7009 va b dinh tuyén 161 Cisco
ASR 9010, thuc hién két ndi chuyén mach cho cac vung
quén tri & mién Trung - TAy Nguyén, dong thoi thuc hién
chue ning dinh tuyén két ndi WAN di cac hé théng CNTT
tai Ha Noi va thanh phd Ho Chi Minh. Hoat dong san xuét
kinh doanh dugc thuc hién qua cac dich vu phan tdn quan
trong nhu cham soéc khach hang, dich vu gia tri gia tang,
thanh toan truc tuyén.

Thong tin két ndi cua cac nat mang ciing nhu cac hoat
dong tuong tac truyén thong trong MBF3 thyc sy can thiét
cho ngudi quan tri hé théng, hd trg ngudi quan tri biét duoc
céc 161 két ndi phat sinh, cac viing mang lién quan, cac hoat
dong tuong tac truyén thong lién quan dang dién ra trén hé
thdng. Tir d6, gitip ngudi quan tri kip thoi phat hién cac nat
mang 16i phat sinh trong qué trinh hé thong hoat dong.
5.1. Giam sdt hoat dong twong tdac giita cdc nut mang

HPT 1a hé théng phttc tap, giam sat truc tuyén hoat
dong tuong tac gilra nut mang luon 1a thach thirc cho nguoi
quan tri. Cac cong cu giam sat hién nay rat kho khin va mét
nhiéu thoi gian dé xac dinh hoat dong nay, boi vi nguoi
quan tri str dung cac cong cu roi rac hodc phai dya vao dir
liéu lich sir cac hé théng bao mat dé phan tich. Tuy nhién,
v6i md hinh hanh vi duge dé xuat nhu hinh 11 s& gitp cho
giadm sat cac hoat dong twong tac mot cach nhanh chong va
hd trg tich cuc hon cho ngudi quan tri.

Déi twong dwoc -REQ
giam séat
+ COM
Céc nit mang ° - COM °
trén hé thong + MON

TTCOM

Hinh 11. M6 hinh hanh vi cho hoat déng twong tac

Céc dbi tuong trong MBF3 nhan duogc yéu ciu twong
tac —COM tir ddi tuong duoc giam sat va giri su kién
+MON cho tac tir giam sat TTCOM. TTCOM duogc trién
khai cho cac niit mang trong hé thdng MBF3 dé thu thap
thong tin tuong tac. Két qua giam sat hoat dong twong tac
cac dbi tugng trong MBF3 duoc trinh bay trong hinh 12.

[— e

Hinh 12. Gidm sdt hoat dong tuong tdc trén MBF3

Dé thuc hién gidm sét hoat dong twong tac ciia mot nut
mang vai cac cong cu hé thong, thi thoi gian giam sat trung
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binh 6s bao gém truy nhap tir xa, xac thyc username va
password, gb 1énh kiém tra két ndi va cac tham s6. Trong
khi d6, giam sat bang phuong phap truyén thong diép ciia
CAc tac tir gidm sat co thoi gian trung binh (dam bao hiéu
nang hé thong MBF3) 1a 200ms cho béo céo su kién twong
tac. Nhu vay, két qua giam sat s& tot hon 5.800ms cho 1
giao dich giam sat.

5.2. Gidm sdt trang thdi két noi véi giao thirc ICMP

Trang thai két ndi cia nat mang 1a théng tin quan trong
d6i véi nguoi quan tri hé théng, can c6 giai phap hiéu qua
dé c6 thé nhanh chong phat hién dugc cac niit mang bi mat
két ndi va cac ving mang lién quan. Trong phan trinh bay
nay, chung t6i tap trung trinh bay tng dung giao thiic
ICMP (Internet Control Message Protocol) véi mé hinh
phan cdp duoc dé xudt dé giam sat két nbi cac nit mang
trong hé thong MBF3.

Giao thirc ICMP 1a giao thirc ¢ ting lién mang (Internet
layer) ciia méi truong mang TCP/IP, dwoc sit dung phd
bién trong viéc x4c dinh trang thai thiét bi mang. Trong ng
dung giam sat trang thai nut mang can dam bao téc do
truyén thong v6i do tré thp, cho phép bé qua mot sb 13i
nho va dam bao vé mit bang thong thap nén viée sir dung
giao thirc UDP va ICMP trong md hinh TCP/IP 1a phu hop.
Pong thoi, trong md hinh giam sat trang thai duoc ching
t6i dé xuét, thay vi sir dung ICMP truc tiép giira cac niit
mang trong mot hé thdng 16n s& kém hiéu qua, chung toi
sir dung ICMP cho timg 16p mang cu thé trong hé thong
nén viéc trién khai giam sat hiéu qua hon.

Giao thac ICMP cung cap théng  diép
ICMPechorequest va ICMPechoreply cho phép xac dinh
két nbi ciia ntit mang. Vi hién trang hé thdng MBF3 dugc
trinh bay trong hinh 10, chinh sich quan tri cho phép cac
nut mang hoan toan c6 thé thuc hién tuong tac truyén thong
v6i nhau qua cac ving mién va dugc phép thyuc hién cac
goi tin ICMP trén toan hé thng cia MBF3. Dé giam sat
két ndi ctia nut mang trén hé théng MBF3, nguoi quan tri
str dung cong cu tich hop hé théng nhu Ping hodc cac cong
cu hd trg scanner dé tao ra cac goi tin ICMP. Phuong phép
giam sat nay thyc hién theo mé hinh duogc trinh bay trong
hinh 13.

ICMP echo request

| |
| > |
: - ICMP echo reply I
: ICMP echo request > :
: < ICMP echo reply. !
mNal:1tg nl;;y f?g Mién HPT

Hinh 13. M6 hinh hoat déng ICMP véi cong cu hé théng

Theo m6 hinh nay, cac géi tin ICMPechorequest duoc
tao ra tir may chu giam sat ciia ngudi quan tri giri dén cac
nut dugc giam sat trén hé théng MBF3. Vi vay, cac goi tin
ICMP duoc truyén thong trén toan bo hé thong MBF3, sé
anh huong dén hoat dong cua h¢ théng gém 500 nat mang
dugc giam sat. Két qua sir dung Ping trong moi truong hé
diéu hanh Windows dé giam sat dugc trinh bay nhu hinh

14. Thoi gian cho. két qua gidm sat tir 3s dén 5s (bao gdm
phan 1énh, tham sé va két qua tra vé).

13/03/2017 11:28:05:23

Pinging 10.151.50.43 with 32 bytes of data:

reply from 10.151.50.43:
rReply from 10.151.50.43:

rReply from 10.151.50.43:
reply from 10.151.50.43:

bytes=32 time=2ms TTL=128
bytes=32 time=lms TTL=128
bytes=32 time=1lms TTL=128
bytes=32 time=lms TTL=128
Ping statistics for 10.151.50.43:

Packets: sent = 4, Received = 4, Lost = 0 (0% loss),
Approximate round tr1p times in milli-seconds:

Minimum = 1ms, Maximum = 2ms, Average = 1ms
‘13,.2’03/'201" 11:28:08:29

Hinh 14. Két qud thwe hién gidm sdt véi céng cu Ping

V6imd hinh giam sat phan cép dugc dé xuat trong muyc
4.2, gidm sat két ndi ciia nat mang trén hé thong MBF3
dugc thye hién nhu hinh 15. Theo md hinh nay, cac gm tin
ICMP sé duogc truyen thong trong tung 16p mang cu thé cua
MBF3, s& han ché duoc lan truyén céc g6i tin ICMP trén
toan bd hé thong MBF3.

' \CMP echo request _ !
L

__ICMP echo reply:

|
|
|
I ICMP echo request
I
|

Nt
mang

Lép
mang

Mién HPT

Hinh 15. M6 hinh gidm sat MBF3 véi giao thitc ICMP

Vé6i hé théng mang 1Gb/s cho phép toc do 1a 81.274
khung dit liéu/s véi kich khung 16n nhit 1a 1.538 byte [20].
Dé dam bao hiéu ning hé thong thyc té tai MBF3, viéc trién
khai thyc hién 5-10 thong diép ICMP/s dé giam sat tai cac
may chii giam sat 16p mang, két qua gidm sét tich cuc hon
md hinh cong cu hé thdng trong khoang thoi gian tir 1.450s
dén 2.400s.

Mot sb nhan xét trién khai giam sat trang thai két ndi
v6i giai phap mo hinh phéan cip va cong cu hé théng dugc
trinh bay trong bang 1.

Bdng 1. Bang nhdn xét mé hinh giam sat voi ICMP
Mb hinh
phén cap

Mo hinh céng cu

STT hé théng

Noi dung

1 [Kién tric Theo 4 mic: nut|Tryc tiép diém —

giam sat mang, 16p mang, diém
mién va toan cuc
2 [Thyc hién Ty dong theo muc|Thu cong gitra nit
giam sat 16p mang— nat mang |quan tri va cac nat
mang
3 |Pham vi Thong di¢p ICMP|Thong di¢p ICMP
truyén thong |dugc truyén gilta|dugc truyén trén

murc 16p mang — nGt
mang

toan hé théng duoc
giam sat

4 |Thoi gian
giam sat

Téng thoi gian giam
st cho 500 thiét bj
tai MBF3 tir 50s —
100s

Téng thoi gian gidm
sét cho 500 thiét bi
tai MBF3 tir 1.500s
—2.500s
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6. Két luan

Hanh vi ciia d6i twong dugc giam sat trong hé phén tan
¢0 vai tro quan trong trong viéc hd tro phat trién giai phap
giam sat, cung cap cho nguoi quan tri cac thong tin can
thiét vé cac ddi twong nhu cac hoat dong, cac trang thai va
su kién tuong tmg. V6i mé hinh giam sat phu hop, nguoi
quan tri hé théng c6 thé nhanh chéng phét hién céc hoat
dong twong tac, cac trang thai, cling nhu cac su kién can
quan tdm tir thong tin hanh vi nay. Bai bao d& xuat mo hinh
giam sat phan cap bao gdm 4 mirc (nut mang, 16p mang,
mién quan tri va toan cuc hé théng), mo hinh hd trg nguoi
quén tri gidm sat cac hoat dong twong tic truyén thong va
trang thai két ndi cac nit mang trong MBF3. M4 hinh giam
sat phan cap khic phuc nhitng han ché cia cong cu gidm
sat hién nay trong qua trinh giam sat hé phén tan.

Dé trién khai hiéu qua giam sat hanh vi cho cac dbi tuong
trong h¢ phén tan, ching toi tlep tuc nghién ctru chi tiét hon
vé céc trang thai, su kién cu thé cua cdc d6i twong trong hé
phan tan, 4p dung céc thuit toan t&i wu tinh toan va xu 1y
khéi lugng 16n théng tin giam sat thu dwoc tir cac thanh
phan, d6i trong dugc giam st trong hé phan tan quy mé 1én.
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