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Tém tat - Hién nay nhu cau cha nganh tw déng héa dbi véi cac ting
dung di déng ngay cang tang, d&c biét la cac (ing dung kiém soat théng
minh. Trong bai bao nay chiing toi trinh bay mét hé thdng kiém soat
ctra théng minh CIT Smart Door dwa trén nén tang cong nghé khong
day Bluetooth, tng dung di déng Android va mét nguyén mau phan
ctrng tich hop vao cira. Nguyén mau phan cteng tich hop vao hé thdng
clra dwoc thiét ké véi cac vi diéu khién PIC vai trong tam chinh 13 kha
nang khoa va mé khéa. Cac dién thoai di dong hé diéu hanh Android
sé truy xuét vao hé thdng bao mat clia clra thong qua qua Bluetooth.
Hé thdng nay duorc thiét ké cé sw wu viét hon so véi cac hé théng nha
théng minh hién c6 trén thj trudng. Hé théng dwoc dé xuét dé duy tri
s an toan clia phong thyc hanh thi nghiém Lab CIT [1].

Tw khoéa - clra khdéa théng minh; bluetooth; android; PIC; nha
thdng minh.

1. Dt van dé

Ngay nay cong nghé da tr thanh mot phan tich hop vao
cudc song cua con ngudi. NO da, dang va sé tiép tuc anh hudng
dén nhiéu khia canh ctia cudc séng hang ngay. Viée tao ra cac
thiét bi cong nghé nhu dién thoai di dong da gitp moi ngudi
dua vao cong nghé dé giao tiép voi ban bé va cac thiét bi khac.
Mot linh vic ma gan day da tré nén phd bién 1a hé thong tir
dong hoa nha thong minh, tirc 1a con ngudi c6 thé sir dung
dién thoai thong minh nhu mot thiét bi c6 chirc nang didu
khién trung tam. Chtrc néing chii dao nhit trong hé théng nha
théng minh 14 kha ning kiém soat 6 khoa cira st dung mot
ung dung dién thoai thong minh thong qua mang Internet va
cac cong nghé khong day. Tuy nhién, voi viée trién khai mot
giai phap nha thong minh nhu vay doi hoi khach hang phai ton
chi phi va thoi gian trién khai 16n, chura ké nhiéu hé thong tich
hop doi hoi phai trién khai ngay tai thoi diém bat ddu xay dung
ngdi nha. Mot sb hé thong nha théng minh don gian hon thi
doi hoi phai ¢6 nhiéu chuan két ndi, vi du nhu Internet doi hoi
thém thiét bi nhu bd phat wifi hoac yéu cau nhiéu chuan giao
tiép moi hon, diéu ma nhiéu thiét bi dau cudi di dong chua
trang bi kip. Do d6, dbi véi nhu cau nay can thiét ké mot giai
phéap don gian phi hop. Bai bao dat ra muc muc tiéu thiét ké
mdt giai phap khoa va md khéa cira vai tiéu chi: chi phi trién
khai thap va cdu hinh trén ma ngudn mo.

Android 1a mot nén tang hé diéu hanh di dong mién phi,
gilip cac nha phat trién tao ra nhiéu img dung méi trong
kho tmg dung di dong. Cong ngh¢ Bluetooth hién la cong
nghé st dung rong rdi nhét ddi voi cac nha phat trién thiét
bi tr dong hda hién nay. Cong ngh¢ Bluetooth co thé két
nbi cac thiét bi ky thuat s6 trong pham vi 10m dén 100m
v6i the do 1én den 3 Mbps [2], [3]. V61 mot giao tiép
khoang cach ngin, cong nghé Bluetooth c6 thé tao thanh

Abstract - Nowadays the demand for automating mobile
applications, especially intelligent control ones, has become more
and more increasing. This paper presents a smart control system “CIT
Smart Door” which is based on the Bluetooth wireless technology,
Android mobile applications and a hardware prototype integrated into
the door. The integrated hardware prototype system has been
designed with PIC microcontrollers which focus on the capability of
locking and unlocking the door. The smartphones run by the Android
operating system can access the security system of the door via
Bluetooth. This system has been designed to prevail over the existing
smart home systems in the market and it is recommended to be used
for maintaining the safety of the CIT Lab [1].
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mot mang ludi cac thiét bi ky thuat sd, trong d6 cac thiét bi
gia dung va céc thiét bi c6 thé giao tiép v6i nhau mot cach
t6t nhat. Sy két hop mg dung Android, cong nghé
Bluetooth 1a mot giai phap don gian, thich hop cho viée
diéu khién khoa va mo khoa cira & pham vi gan.

Trong bai bao nay chung t6i trinh bay mot hé thong kiém
soat ctra thong minh CIT Smart Door duya trén nén ting cong
ngh¢ khong day Bluetooth, tmg dung di dong Android va
mot nguyén mau phan ctng tich hop vao hé thong ctra. Bai
bao gdm 4 phan: Phin 1 dat vin d&; Phan 2 mo ta, khao sat
cac san pham hién co trén thi truong dé giai quyét van dé dat
ra (Trong phan nay chuing t6i s& phén tich r6 cac tinh nang,
cong ngh¢ cua cac san pham d6); Phan 3 trinh bay md hinh

tong thé, cach tiép cén, phuong phap, cong cu dé thiét ké hé
thong (Phan nay bao gdm thiét ké nguyén ban phan cung tich
hop vao 6 khoa va cach thiét ké ung dung Android dé diéu
khién. Phan nay ciing dua ra nhitng phan tich, thao luan két
qué dat duoc); Phan 4 két luan va néu hudng phat trién ctua
nghién ciru nay ddi véi giai phap dé xuat.

2. Khao sat cac giai phap hién co

2.1. Thuc trang

Ba vi du vé cic san pham khoa cira trén tmg dung di
dong thong minh dang c6 mat trén thi truong hién nay:
2.1.1. Lockitron

Lockitron 1a san pham tuong tr nhur muc tidu ching toi dat
ra. Hién san phém da co trén thi truong [3] va dugce gidi thigu
tai hoi cho CES 2015 [8]. Lockitron thay thé cac chét cira (thé
hién trong Hinh 1), dugc dat vao 6 khoa cira tir bén trong, do

d6 nguoi thué nha cing duoc phép sir dung san pham nay vi
n6 c6 thé d& dang théo ra va lip & nhiing noi khac.
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Hinh 1. Hinh dnh thuc té san pham Lockitron

Lockitron cho phép nguoi str dung dé khoa ctra ciia ho
tir bat cir noi nao trén the gidi thong qua WiFi. Ung dung
cai duqc trén ca hé diéu hanh iOS va Android. Co nhi@u
cach d¢ mo khoa khoa cira: N6 cling c6 chirc nang diéu
khién qua 1€nh tin nhan véan ban don gian, di€u khién thong
qua mang Internet, bang cach sir dung Bluetooth 4.0 trong
khi di bd dén ctra, hoac thong qua NFC.
2.1.2. UniKey Kevo

Hinh 2. Hinh anh thuec té san pham UniKey Kevo

San pham Kevo str dung cong nghé khong day Bluetooth
nang lugng thap dé phat hién khi ngudi ding dimg gan cira
ra vao khéa hodc mé khoa cira [9]. Cac khoa duoc thé hién
trong con s6 2, ¢ mot tinh ning dé phat hién néu ngudi dung
1a bén trong hay bén ngoai ctra aé ngan chan truy cép trai
phép. Céc g dung diéu khién c6 sin trén cac dién thoai di
dong thong minh phd dung hién nay nhu iPhone 5, Galaxy
S4, HTC One... B6 didu khién mé cira sir dung 4 pin AA ¢6
thoi han str dung trong mdt nam. Cac khoa la mot sy thay
thé chédt cira va duoc thiét ké dé d& dang cai dat.

2.1.3. Bkav Smarthome

bay la giai phap nha thong minh cta tap doan BKAV.
Giai phap khéa va m¢ khoa st dung cong nghé Zigbee,
Wifi [4]. Uu nhuoc diém cia cong ngh¢ nay la déu str dung
khong day & thiét bi diéu khién thiét bi di dong, tuy nhién
hé thong két ndi véi thiét bi cira phai c6 day, mac di khong
doi hoi phai thay doi thiét k& ha ting dién nhung day két
nbi phai chay ndi véi thiét bi Access Point [12].

Diéu nay lam qua trinh thi cong khong kha thi déi voi
do6i tugng khach hang khong c6 nhu cau giai phap hoan my.
Hé théng BKAV SmartHome doi héi phai ¢6 két noi
Internet dé thiét bi thong minh tuong tac toan bd thiét bi
trong nha, do d6 can thém nhiéu thiét bi dau cubi nhu bo
phat Access Point cho wifi hodc nhidu chuén giao tiép mai
hon nhu Transfer Jet [12], diéu ma nhiéu thiét bi dau cudi
di dong chua trang bi.

|
Hinh 3. Hinh anh san phdam Smart Door ciia BKAV SmartHome
2.2. Nhin xét

Chung t6i cho rang cac hé thdng nay déu rét t6t vé van
dé an toan bao mat, van dé thAm my khi trién khai le'ip dat.
Pin cta Lockitron va Unikey c6 thé kéo dai dén mot nam,
va c0 thé giri mot thong béo khi ning lugng chi con & mire
thip. Céc san pham nay déu dugc trién khai & nhidu doanh
nghiép, ho gia dinh & nhiéu qudc gia, nén tinh hoan thién
cuia giai phap 1a wu diém 16n. Tuy nhién, c6 mot Van deé hay
gép ¢ truong hop Lockitron, d6 la hién nay cd rit nhidu
bién thé khac nhau cua 6 khoa ctra, do d6 nguoi ding phai
in ra mot ban mau dé kiém tra xem Lockitron s& phu hop
vao 6 khoa ctra nao. Apigy da phat hanh mot API cho phép
ngudi su dung viét cac chuong trinh riéng ciia minh dé diéu
khién khoa théng qua kich ban [3]. Tuy nhién, ching toi
cho rang tinh ning nay 1a xa xi ddi v6i khach hang dung
cudi va chi phtt hop cho nhitng ngudi phat trién. San pham
BKAYV Smarthome ciing duoc thiét ké cho di tuong doanh
nghiép cao cap. Chung t6i cho rang san phim nay khong
phu hop vdi cac dbi tuong nguoi s dung binh thudng,
quan tam yéu tb gia thanh tdt, van dap ung nguyén tac an
toan bao vé cira va khong quan tdm t6i cac yéu t6 ki thuat.

3. Thiét ké hé thong

V6i muyc tiéu dé ra 1a thiét ké mot giai phap khoa va mo
khoa ctra thong minh chi ph1 thap, van d4p img yéu cdu bao mat,
ching t6i d& xuat mot giai phap ctra thdng minh CIT Smart
Door. Hé thong chi bao gdm 1 trung tim thiét bi tich hop vao 6
khoa va mot img dung Android giao tiép véi thiét bj bang
Bluetooth. Thiét k& mo hinh hé théng duoc thé hién bai Hinh 4.

Hinh 4. M6 hinh hé thong hoat dgng ciia CIT Smart Door
3.1. Thiét ké phén ciing tich hop
~Nguyén mau phan clng tich hop vao 6 khoa cua duge
thé hién trong Hinh 5. Dé truy cép vao cac phan cimg
chinh, ngudi st dung phai nhap mat khau d¢ kich hoat tinh
nang Bluetooth dugc két ndi trong phén cimg. Nguyén mau
phan cing tich hop la mdt mach vi dieu khién PIC
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16F877A [10. Pac biét, néu c6 sy thay doi ¢ thiét ké phan
mém thi diéu chinh bd mach nay ciing kha thuan loi trén
bd m6 phong do hang phan cling cung cip.
3.1.1. Lwa chon mach nap

Bluetooth 4.0 hién 1a phién ban méi nhit ciia cong nghé
khong day Bluetooth va da dugc thuce hién & mot s6 dién thoai
thong minh nhu Samsung Galaxy S5 va Iphone 6. N6 s€ cling
duoc thuc hién & nhiéu dién thoai thong minh hon trong nam
t6i [5]. Pdc diém quan trong nhit cta Bluetooth 4.0 1a tiét
kiém hiéu nang tuwong tac, do do st dung thiét bi Bluetooth 4.0
s& cam thiy hai long vé van dé pin hon so véi cac chuan giao
tiép khac nhur Wifi, NFC hay Bluetooth cac phién ban ci.
Chung t6i quyét dinh chon giao thirc nay vi van dé cac chuan
két n6i hién nay déu cho hiéu nang cao, nhung Van deé pin st
dung khién moi nguoi lo ngai vé cac chuan giao tiép do. Hon
thé nita, mot giao thirc maéi da dugc thém vao Bluetooth 4.0 1a
BLE [6]. BLE duoc thiét ké cho thiét bi thu thap khdi lugng
thong tin nho thuong xuyén [7]. Thiét ké nay cho phép thoi
han pin cua dién thoai di ddng stir dung kéo dai hon.
3.1.2. M6 ta Bluetooth trong mach nap PIC

Trong mach nap nay, Module Bluetooth dugc st dung
& day cho muc dich giao tiép véi cac hé thdng Android.
Module nay 1a mot thiét bi ndi tiép va dugc truyén dat véi
bd didu khién trung tim bang cach sir dung giao thiic RS.
Mot ban phim 4x3 va m6t man hinh LCD duoc st dung dé
cung cip mat khau va dé kiém tra tinh trang hé thong.
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Hinh 5. Thiét ké hé thong mach diéu khién PIC 16F8774

Module ban phim dugc sir dung dé gitip nguoi dung cung
cap mat khau thao tac cho cac hé thong khoa cira, dé bat cac
tinh ning Bluetooth dugc két ndi voi 6 khoa cira. Day 14 tinh
nang quan trong dé ung dung di dong Android tuong tac truc
tlep khi dtng gan phan ctng. Kién tric nay cung lam viéc
dé kiém soat ctra d& dang hon thong qua mét giao dién nguoi
dung don gian. Ung dung di dong khi twong tac s& hoat dong
nhu c6 nguoi dung tuong tac bén trong vao ban phim.
3.1.3. Nhdn xét

- V& cong nghé: Chung toi chon chudn Bluetooth 4.0 vi
1y do tiét kiém hiéu nang sir dung pin, tich hop tét véi mach
PIC don gian, dé thiét ké va cai dat. Tuy nhién, véi sy lya
chon nay thiét bi khong thé kich hoat trong pham vi qua
10m. Véi bo mach nap PIC, ngudi phat trién mg dung voi
cong cu 1ap trinh Android cling dé dang phat trién cac phan
diéu khién vi mach nap PIC hién nay duoc hd trg hoan toan
boi thu vién Android SDK 4.4 Kitkat [11].

- Vé thAm my: San pham nguyén ban van dang & dang
tho nén han ché vé mat thim my. Qua trinh thiét ké mach
nap, chung t6i chi thiét ké phan cing trén mach gbc PIC,
chua thyc hién khau rat gon, tinh giam va thiét ké nhén
dién, thim m§y nén kich thudc ciia phan cimg van con kha
to va chua c6 mau mé dep. Ching t6i cho rang ddy 1a han
ché cua giai phap nay so véi cac san pham dugc thuong
mai hoa trén thi truong.

- Chi phi thoi gian trién khai: Cac san pham trén déu
cam két qua trinh khao sat, tién hanh trién khai va nghiém
thu trong vong khoang 07-10 ngay [3, 9]. Qua trinh nay déu
phai thuc hién khi nha ciia khach hang dang tién hanh xay
dyng phan tho. Riéng giai phap CIT Smart Door v&i thiét
ké mach ndi don gian thi thoi gian trién khai hoan toan
nhanh, don gian, tich hop véi nhiéu 6 khoa ctra.

- V& bao mat an ninh: Mach tich hop véi phan cimg xir
1y van dé phan clmg trong ngudng an toan khi c6 tac dong,
chwa d& cap dén luc tac dong manh cua nguoi dung. Pay la
diém han ché trong dé xudt phan cling ciia chung toi.

3.2. Thiét ké trng dung Android
3.2.1. Cdch thire giao tiép trong Android

Mach nap PIC va Bluetooth dugc hd trg bsi thu vién
Android SDK 4.4 [11], nén dé chay duoc ing dung di dong
CIT Door, dién thoai ciia khach hang phai cai hé diéu hanh
Android Kitkat 4.4 tr¢ 1én. Céch thuc Gng dung truy cap
thiét bi mé Bluetooth dugc md ta bai biéu d sau:

Cép quyén cho tmg dung truy cap
BLUETOOQOTH th6ng qua
AndroidManifest:
android.permission.BLUETOOTH

v

Lay thong tin Adapter
getDefaultAdapter(),thuc hién md
BlueTooth théng qua ham
isEnabled()

v

Tim thiét bi bang
getBondedDevices(), ghép ndibing
startDiscovery(), két n6i thanh may

chu bluetooth

v

Str dung accept() va
getInputStream(),
getOutputStream() dé truyen dir liéu
qua thiét bi da két ndi

v

Hinh 6. Luu do thé hién qua trinh tim va
truyén dir liéu Android 4.4 qua Bluetooth
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Dé bit dau giao tiép véi Bluetooth, ing dung Android
dau tién tim kiém cac yéu cau ket nbi, sau d6 chap nhan
mot két ndi va truyen dir liéu. Bé phat hién cac thiét bi
Bluetooth cuc b, cic Bluetooth Adapter thuc hién gutri
phuong thirc getDefaultAdapter(). Néu tim thiy thiét b thi
ung dung s€ nhan vé mot Adapter Bluetooth dai dién
Bluetooth adapter riéng cia thiét bi. Néu phwong thirc
getDefaultAdapter() tra két qua null thi Bluetooth khong
dugc hd tro boi thiét bi. Sau khi tim thiét bi ung dung,
Android s& kiém tra xem Bluetooth hién dang dugc bat hay
khong biang phwong thirc isEnabled(). Phuong phép
startDiscovery() dugc str dung dé bat dau tim kiém lién tuc
céc thiét bi c6 bat Bluetooth trong cac xung quanh. Phuong
phap nay khong dong bo va ngay 1ap tirc c6 thé tro lai voi
mot kiéu luan Iy Boolean. Dé thiét 1ap két ndi gitra hai thiét
bi, can phai mé mdt BluetoothServerSocket dé coi n6 nhu
mot may chu. Viée chip nhan mét yéu cau két ndi 1a phu
thugce vao mét UUID hop 18, tic la 1a thlet bi dang ky véi
server socket dé ling nghe va neu tra vé& tir phuong thic
accept() thanh cong thi s& tra vé mot BluetoothSocket di
két ndi. Dé tranh cac két ndi bd sung lién tyc, trong doan
xtr 1y, khi két thuc cong viéc ching ta goi phwong thirc
close(), nhung khong dong két ndi BluetoothSocket.

3.2.2. Thiét ké img dung CIT Smart Door
e Dang nhap

Khi nguoi ding mé ng dung lan dau tién, mot man
hinh déng nhap duogc thé hién nhu Hinh 7, 8. Pay la man
hinh bao vé ngudi ding ¢ mirc ban dau.

dx 7 al 6] 14:53 $x 7 .l (1] 14:53

() cIT Smart Door k

Tén tai khoan

CIT Smart Door
Tén tai khoan
tuanna

Mat khau

ggggggg

Mat khéu

Bang nhap

CIT Door v1.0

CIT Door v1.0

Tai khoan hodc mat khdu khéng diing

Hinh 7. Man hinh dang nhap
vao wng dung

Hinh 8. Dang nhdp khong
thanh coéng

e Yéu clu cdp quyén truy cép Bluetooth
Dé két ndi véi ngudi st dung mo-dun Bluetooth bén
ngoai, phai thyuc hién an két noi s& xuat hién tir man hinh cta
ung dung Android. Néu két noi dugc thiét lap dung, mdt
thong bao xac nhén s€ xuat hién trén man hinh nhu Hinh 9.
e Diéu khién thao tac dong mo
Khi dang nhap hodc diang ky thanh cong, hé théng cung
cap tinh trang cua ctra dang dong hay mé nhu Hinh 10.
Kém theo d6 1a 2 nut c6 kich thudce to, thé hién trang thai
cho nguoi dung thao tac. Moi thao tac s€ dugc thyc hién
trong vong vai gidy va ting dung s€ cap nhat trang thai ngay
khi thiét bi Bluetooth cua phan cung tich hgp cap nhat.

Ngoai ra cac button va textview thé hién trang thai cling s&
tu dong cap nhat trang thai 1a mé hay dong 10 giay mot lan.

i

An app wants to turn on
Bluetooth. Allow?

Hinh 9. Yéu cau cdp quyén cho iing dung truy cdp bluetooth

B CIT Smart Door k

CIT Smart Door

MO KHOA MO KHOA
Nhap mat khau _ Nhap mét kha -
TRANG THAI: TRANG THAI:
CUAMO CUAKHOA

Bluetooth Connection Establised

Hinh 11. Trang thai cira dong

Bluetooth Connection Establised

Hinh 10. Trang thdi cira mé

3.3. Nhin xét

- Vé thiét ké ung dung di dong CIT Smart Door: So v&i
c4c san pham thuong mai hoa trén thi trudng [2.1] thi giao
dién ctia tng dung duoc thiét ké chuyén biét danh cho cira
thong minh, nén rat don gian va d& st dung. Nguoi dung
can phai thao tic khi ding gan ctra va diéu khién hoat dong
mo va dong cia.

- V& tinh tuong thich thiét bi: Ung dung cai dat trén
dién thoai cta chinh khach hang st dung hé diéu hanh
Android va c6 hd trg chuin giao tiép Bluetooth 4.0.

- V& chi phi, thoi gian trién khai: Néu so véi trén cac giai
phap nhu BKAV Smart Home trén thi CIT Smart Door chi
can mot thiét bi di dong ctia khach hang hd tro Bluetooth 4.0,
con BKAV Smart Home phai sir dung thiét bi chay hé didu
hanh BKAV HomeOS. Pay 1a mot hé diéu hanh c6 phan
nhan cta Android dugc phat trién riéng, nén kha ning tuy
bién khong cao, hién phu thudc vao thiét bj do hing cung
cAp. Diéu nay 1am chi phi s& ting 1én theo thiét bi diu cudi.

- V& tinh bao mat, d6 bén: Do chiing t6i chi thiét ké
nguyén ban mach tich hop va phin mém, chua mé ta ky
quaé trinh thi cong, vat liéu ché tao, nén vé co ban hé théng
dé xuét dang han ché vé& vin dé bao mat so v6i cac san
pham hién nay. Mach tich hgp PIC hién nay c6 d6 bén
twong d6i 6n dinh trong cac diéu kién khong gian va thoi
gian chap nhan dugc
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3.4. Cdc sw cé c6 thé xdy ra va gidi phdp khic phuc

- Truong hop co su ¢ vé dién: Do hé théng str dung
ngudn pin du phong, nén c¢6 thé hoat dong ngay ca khi mat
dién. Ngudn du phong sir dung pin lithium dung luong
5200mAh, c6 khd ndng cung cap ndng lugng cho mach
trong thoi gian 36 tiéng néu bi mat dién, nguon pin s& tu
dong sac khi c6 dién tro lai.

- Truong hop mach bi su b, ta c6 thé sir dung chia khoa
co sin c6 ctia 6 khoa dé mo cira do chét tyr dong khong co co
ché ham, sau d6 c6 thé tién hanh théo I4p, thay thé mach diéu
khién. Pé dam bao tinh an toan ciia 6 khoa, nén & hé théng
thue té, viéc thao lép mach duoc han ché t6i da, dé phong viéc
ddi tuong thao mach dé can thiép vao hé thong diéu khién.

4. Két luan

Trong bai bao nay, chung t6i da dé xuat mot giai phap
ctra thong minh CIT Smart Door dya trén thiét ké mach nap
PIC tich hgp vao ctra va ung dung di dong CIT Smart Door.
Day la 1a mot h¢ thong ctra thong minh don gian dé su
dung, cai dit, d& dang dé giao tiép va dap tmg chi phi trién
khai rat ré so voi nhiéu hé thong trén thi truong. Tuy nhién,
c4c van dé vé thim my khi trién khai va an toan bao mat
khi ¢6 lyc tdc dong manh vao ctra chua dugc dé cap toi.
Trong tuong lai, h¢ thong dé xuat nay cling ¢6 thé dugc mo
rong cho nhiéu ctra ra vao va cira sd va do gia dung hon va
c6 thé dugc tich hgp véi hé théng. Ngoai ra, hé thong trong
tuong lai s& giri mot tin nhin SMS dén canh sat 113 gﬁn do
trong truong hop c6 rui ro an ninh va toan bg hé thong bi
tat. Hé thong dang duoc thir nghiém st dung tai phong thi
nghiém thyc hanh [1] v6i nguyén miu phén cimg va tng

dung Android dugc chung toi tu thiét ké.
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