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Toém tat - Hién nay, ma déc phat sinh ngay cang nhiéu va cang
tinh vi, khé phat hién. Viéc phan tich theo cach truyén théng la
khong kha thi, do d6 c&n cé cac ky thuat hiéu qua dé phat hién va
phan tich ma doc. Dé phan tich lwong mé doc I6n, ta co thé phat
trién mot hé thdng phan tich ma déc dong st dung ky thuat
sandbox tao ra méi trwéng an toan. Hé théng nay tw déng thue thi
mét chwong trinh dwa trén méi trwong phan tan va cho két qua bao
cao md ta cac hanh vi ciia chwong trinh. Bai bao trinh bay hwéng
nghién ctru va xay dung hé théng sandbox trén méi trwdng phan
tan MapReduce nham tw dong phan tich cac hanh vi ciia ma doc.
Giai phap dé xuét cho phép gidm thoi gian phan tich va phat hién
chinh xac ma déc.

Twr khéa - sandbox; tinh toan; song song; ma doc; phan tan; mang;
an toan; bao mat

1. Pat van dé

Theo két qua théng ké tir Vién nghién ctru doc lap vé
an toan thdng tin AV-TEST, ké tir khi mi doc dau tién xuét
hién vao nim 1984, cho dén nay di c6 khoang 150.000.000
ma doc dugc phat tan. Dac biét gan day, s6 lwong mi doc
phat trlen nhanh chong trén toan thé gi¢i da dat ra nhiéu
van d& vé an ninh thong tin cho toan by nhiing nguoi st
dung Internet trén toan cdu. Nam 2015, Viét Nam nam
trong danh sach cac nudc ¢ ti 1€ phat tan ma doc nhiéu
nhét thé giéi.

Céac ma doc lay lan ngay cang nhiéu, qua trinh phat hién
va xir Iy ma doc réat phirc tap, do d6 hudng ung dung hé
thdng sandbox va tinh toan phan tan dé phan tich ma doc
dang duogc quan tam hién nay. Sandbox 1a mdt k¥ thuat
quan trong trong linh vyc bao mat co tac dung tao ra moi
truong dé cac ma doc thé hién hét cac tinh ning ma van
dam bao duoc tinh an toan cho hé théng bén ngoai.

Trong hau hét cac hé théng sandbox mién phi dugc
cung cép trén mang nhu: Joe Sandbox, Threat expert, CW
Sandbox chi hd trg co ché cho phép ngudi dung nhap cing
Iic mot ma ddc 1én cho hé théng phan tich. Bén canh do
nhitng hé théng sandbox cho phép phan tich hanh vi ma
doc tg dong mién phi nhu Cuckoo Sandbox, Buster
Sandbox hay Zero Wine Sandbox déu c6 nhimng han ché
riéng. Buster Sandbox 1a mot phan mém ma dong va viée
tuy chinh cac kich ban bén trong Buster Sandbox khong
dugc hd trg nhidu [7]. Kha ning ma doc phat hién moi
truong phan tich ctia Zero Wine Sandbox rat cao, cac tap
tin trong Zero Wine Sandbox thuong c6 dung luong nho
nén bi han ché vé phan tich céc loai tép tin khac nhau [8].
Hé thong Cukoo cung cép cac cong cu dé phéan tich ma doc
trén moi trudng sandbox, tuy nhién qué trinh phan tich
duogce thyce tudn tw nén hiéu qua khong cao [9].
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bé phén tich va xur ly luong dir li¢u 16n c6 ma ddc, ta
c6 thé trién khai trén moi truong xir Iy phan tan. Bai bao
nay trinh by huéng nghién ctru, thiét ké va xay dung hé
thong phan tich va xir Iy ma doc trén méi truong dién toan
dam may str dung mé hinh xir Iy phan tan MapReduce dé
phat hién sém va ngan chan ma doc nham bao vé an toan
thong tin cho hé thdng mang may tinh.

Bai bao nay sé gi6i thiéu vé ma doc va cac phuong phap
phan tich ma doc; trinh bay vé hé théng sandbox; nghién
ctru xdy dung hé théng tinh toan xtr 1y st dung mé hinh
MapReduce dé phan tich ma doc dua trén co ché sandbox;
danh gia két qua dat dugc.

2. Co ché phan tich ma déc
2.1. Ma djc va phéin logi ma dic
Ma ddc 1a mot chuong trinh dugc chén mét cach bi mat

vao hé théng véi muyc dich 1am ton hai dén tinh bi mat, tinh
toan ven hoac tinh san sang cia hé thong [5].

Mi doc chia theo cac dang co thé gay hai cho may tinh
theo 7 loai sau:

M déc
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Hinh 1. Phdn logi ma déc

2.2. Cac hanh vi ciia ma djc

Khi lay lan trong mot may tinh, ma doc ¢6 thé co cac
hanh vi sau:

- Thay doi tap tin trong mdy tinh: Kiém tra hanh vi lién
quan dén viéc tao nhirng tap tin mai, xoa tap tin hodc thay
d6i ndi dung cua tap tin trén hé thong.
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- Thay d6i cac gia tri trong Registry: Kiém tra hanh vi
thay dbi trong hé thong Registry nhu viéc tao ra cac khoa
Registry méi hodc stra doi cac gia tri trong khoa Registry.

- Cai diit c4c phan mém gian diép: Thyc hién cai dat cac
phén mém khéc lién quan dén h¢ thong, tin tac c6 thé dua
vao do de an cap thong tin hodc thuc hién y do khac ma
chung mong muodn.

- Thuc hién céac hoat d(f)ng‘phé hoai: Thuc hién két ndi
dén cac dia chi IP khac, tén mién nao d€ cap nhéat phién ban
ma ddc khac hodc nhan Iénh diéu khién tan cong theo chu
¥ cua tin téc.

- Tao hodc thay ddi cac dich vu cua hé diéu hanh: Cac
ma doc khi 18y nhiém vao hé thong s€ tuong tac vdi registry
de co the uu tién khoi dong trude lac hé thong khdi dong.

- Tiém nhiém vao cac tién trinh khac trén hé théng: bé
tranh bi cac chuong trinh diét virus phat hién, cac ma doc
¢6 thé hoat dong dudi mdt tién trinh khac hodc gia mao cac
tién trinh hop phap cia hé diéu hanh [5].

2.3. Cac phwong phdp phdn tich ma déc
2.3.1. Phan tich ma doc thu cong

Phan tich thu cong bao gdm: phan tich so lugc, phan
tich hoat dong va phan tich bang cach doc ma thyc thi. Ca
ba budc phéan tich trén déu can thiét va bo trg cho nhau dé
¢6 dugc két qua chinh xac nhat vé hanh vi cia ma doc [3].

a. Phan tich so lwgc

Phan tich so lugc la giai doan dau cua mot qua trinh
phén tich ma ddc va hau nhu luén udn phai thyc hign. Mot
phén tich bé mat thyc hién viéc 1ay cac thong tin ban dau
vé tap tin ma ddc roi xac nhan nd c6 phai ma doc hay khong
ma khong can thyc thi né.

Nhimng thong tin c6 thé 14y duoc tir tap tin ma doc gdbm
c0: loai tap tin, tén tap tin, kich thudc tap tin, timestamp va
ham bam (MD5, SHA-1,...).

b. Phén tich hoat dong

bay laky thuét lién quan dén viéc chay ma doc va giam
sat no trén hé thong phan tich nham boc taich ma doc hoac
tao ra dau hiéu nhan dang mang hoac ca hai. Tuy nhién,
trude khi thye thi ma doc, nguoi phan tich can thiét ké mot
moi truong dé€ thuc thi ma doc ma khong lam anh hudng
dén hé thong mang that cua to churc.

Phuong phép nay c6 thé s& khong phat hién hét cac
hanh vi cia ma ddc. Phan tich hoat ddng can dung cac cong
cu ho trg nhu: Regshot, Sysanalyzer, Process Explorer,
HijackThis, Fundelete,...

c. Phén tich biang cich doc mé thuec thi cia ma déc

Phan tich béng cach doc ma thyc thi 1a mot k¥ thuét sir
dung mdt b tach roi (disassembler) dé dich nguoc cac
doan ma bén trong mot ma ddc thanh dang hop ngir d¢ tir
do6 tim hiéu cac chi dan 1énh nham biét chinh xéc chuong
trinh ma ddc cé thé lam nhiing viéc gi.

Nhiing chi dan lénh duoc thyuc thi béi CPU, do vy n6
s€ cho ta biét chinh xac nhitng gi chuong trinh ma doc thyc
hién. Tuy nhién d€ co6 thé thyc hiép duoc phan tich tinh,
doi hoi nguoi phan tich phai am hiéu sau vé hop ngit, cac
ma chi dan 1énh va cac khai niém, cac ham API trong hé
diéu hanh.

3.3.2. Phan tich ma doc ty dong

S6 lugng ma doc sinh ra va dugc phat tan ngay cang
nhiéu va déu dan mdi ngay, thi viéc phén tich thu cong coi
nhu khong thé thuc hién kip voi s0 lugng 16n ma doc. Do
vy can phai c6 mot hé thong ty dong phén tich dé gitp
ngudi quan tri o thé phan tich s6 luong 16n ma doc nham
cung cép nhiing thong tin va ddu hiéu nhan dang cu thé
tung ma doc trude khi thuc hién phan tich sdu hon; c6 nghia
1a cac cong doan phan tich déu do hé théng tu dong thuc
hién, tir cong doan nhén ma doc cho dén thyc thi ma doc
va cudi cing 1a dua ra ban béao céo chi tiét vé hanh vi ma
doc ma khéng can con nguoi tac dong vao.

2.4. H¢ théng sandbox

Hién nay cac hé thong sanbox duoc sir dung nhim phén
tich ty dong mot lugng 16n cac mau ma doc va la mot bude
dau tién trong qué trinh phan tich ma doc hoan chinh. Can
phai ¢ nhitng cach don gian dé giri cac tap tin ma doc vao
sandbox, xac dinh céac tuy chon va tinh nang cho nguoi
chay phan tich va trich xuét két qua phan tich.

Sandbox dé sir dung va cung cap mdt ban tom tit & mirc
cao nhat cac hoat dong nguy hiém ma ma doc thuc hién
trong thoi gian phén tich. Trong truong hop két qua phan
tich cho thay dau hiéu nghi ngd can kiém tra k¥, thi s& dugc
phén tich chuyén sau hon.

3. Phan tich ma djc trén mdi trwong phan tan

Mb hinh phén tén 1a mot h¢ théng c6 chirc ndng va dit
liéu phén tan trén cac méy tram dugc két ndi véoi nhau béi
mdt mang mdy tinh. Néu cac may tinh nay cung s dung
chung trén mét phan cimg thi duoc goi 1a mot cum
(cluster), nguoc lai hoat dong riéng 1€ trén cac phan cling
khéc nhau thi ching duoc goi 1a mot ludi (grid).
3.1. Mé hinh xv ly phdn tian MapReduce
3.1.1. Gidi thiéu

MapReduce 1a md hinh xir 1y phan tan cho phép céc tmg
dung c6 thé xtr Iy lwgng dir lidu ]c’m. Cac dir liéu nay duoc
dat tai cac may tinh phan tan nham khai thac kinh nghiém
tinh toan giap rat ngan thoi gian xt 1y toan b dir lidu [2].

Dir liéu du vao c6 thé 1a di lidu c6 cau trac (dit lidu
luu trir dang bang quan hé hai chiéu) hodc dir liéu khong
cau trac (dit liéu dang tap tin hé thong).
3.1.2. Nguyén tdic hoat déng ciia MapReduce

Qua trinh MapReduce thyc hién hai ham Map() va
Reduce(). Hét thong trién khai bao gdm may master (may
chu) va may slave (may tram). Trong d6 mdy master lam
nhiém vu diéu phéi su hoat dong ctia qua trinh thuc hién
MapReduce trén cdc may slave. Cac may slave lam nhiém
vu thuc hién qua trinh Map va Reduce véi dir liéu ma no
nhén duoc [4].

- Thyc hién ham Map():

My master s& phan phdi cac tic vu Map va Reduce vao
cac may slave sin sang. Céc tic vy ndy dwoc master phan phbi
cho cac may dya trén vi tri cda dir liéu lién quan trong hé
théng. May slave khi nhan duoc tac vu Map s€ doc dir liu
dugc nhan tir phan vung dir liéu da gan cho nd va thyc hién
ham Map. Két qua déu ra 1a cac cap <key, value> trung gian.
Cac cap nay dugc luu tam trén bo nhd dém cua cac may.
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Sau khi thuc hién xong cong viéc Map. Cac may slave
lam nhiém vu chia cdc gia tri trung gian thanh R vung
(twong ung voi R tac vu Reduce) luu xuong dia va thong
bao két qua, vi tri luu cho may master.

- Thyec thi tac vu Reduce():

May master s€ gan cac gia tri trung gian va vi tri cua
cac dir liéu do6 cho cac may thyuc hién cong viéc slave. Cac
may slave lam nhiém vu xu ly sap xép cac key, thuc hién
ham Reduce va dua ra két qua cuoi.

_So d6 hoat dong cua qua trinh MapReduce dugc biéu
dién nhu trong Hinh 2.

e
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Hinh 2. So' d6 hoat déng ciia qud trinh MapReduce
3.2. Nén ting Hadoop

Apache Hadoop 1a mot framework ding dé chay nhimng
ung dung trén mot cum may tinh 16n dugc xay dung trén
nhing phan cimg thong thuong. Hadoop hién thuc mé hinh
MapReduce, day 1a mo6 hinh ma ng dung s€ duoc chia nho
ra thanh nhiéu phan doan khac nhau, va cac phan nay sé
duogc chay song song trén nhiéu nut khac nhau. Nho co ché
streaming, Hadoop cho phép phat trién cac tmg dung phan
tan bang ca java 1an mot so ngon ngir 1ap trinh khac nhu
C++, Python, Pearl.Céc thanh phan ciia Hadoop bao gom:
Core, HDFS, MapReduce, Hbase, Hive, Chunka, Pig.

3.3. H¢ thong phan tich ma djc
3.3.1. M6 hinh phan tich ma déc

Vi s6 lugng méd doc can phan tich ngay cang nhiéu thi
viéc phan tich bang thi cong nhur hién nay 1a mét diéu khong
thé do nhan luc ¢6 han ciing nhu mdi cong doan déu thyc
hién bang tay nén t6n rat nhiéu thoi gian. Bé khéc phuc van
d& nay, can thiét phai xay dung mot hé thong c6 kha ning tu
dong phan tich hanh vi ciia md doc dé hd trgthém cho
phuong phap phan tich thu cong, dong thoi dua vao hé théng
ndy ¢ thé nhanh chong dua ra mot s0 bién phap xur 1y kip
thodi nham han ché tachai do ma doc gay ra.
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Hinh 3. M6 hink téng quan hé thong

Hé théng duoc thiét ké theo Hinh 3. Trong d6 mo hinh
phén tich ma ddc duogce thé hién ¢ Hinh 4.
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Hinh4. M6 hinh hé thong phan tich ma déc
3.3.2. Quy trinh thuc hién

Heé théng phan tich ma doc bao gdbm mot may master
(may chit) va nhiéu may slave (may tram). Hé thong tap tin
phan tan HDFS s& luu trit cic md doc can phan tich. Vi
hé théng nay cho phép ta co thé chon nhiéu kiéu tap tin
khéc nhau va c¢6 thé dat phan tan dé phan tich. May client
s& goi danh sach tap tin cac mad doc dén va yéu cau thuc
hién phan tich. May master s€ xem xét nhitng may slave
nao san sang va phan phdi, goi dia chi ma doc dén dé lam
nhiém vy Map. Cac may slave lam nhiém vy Map s€ tai ma
doc tir HDFS va tién hanh phén tich. Két qua ciia qua trinh
Map s& dugc goi dén cac may slave dé 1am nhiém vu
Reduce. Két qua phan tich ciing chinh 14 két qua cua qua
trinh Reduce. Nhu vay, & cac may slave vira lam nhi€ém vu
Map, vura lam nhiém vu Reduce.

O cac may slave déu duogc cai thém mot hodc nhiéu may
40. Ty vao cau hinh may chu, viéc cai dat nhiéu may ao
s€ gilip giam thoi gian phan tich, tang hiéu qua xt 1y. Muc
dich cua viéc cai dat may do 1a tao ra moi trudng an toan
dé thuc thi ma doc sau khi ma doc duoc tai vé tir HDFS.
Céc may 4o nay dugc lap trinh dé co thé chay tuy dong (tu
khoi dong, tu dong khoi phuc lai méi trudng sach, tu sao
chép tép tin vé phan tich, tra két qua cho may slave, tw dong
tat may 40) ma khong can sy can thiép cia con ngudi. Vi
chic nang Snapshot, s€ gitp cho viéc khoi phuc lai méi
truong, cau hinh phan tich trong may ao tré nén nhanh
chong hodc co thé chon lya cac moi truong phan tich khac
nhau dé pht hop véi céc tap tin phan tich ma doc.

Wy chi
nhgn yéu ciu
han tich

ham Reduce
thanh céng?,

T N
Dura ra kit qui

Théng bdo i1 o
cho may chi
kérmie )

Hinh 5. Quy trinh thuc hién phdn tich ma déc
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Quy trinh thyc hién phan tich ma doc dugc mo ta theo
cac budc tong quan va thut toan nhu sau (Hinh 5):

- Pau vao:

+ Danh sach tép tin nghi ngo c6 ma doc
+ Dia chi URL nghi ngo ma doc
- Piu ra:
+ Két luan tap tin c6 nhiém ma doc hay khong
+ Thong tin mé ta hanh vi ma doc
+ Thdng ké cac ma doc duge phan tich
- Thuat toan:
3.3.3. Co ché Map ma djc

Céac may slave 1am nhi€ém vy Map s€ nhan dau vao la
mot cap <key, value> véi key la tén cac ma doc, value 12
dia chi cia ma ddc. Dya vao dia chi ndy, cac may cuc bd
s€ tai cac ma doc ve phan tich.

Sau d6, sé thuc hién chay hoat dong phejln tich tinh. Tiép
theo, ma ddc s€ dugc chép vao may ao d€ thyc hién cong
viéc phan tich dong. Tai may 4o, ma doc dugc thuc thi va
nhirng hanh vi cia ma ddc s€ dugc ghi lai.

So dd hoa“t dong cta cac may slave lam nhiém vu Map
dugc mo ta bang Hinh 6:

Hoat dgng
phn tch i
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Hinh6. So' dé hoat déng ciia may lam nhiém vu Map

Nhu vay, qua trinh hoat dong clia may slave lam nhiém
vu Map c6 ba giai doan chinh:

- Tai ma doc vé may slave dé 1am nhiém vu Map tir HDFS

- Thyc hién chay hoat dong phan tich tinh

- Chép ma doc vao may ao, thyc hién chay hoat dong
phén tich dong

Cong viée xir Iy két qua phan tich duge mo ta nhu trén
Hinh 7:

Két qua Két qua
phan tich tinh phan tich déng
Trang thé M
‘ Key | | HDFS

Reducer I

Hinh 7. Xit Iy két qua phén tich
Két qua qua trinh phén tich dugc xuét ra tap tin. Két
qua phan tich s€ dugc phan chia, mét phan la dau ra cho
qua trinh Map, mot phan dugc luu xuéng HDFS dé phuc
vu cho viéc thong ké. Trang thai ma ddc chinh 1a dau ra cua
qua trinh Map va 1a dau vao cia qua trinh Reduce.
Poan mi 1énh thé hién co ché Map ma doc:

public void map(LongWritable key, Text value,
OutputCol lector<Text, Text> output, Reporter

reporter) throws I0Exception {

// TODO Auto-generated method stub
Configuration conf = new Configuration();
conf.addResource(new Path(CORE_SITE_PATH));

//copy file from HDFS to Local

filename = value.toString(Q);

FileSystem fs = FileSystem.get(conf);
fs._copyToLocalFile(new Path(COPY_DIR,filename), new
Path(LOCAL_DATA_DIR));

/7 Run script which implements the static analysis
runScript(filename);

/7 Run dynamic analysis
boolean succeed = runDynamicAnalysis(filename);

3

3.3.4. Co ché Reduce ma doc
Co ché Reduce ma doc duoc thé hiénnhu sau:
public void reduce(Text key, lterator<Text> values,
OutputCollector<Text, Text> output, Reporter
reporter) throws I0Exception {
/7 TODO Auto-generated method stub
StringBuilder sb = new StringBuilder();
while(values.hasNext()){
Text text = values.next();

sb.append(text);
if(values.hasNext()) sb.append(*',™);

output.collect(key, new Text(sb.toString()));
3

Sau khi thyc hién xong nhiém vy Map, cac may slave
s€ thyc hién nhiém vy Reduce. Pau vao cua cac may
Reduce sé 1a cap cac <key, value>, véi key la trang thai ma
doc (NOT OK, OK, N/A) va value 1a tén ctia cac ma doc.
Céac may Reduce s€ nhom cac ma doc cod cung trang thai
thanh ting nhom.

3.4. Cac mé dun chirc nang
3.4.1. Chirc nang phdn tich tinh

Dé thyc hién phan nay, ta can phai c6 két néi mang. Véi
mdt doan Linux shell script s€ tyr dong viéc tinh gia tri MD5
va goi lén dich vu Malware Hash Registry cua Team
Cymru dé kiém tra[10]. Dich vu nay s& phan hoi lai 1a ma
doc da dugc phat hién truge day hay chua, kha nang cac
Antivirus phat hién la bao nhiéu phan tram.

Poan 1énh thuc hién chirc nang phén tich tinh:

#1/bin/bash

MALWARE=$1
MD5="md5sum ${MALWARE} | awk “{print $1}°~

whois -h hash.cymru.com ${MD5} > ${MALWARE}.static

=i

Walware Hash
Registry

7
l HE THONG PHAN TiCH MA 80C
| Kby, 15
2 —gp —o —t—> E
— — I __ [
3 | 2 1 m . ]
Router ’
Flrewall

Hinh 8. Téng quan hoat déng chirc ndng phan tich tinh
Két qua nhan duoc bao céo théng ké bao gom: STT, tén
ma dgc, tinh trang ma doc (NOT OK, OK, N/A), ph?m tram
Antivirus phat hién va bao cao thong ké bao gom: s luong
ma doc dugc phan tich, ) lvong ma doc bi phat hién, s6
lwong mé doc khong bi phat hién, sb luong tap tin xay ra
16i trong qué trinh phan tich.
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3.4.2. Chirc nang phan tich dong

Qua trinh phan tich ma doc dugc thyuc thi trong moi
truong sandbox, ddy 1a méi truong doc lap dé tranh anh
hudng dén cac hé thong khac. Trong hé thdng, ching toist
dung hé diéu hanh Ubuntu 14.04, mi trudng thyc thi ma
doc 1a Windows XP. Chwong trinh st dung b thu vién
VIX API cho phép viét cac doan script tw dong hoa cac
thao tac bat tit may 4o, truyén tap tin giita may that va may
do0. Chuc nang snapshot cia VMware giup khoi phuc lai
nhanh chong dit liéu va céu hinh da duoc danh dau trude
do, ciing c6 nghia 1a ching ta c¢6 thé chon méi truong dé
tién hanh phan tich cho phti hop. Diéu nay rét thuén lgi cho
viéc phan tich ma doc.

4. Két qua thir nghiém va danh gia
4.1. Méi trwong trién khai

Master

Malware Hash

Rogiy J Slave

localhost

Ubuntu 14.04

Két qua Két qui
phan tich phan tich|

May ao 2

Hinh 9. M0 hinh trién khai thir nghiém
Hé théng phéan tich ma dc duogc trién khai trén:
- Hé diéu hanh Ubuntu 14.04
- Nén tang Hadoop: 1.2.1
-Phién ban may ao: VMware Workstation 10.0.3, phién
ban Linux

- Hé diéu hanh may do thuc thi ma doc: Windows XP

- Thyc hién thir nghiém khoang 300 ma déc, ngudn tir
VNCERT [11]forum BKAV [12] va virussign [13]

- M6 hinh thtr nghiém gdém c6 mdt may master va mot
may slave

4.2. Két qud trién khai

-

hadoopuser@TranThanhLiem: ~

hadoopuser@TranThanhLiem:~$ start-all.sh
Warning: SHADOOP_HOME is deprecated.

starting namenode, logging to /home/hadoopuser/apps/hadoop/libexec/../logs/hadoo|
p-hadoopuser-namenode-TranThanhLiem.out

localhost: starting datanode, logging to /home/hadoopuser/apps/hadoop/libexec/..
/logs/hadoop-hadoopuser-datanode-TranThanhLiem.out

localhost: starting secondarynamenode, logging to /home/hadoopuser/apps/hadoop/1|
ibexec/../logs/hadoop-hadoocpuser-secondarynamenode-TranThanhLiem.out

starting jobtracker, logging to /home/hadoopuser/apps/hadoop/libexec/. . /logs/had
oop-hadoopuser-jobtracker-TranThanhLiem.out

localhost: starting tasktracker, logging to /home/hadoopuser /apps/hadoop/libexec|
/. ./logs/hadoop-hadoopuser-tasktracker-TranThanhLiem.out
hadoopuser@TranThanhLiem:~$

Hinh 10. Khdéi chay cdc dich vu ciia Hadoop
DPé khai Q(f)ng cac dich vu Hadoop, ta dung 1énh start-
a[l.sh. Co thé kiém tra lai chuong trinh da chay hay chua
bang 1énh jps.
Trong chuong trinh, ta chon tap tin (*.txt) chira tén cac
ma doc dé phan tich. Sau d6 kich vao nat Malware Analysis
dé chay chuong trinh. Viéc phan tich nay dugc thyc hién

trén nhidu mau tht 1an luot 1a 50, 100, 150, 200, 250 va
300 ma doc.

STT | Tén file | M& MD5 | Tinh tra... | Antivirus... |

1 baidu-player_114.exe 32ca576844b5c987d4c4354a5beld,..  NOT QK 18 [y
2 microsoft-office-2012... e62f0806a7chf732822hb3259635457.,, MOTOK 13
3 itunes, exe a78fffagl1e20f5flb03alac0a0cf089  MOTOK 19
4 onekey-ghost_13452... a64e374945845aaec6ad063a8beds.,. NOT QK 3z
5 m.exe b69f5539030a05c677f21789151hd0...  MOT OK 27
6 utorrent_342 build3... 6bd86dc8594b20847cd81893¢3f507... NOT QK 14
7 arder_receipt.doc.exe  8574d049d1c39d4694a0707415e44... MOT OK 29
8 safeip_2002602 exe 4841cfc782f41f77be54d76312b629f4  NOT OK 15

9 CHHY. exe 1a20d88c3f0f0dfbEc57359225465d24  NOT 0K 27
10 SFAAd3UEWY.exe 4f0e06eadbB8503ffh0952babddef40e4 NOT OK 100
11 fre-disk-wipe_251.exe  03dc2a247ecdd1923eb89bbSdaadc.. NOT OK 11
12 bot.exe 0484821 a0f0dSdadl d6ff2bafans193b  NOT QK 79
13 netspeder 45 exe 1539b3cds0674de405b466fa7fe3f588 MOT OK 14
14 VulanProl2.exe 0916c8b4al Scd9c621ashb2ed5713fefb NOTOK 19

15 ViilamBra 1 min EAnENAEO-22T EA2AGNERFRAR AN ~m MAT O 12

K&t qua phan tich malware:
+ Téng sé file duac kiém tra: 300
+ 58 file nhiém malware: 258
+ 58 file khéng nhiém malware: 42
+ 58 file khéng phan tich: 0

Hinh 11. Két qud phan tich tinh 300 mé déc

Két qua phan tich tinh s& cung cap thong tin bao gdbm
tén ma doc, gia tri MDS5, tinh trang ma doc (NOT OK, OK,
N/A), sb luong Antivirus phat hién va thng ké s6 lugng
mi doc da phan tich, sé lwong ma doc bi phat hién, s6 lwvong
mi doc khong bi phat hién, sé lugng 13i trong qué trinh
phén tich.

Bdng 1. Thoi gian phan tich tinh ma doc trén mot may

sT| Soluwomg | Thoigian |5 L pian | Tite o
ma djc phén tich : ‘
1 50 60 giay 4 | 88.00%
2 100 113 gidy 89 | 89.00%
3 150 150 giay 134 | 89.33%
4 200 185 giay 173 | 86.50%
5 250 222 gidy 219 | 87.60%
6 300 251 gidy 258 | 86.00%

Két qua phan tich tinh lan lugt 1a 44/50, 89/100,
134/150, 173/200, 219/250 va 258/300 véi thoi gian tuong
tmg 14 60, 113, 150, 185, 222 va 251 gidy, ti 1¢ phat hién
ma ddc dat gia tri tir 86.00% dén 89.33%.

STT | Tén file | 4
baidu-player 114... |&
)
itunes.exe HKLM\SOFTWARE\MKrcsoft\Cryptcgraphy\RNG\Seed 79 4AF2 DE 7
onekey-ghost 13... HKLM\SOFTWAREMicrosoftiCryptography\RNGiSeed: ES DA 85 98 8
m.exe
utarrent_342_buil..
order_receipt.do...
safeip_2002602....
9 CHHV. exe
10 sFAAD3UEWD.exe
11 fre-disk-wipe_251...
12 bot.exe
13 netspeder_45.exe

Values modified:1

~

Files[attrimodified:10

C:\Documents and Settings\Administratorintuser.dat.LOG
CAWINDOWS\PrefetcAMALYZE.EXE-0398D67A. pf
C:WINDOWS\system32\config\software, LOG
CAWINDOWS\system32\configisystem,LOG
CAWINDOWS\system32wbem\RepositonFSUNDEX.ETR
C:WINDOWS\system32whem\RepositorFSUNDEX. MAP

ig xﬂ}:ﬂg;gf;’“; C:WINDOWS\system32iwbemiRepositondFS\MAPPING, VER
-Gl CAWINDOWS\system32iwbem\Repository\FS\MAPPINGL. MAP
16 arolic-disk-scann... C:WINDOWS\system32iwbemiRepositor FS\OBJECTS. DATA
17 InternetCut.exe C:WINDOWStsystem32\whemiRepositondFS\OBJECTS, MAP
18 virussign.com_21...
19 virussign.com_Oa... —
20 virussign.com_06... Total changes: 21
21 virussign.com_11... e
22 virussign.com_11... L v
23 virussign.com_05... |y <\ LI

Hinh 12. Két qud phan tich déng

Két qua phan tich dong s& hién thi danh sach ma doc
bén trai va khi kich vao ma doc s& hién thi nhiing hanh vi
ctia ma doc d6 tac dong vao hé thdng thong qua cong cu
Regshot. Hinh 12 minh hoa két qua phén tich dong.

Budc dau, hé thong phén tich va xtr Iy ma doc s& dem
lai nhitng thuan tién trong viéc dam bao an toan thong tin
mang. Vi€c tan dung néng luc cua cac may chu trong thoi
gian roi bang cach dat lich thyc hién gop phan nang cao
nang sudt trong sang kién, cai tién ky thuat, rat ngin duogc
dang ké thoi gian phén tich ma doc.
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He¢ thong phan tich va xir Iy ma doc dugc ting dung tir
mod hinh MapReduce nay dugc hoat dong mot cach tu
dong. Cac céng doan phén tich déu duoc hé théng tu dong
thuc hién, tir cong doan nhan ma ddc cho dén sao chép ma
ddc vao may ao, thyc thi ma doc va cudi cung la dua ra ban
béo cdo chi tiét v& hanh vi ma doc ma khong can con ngudi
tac dong vao.

Qua cac két qua thyc nghiém & trén cho théy ti 1é ma
ddc dugc phat hién trén cac bd thu lan luot 1a 44/50,
89/100, 134/150, 173/200, 219/250 va 258/300, dat tir 86%
tré 1én. Két qua cua hé thng phan tich tinh nay phu thudc
vao dich vu bén ngoai st dung, dich vu Malware Hash
Registry cia Team Cymru. Ngoai ra, ta ciing c6 thé st dung
cac dich vu khac nhu: Virus Total [6].

: phan tich; 6;

-

556 lugng ma doc phantich  ® Pht hiéiZ(%)
&

200

‘Thési gian phan tich; 5; 222

Thi gian phén tich; 4; 155
g
=
300
Thoi gian phan tich; 6; 251

$6 lugng ma doe phan

=
2
K
H
>
&

Phat hién (%); 4,00; 86,
Phat hién (%); 5,00; 87,60
Phat hién (%); 6,00; 86,00

Phat hién

Hinh 13. Biéu dé thoi gian phan tich tinh mé déc trén mét may

Bang 1 thé hién thoi gian phén tich tinh cac ma dgc trén
mdt may. Ta thdy ring sé luong ma doc dugc phan tich
cang tang 1én thi thoi gian phan tich trén mdi mi doc s&
giam lai. Néu s6 luong mé dgc 1a 50 va thoi gian phén tich
1a 60 gidy thi trung binh thoi gian phan tich mo6i ma doc la
1,2 giay. Néu so lugng 1a 300 va thoi gian phan tich 1a 251
gidy thi thoi gian phén tich trung binh chi con lai 13 0,84
gidy (giam 30% trén moi ma doc) (Hinh 13).

Khi trién khai trén cic may chu IBM x3650 M4 (02 x
Xeon 8C E5-2640v2 95W 2.0GHz, 32GB RAM, 02 x
300GB) tai Dai hoc Da Nang thi:

- Thoi gian phén tich trén 2 mdy ao: khoang 150 giay.
Céc giai doan khac da dugc kiém ching thuc nghiém nén
ket qua s€ < 155 giay.

- Mdi ma doc mat trung binh 1,2 gidy phan tich nén thoi

gian phan tich 1000 ma doc la: 1,2 * 1000 / 240 + ~ 5 gidy
(chc giai doan khac) nén két qua s& < 10 gidy.

So voi cac hé thong sandbox mién phi nhu Joe
Sandbox, Threat expert, CW Sandbox, viéc tng dung mo
hinh xir 1y phan tin MapReduce co thé xir 1y hang loat, tur
dong, trong khi cac mé hinh trén chi cho phép nhap mét
ma doc dé phan tich va chua tu dong.So voi nhimg hé thong
xur ly tu dong nhu Buster Sandbox, Cukoo Sandbox hay
Zero Wine Sandbox thi hé thdng nay gitp cho viéc phan
tich dugc thuc hién song song, tang hi¢u ning, giam thoi
gian trong viéc phan tich sé lwong 16n ma doc.

5. Két luan

Bai bao nghién ctru xay dung mod hinh tinh toan phan
tan dé phan tich ma ddc st dung. Viéc trng dung mo hinh
XU ly phan tan nay gitp viéc phan tich va xu ly ma doc
duogc thuc hién mot cach nhanh chong, co s¢ dit liu duoc
cap nhat kip thoi, co thé phan tich hang loat cac tap tin tuy
vao sO lugng may ao, tinh ty dong va tinh tuong thich véi
hé thong cao va dé dang, linh hoat trong viéc xur 1y, khac
phuc su co. H¢ thong sandbox trén mdi trudng phén tan
gitup cho vi¢c phan tich ma doc dugc thuc hién mdt cach
an toan, ngoai ra con giup cho viéc giam thoi gian phan
tich, tang hi¢u qua cong viéc. Hudng nghién ctru ti€p theo
s€ xay dyng co s¢ dir liéu ma doc, xay dung Cac churc ning
bao cao, thong ké so li¢u va canh bao sém.
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