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Toém tét - Hé théng didu khién thiét bi dién (ng dung cong nghé
Internet of Things dwgc xay dung gdm: Phan cléng s dung
Module Wifi ESP-12E ¢6 kha n&ng lap trinh va két néi qua Internet
dé nhan Iénh didu khién tiv xa, dong vai tro la thiét bi chap hanh,
dong th&i doc tin hiéu tr cong tac cam rng dién dung dé& thye hién
viéc dong/ngat tai tiéu thy nguon trwe tiép tlv lwdi dién xoay chiéu
220 VAC. Phan mém diéu khién cai dat trén thlet bi di dong st
dung trng dung Blynk va khai bao cac théng sb cong XUt tin hiéu
trong widget twong tac, dong thei nhan chudi ma xac thuce t server
dé thanh lap kénh truyén thong. Nhw vay, nguwdi dung coé thé diéu
khién va glam sat trang thai hoat dong cla thiét bj dién & bat ky
neoi nao cé Internet.

Tir khéa - mang Iwéi thiét bi két néi Internet; cong téc théng minh;
cam (ng dién dung; moi treong phat trién tich hop Arduino; ma
xac thue; hé théng diéu khién tw dong hoa.

1. Pit van dé

Internet of Things (viét tit 10T) la mang ludi thiét bi két
ndi Internet, duoc didu khién boi cac mach dién tir, phin mém,
cam bién, co ciu chap hanh, ..., cung voi kha nang két ni
mang may tinh gitp cho cac thiét bi nay co thé thu thap va
truyén tai dir liéu, trong do, mdi thiét bi duoc nhan dang va
tich hop vao mang ludi truyén thong, dong thoi gitra cac thiét
bi co kha ning phdi hop voi nhau trong cung ha tang mang.
He thong 10T la sy két hop gitra cong nghé két néi khong day,
thiét bi nhang va Internet dé c6 thé diéu khién cac thiét b tir
xa thong qua dia chi IP (Internet Protocol) dinh danh, tr do
lam tang hiéu qua, do tin cay cua hé théng thiét bj ma khong
can dén su tuong tac truc tiép cua con nguoi [1]. Ung dung
cua 10T rat da dang, trong cac linh vuc nhu: quan ly ha tang,
y té, xay dung va tu dong hoa, giao thdng ... Cac hang cong
nghé 1on trén thé gioi nhur Cisco, Intel, Microsoft, Google da
cong bb nhitng giai phap khai thac va dang diy manh nguén
tai tro cho cac cugc thi y twong sang tao 10T vi nhan thay tiém
ning phat trién cta no trong tuong lai [2].

Tai Viét Nam, [oT da dugc trng dung tr 1au dudi cac hinh
thirc tw dong hoa nhu hé théng didu khién den giao thong,
tram thu phi khdng ding, hé thng tudi tiéu tu dong, nha
théng minh... Vé nguyén ly co ban, mdi thiét bj ngoai viéc
dam nhiém chirc nang hoat dong ban dau va duoc tich hop
thém kha niang két ndi truyén thong, dé co thé tuong tac linh
hoat hon la tiéu chi xay dung thanh hé théng théng minh.
Trong pham vi bai bao nay, nhom tac gia da nghién ciu thiét
ké thiét bi dong ngdt phu tai tiéu thu nguén dién luéi
220 VAC bang cong tidc cham cam #ng cach ly, dong thoi
co thé diéu khién twr xa bang reng dung cai dat trén thiét bi
di dgng thong qua Internet, nham thay thé loai cong tic co
khi truyen théng ma Vvan gitr nguyeén su b tri duong day dién
va hop ndi chdn ngam trong twdng sin co, tao thuan tién cho

Abstract - The Internet of Things appliance control system
consists of a hardware that uses the ESP-12E programmable wifi
module and connects via the Internet to receive remote control
commands as the actuator and read the signal from the
capacitance sensing switch to perform the power off/on of the
power supply directly from the 220 VAC mains. The other part of
the system is a software installed on the mobile device that uses
the Blynk application and declares the output port of the signal in
the interactive widget, as well as receives the authentication code
from the server to establish the communication channel. Thus,
users can control and monitor the operation status of electrical
equipment anywhere there is Internet.

Key words - Internet of Things; smart switch; capacitive sensor;
Arduino IDE (Integrated Development  Environment);
authentication code; automatic control system.

viéc lap dat thiét bi moi nhanh chong ma khéng can can thiép
nhiéu vao két ciu xay dung. Day la giai phap diéu khién thiét
bi théng minh va tiét kiém chi phi dau tw, phu hop voi da sb
can ho sinh hoat trong giai doan hién nay.
2. Giai quyét vén dé

Qua khao sat vé chirc nang ky thuat ciia nhirng san pham
twong tu da xuat hién trén thi truong hién nay, co 2 loai néi
bat do la: cong téc dién thong minh diéu khién tir xa qua
Internet cua Broadlink TC2 [3] chuan US, va cong tdc cam
ung LM-S1 [4] cta Cong ty Lumi Viét Nam. Mdi loai déu
€O uu, nhuge diém riéng nhung déu st dung cong ngh¢ két
ndi khong day Zigbee, va ngoai viéc lip dit cong tic thong
minh con phai trang bi thém bo. kiém soat trung tm dé quan
Iy cac thiét bi da khai bao két néi voi hé thong. Nhur vay, khi
ngudi str dung thuc hién viéc didu khién tir xa thdng qua tng
dung trén thiét bi di dong dé bat/tit phu tai trong lu6i dién,
thuc chit la goi mot lénh dén bo kiém soat trung tam, tiép
theo trung tam s€ phéan Iu0ng va chuyén tlep Iénh d6 dén dia
chi cua Cong tic tuong u’ng aé dong/ngat thiét bi. Phu’orng
phap gian tiép (Hinh 1) nay c6 wu diém la: d& dang quan ly
tit ca cac thiét bi dién, co thé mo rong phan cing hé théng
bing cach khai bao trén b kiém soat trung tam, phu hop voi
m6 hinh didu khién c6 s6 luong thiét b lon.
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Hinh 1. Phirong phdp diéu khién gidn tiép
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Phuong phap ma nhom tac gia lua chon thuc hién la tao
su két ni tryc tiép tir thiét bi di dong dén ting phan tir cong
thc thdng minh (Hinh 2) dé diéu khién viéc dong/ngét tai. Viec
phan ludng tin hiéu duoc thuc hién bing cach thiét ké phan
mém {ing dung cai dat trén thiét bi di dong, sao cho ngudi sur
dung co thé tuy bién linh hoat theo timng truong hop ap dung
thuc té tai vi tri lap dat thiét bi. Nghia la, trén phan mém duoc
chia thanh ting trang riéng biét, mdi trang tuong ng s& két
néi voi mot cong tic thong minh qua dia chi IP doc 1ap, va sb
kénh diéu khién trong cac trang nay co thé dugc thay doi boi
ngudi str dung nhu: thém vao phan tir diéu khién, hoac loai bo
phin tir dang c6 dé phu hop vai timg muc dich khac nhau.
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Hinh 2. Phucong phdp diéu khién tryc tiép

Nhu vay, sy khac biét ro nét gitra 2 phuong phap diéu
khién la:

- Phuong phap diéu khién gian tiép can phai qua bo
kiém soat trung tam, va thict bi di dong dong vai tro la
thanh phan phat I¢énh tu nguoi su dung, chi can két noi dén
mot dia chi IP duy nhat.

- Trong khi do, véi phuong phap d@éu khién truc tiép
thi thiét bi di déng can két noi dén nhiéu dia chi IP riéng
bi¢t trong ng voi tung cong tac, nhi¢m vy phan luong tin
hiéu duoc khai bao truc tiép ngay trong phan mém.

3. Két qua nghién ciru
3.1. So dé khéi hé thong

T yéu cau sir dung dbi voi thiét bi cong tac thdng minh
trong diu kién thuc té dat ra nhu sau: mach didu khién can
duoc tich hop bo phan chuyén déi mac ngudn tir dién ludi
220 VAC tro thanh mac 5 VDC 6n dinh dé cung cap cho
cac thanh phan trong mach; ¢ chirc ning truyén thong qua
Internet dé diéu khién tir xa; c6 thé tac dong truc tiép bing
cach cham tay dé thay ddi trang thai dong/ngét cua tai tiéu
thy, dam bao sy an toan va do bén trong qua trinh sir dung.
Nhom tac gia da nghién ciru va xay dung bé cuc phan cing
cho thiét bi cong tic diéu khién théng minh gom cac khéi
chtre ndng nhu Hinh 3.

Ngudn dién ludi 220VAC

PlIN
NgudmAC-DE Module WIFI Relay " p -
Jnag ESP-12€ cong sudt Ja
5V/3wW 1 tiéuthy [—
T 220VAC
Cong tic
cam ting
dién dung

Hinh 3. So d6 khéi cdu tao phan cing cua cong tic thdng minh

Nguyén |y hoat dong téng quat cta thiét bi nhu sau: Khi
sir dung trong muc dich dong/ngit tai, hai khéi “Module
Wifi ESP-12E” va “Cong tac cam tng dién dung” c6 tac
dung diéu khién tuong dwong, tirc la néu nguoi dung cham
tay truc tiép vao vung cam tng cua cong tic dién dung,
khdi nay s& gai 1 tin hi¢u dén “Relay cong suat” (thdng qua
khéi trung gian ESP-12E) dé lam thay ddi trang thai hién
tai cua Relay tir tit sang dan, hodc nguoc lai néu dang dan
s& chuyén thanh tit, va didu nay dan dén su thay doi trang
thai cua “Tai tiéu thu”. Tuong tuy nhu vay, thdng tin vé
trang thai hién tai duoc luu trong vung nhd SRAM cua
“Module ESP-12E” va né duoc lap trinh sao cho khi khdi
nay nhan duoc 1 1énh goi dén tir phan mém didu khién thich
hop da cai dat trén thiét bi di dong théng qua két nbi wifi,
s¢ thuc hién viéc dao ngugc trang thai trude do.

Ngoai ra, kich thudc tong thé cua mach duogc thiét ké
Iip dat vira trong hop ndi day chon twdng 7cm x 12cm tidu
chuén, dé cong tac ddu ndi thay thé trén bang dién khéng
lam anh huong dén hé théng day dién hién tai va dat yéu
cau vé tinh thim my.

3.2. Cdu truc phan cung
3.2.1. Cong tac cam ung

Thanh phan chinh tao nén module cam ng dién dung
(Hinh 4) co tac dung phat hién trang thai khi cham tay la
IC AT42QT1010, day 1a bo cam bién s6 hoat dong theo co
ché nap dién tich vao ban cuc tu @& mo phong truong cam
g, st dung cac chu ky chuyén déi dién ap dé thu tin hiéu,
¢ thoi gian dap img nhanh, dat khoang cach vai cm cam
g xuyén thau qua bé mat vat liéu cach dién nhu: thuy
tinh, nhua, da, gém hay go.

Hinh 4. Cam ung dién dung AT42QT1010

Cac tin hiéu sau khi nhan dugc phai trai qua giai doan
xur ly s& dé loai bo nhidu xung, bang cach sir dung bo loc
“ddng thuan” doi hoi 4 1an xac nhan lién tiép cua 1 phat
hién trudc khi dau ra dugc kich hoat 1én muc logic cao. Sau
d6 bo dém xung dau vao duoc dat lai vé 0 (trang thai cho)
cho dén khi ¢o sy tac dong tiép theo [5].
3.2.2. Module Wifi ESP-12E

La module UART-Wifi tiéu thu dién nang thip, duoc
thiét ké dac biét cho cac thiét bi di dong va ng dung loT,
v6i chire nang két ndi Internet va mang noi bo bang song
khong day wifi chuan 1HEE802.11b/g/n, giao thirc TCP/IP
hoan chinh. Phan I5i 1a bo xt Iy 32bit ESP8266 [6] vai kich
thudc nho, ¢o thé lap trinh dé khoi dong tryc tiép tir vang
nhé Flash ¢6 dung lugng 4 MB, hd tro toc do xung dong
bo 80 MHz cho phép dat mic téi da 16 MHz.

o
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Hinh 5. Module Wifi ESP-12E



28

Tran Thanh Ha, L& Ngoc Quy Van, Tran Thanh

_ X1 dao dong thach anh ngoai tan s6 duoc hd trg bao
gom 40 MHz, 26 MHz va 24 MHz, d¢ chinh xac ap dung
la £10PPM, pham vi nhiét d6 hoat dong tir -20°C deén 85°C.
3.2.3. Nguon AC-DC

Mach ngudn xung chuyén doi mirc dién ap xoay chiéu
AC thanh muc 5 VDC 6n ap, cong suat toi da 3 W, co thanh
phan hoi tiep am gitr cho dién ap ngo ra ludn on dinh, tu
bao vé khi ngan mach, dd gon dién ap va nhiéu thap [9].

Hinh 6. Module AC-DC HLK-PMO01
Théng sb ky thuat:
Pién ap vao: 100 V ~ 270 V (AC):

+3v3

bién ap ngo ra: 5 VDC;

Dong ra 16n nhit: 600 mA;

Nhiét do hoat dong: -20°C ~ +80°C;

Thoi gian st dung tdi da: MTBF > 100.000 h.

Kich thuéc tong thé bén ngoai cua module la: 16 mm x
24 mm x 3 mm (Hinh 5) dang SOP-210mil, thanh phan
antenna,BdBi duoc tich 'hqp truc tiép trén board mach. Cac
thong so ky thuat chi tiét caa ESP-12E tham khao thém tu
datasheet tai dia chi: http://www.ai-thinker.com

IC1 ESP8266 la dang chip SoC (system on chip) [7]
duoc nhiing véi b¢ diéu khién bao gom SRAM va ROM.
MCU (microcontroller unit) [8] co thé truy cap bo nhé don
vi théng qua giao dién iBus, dBus, va AHB theo yéu cau,
trong khi bo xir Iy s& quyét dinh trinh ty thyc thi theo thoi
gian khi tiép nhan cac yéu cau.

IC; 12 bd nh¢ Flash ngoai, truyén thdng toc do cao theo
chuén néi tiép SPI (serial peripheral bus), cé tac dung luu
trir cac doan ma cua nguoi lap trinh.

So dd nguyén ly, Hinh 7.
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Hinh 7. So' @6 nguyén ly cia Module ESP-12E

3.2.4. Mach Relay

Output 48-430v AC l

Output —t= |
Device [ : |
O pto-coupler (Triac) I e
_______ 7 | |z |
] » ! 2
FE1S 15
I > ‘ 12
e Zero-crossing : = |
Photodetector Detector and A |
Triggering

Hinh 8. Cdu tqo relay thé rdn
Solid State Relay -SSR (hay con goi la relay ban dan)

la loai relay sur dung linh ki¢n ban dan Thyristor (SCR) dé
thay thé cho tiép diém co khi, lam nhiém vu dan dong dién
co cudr}g d6 10n di qua trén phy tai khi no nhan duogc tin
hi¢u dicu khién 0 ngo véo,‘ viéc bao vé gitta mach diéu
khien va dién ap cao ¢ tai dau ra duoc thuc hién boi thanh
phan Opto cach ly quang [10].

Uu diém chinh cua SSR la do tin cay cao, giam nhiéu
dién ta EMI, khong phong ho quang dién va thoi gian dap
ung nhanh.

Nhuoc diém: phat sinh nhiét nén can duoc tan nhiét
thich hop, tudi tho ngan.

3.3. M6 hinh san phdm
3.3.1. So do nguyén ly chi tiét
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Hinh 9. So' do nguyén ly mach xu ly tin hiéu
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Hinh 10. So' dé nguyén ly mach cong sudt

Chuc nang hoat dong cua cac thanh phanlinhkiéntrong  3.3.2. Mach in san pham
so d6 mach (Hinh 9 va 10) nhu sau: Khi két hop cac module thanh phan lai thanh mach diéu
IC; ESP-12E: la mach tich hgp vi xtr ly ESP8266 va  khién thong nhat sé c6 dang nhu Hinh 11 va 12.

Module Wifi, dong vai tro diéu khién trung tam.

Tu C; loc nguén 3V3.

IC, CP2102: giao tiép voi may tinh kieu UART
(Universal Asynchronous Reseiver/ Transmitter) truyen
thdng tin noi tiép khéng dong bo.

IC3 AMS1117 mach 6n ap ngudn 3V3.

SW; niit nhan reset truc tiép.

Qs + Qs S8050 cac transistor dém dong cho relay.

cong USB.

) . X Hinh 11. Mach cong tic ~ Hinh 12. Mach xuz Iy tin hiéu va
Relay G3MB dong/ngat tai cong suat. cam ing diéu khién cong sudt

HLK-PMO01 mach ngudn xung chuyén doi mic dién ap
220 VAC thanh 5 VDC on ap.
D1 1N5819 diode schottky bao v¢ dién ap nguoc cho  té, va dwoc ghép ndi voi phin board diéu khién boi 2 hang

Mach cong téc c6 thé thay doi tir 1 dén t6i da 4 vi tri cam
ung tuy theo nhu cau vé so lugng thiét bi s dung trong thuc

chan cim Header 15 dé tach roi, hoac thay thé khi can.

J1 cong USB 2.0 két ndi voi may tinh. Thanh phan trung tam cia mach nay la Module
Touch; va Touch; la cac cdng tac cam ang cham tay. ESP-12E voi chirc ning két noi Internet dé nhan Iénh diéu
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khién dong/ngét tai thong qua cac relay dwoc tach thanh 4
kénh riéng biét, mach cong suét hoan toan co thé hoat dong
doc lap hoic két hop voi phan cong tic cam tng.
3.4. Phan mém diéu khién
3.4.1. Cai dat Firmware cho Module Wifi ESP-12E

La ma ngudn dugc lap trinh bang ngdn ngir C++ va
thdng qua trinh bién dich Arduino IDE [11] dé nap vao
vung nho Flash cua ESP-12E, co6 tac dung khoi dong cho
phan cing khi duoc cip ngudn sé hoat dong theo ké hoach
dinh san. Trong d6, trudng “YourAuthToken” la mot day
ky tu co dang “c7a204c5e06b4f0282f6ccel0ab275e5”.
Pay la ma xac thuc bao mat riéng ddi voi tng du an, no tu
sinh theo quy luat ngau nhién boi Blynk sever trong giai
doan tao ing dung diéu khién trén thiét bi di dong, co tac
dung d6i chiéu gitra tng dung trén thiét bi di dong va phan
cing ESP-12E dé két ndi chang lai v6i nhau, sin sang cho
viéc truyén thang.

EB ESP8266_Standalone | Arduino 1.8.2 - o X

File Edit Sketch Tools Help

NodeMCU 1.0 (ESP-12E Module), 80 MHz, 8300,

Hinh 13. Qud trinh upload ma nguén cho ESP-12E

Truong “YourNetworkName” va “YourPassword” la
tén mang va mat khau cua diém phat wifi, trong pham vi
két ndi cua ESP-12E. Ca 3 truong nay déu dwoc khai bao
trong ma ngudn. Nhu vay, khi hoat dong ESP-12E s& tro
thanh mét tram chap hanh trong mang va cé thé truy cap
dé diéu khién tir xa qua Internet.

3.4.2. Tao ung dung diéu khién trén thiét bi di dong

Blynk [12] la mot ting dung nén hoat dong trén thiét bi
di dong, no chira thu vién cac trang thai nhu: nat nhan, thanh
truot, hen gio, can gat da chidu, mot sé widget hién thi thong
tin va thu thap dir liéu tir cam bién ... Ban dau, khi goi ng
dung khai chay, nguoi ding can tao tai khoan dang nhap hé
théng dé tao mot du an mai, va lya chon tir thur vién nhing
widget phu hop cho myc dich diéu khién. Tlep theo, khai bao
théng sb tuong ng véi phan Cung dang su dung (trong
treong hop nay la cac chan xuét tin hiéu trén Module

4N (3M SPIFFS) on COMS

ESP-12E. Ung dung Blynk s& truy cap dir liéu tir Blynk

server dé tim kiém ma xac thuc trung khop da duoc cai dat

trén phan cimg, sau do thanh lap kénh két néi truyén thong

gitra hai diu. Nhu vy, nguoi dung hoan toan c6 thé goi di

nhitng 1&nh can thyc hién tir ng dung nay dén phan ciing

chip hanh dé chi dinh trang thai dong/ngét thiét b tir xa.
CoH o &un7ss

@ SmatSWITCH {7 O

%} Smart SWITCH
f‘} Online

f

rng dung diéu khién trén di déng da phat hién
va két ndi thanh céng vai ESP-12E

Hinh 14. Giao dién diéu khién trén thiét bj di dgng

4. Két luan

Noi dung bai bao da phan tich dugc uu, nhugc diém cua
phuong phap diéu khién gian tiép dang dwoc ap dung trén
cac san pham cong tic thong minh luu hanh phé bién trén
th1 truong hién nay. Tur do dua ra phuong phap glal quyét
van dé mai, bang cach thiét ké bé cuc phan cting chap hanh
gon va co thé tuy bién linh hoat hon, dap tmg duoc yéu ciu
dat ra. Hé thong diéu khién va giam sat thiét bi qua Internet
la giai phap diéu khién thong minh va tiét kiém chi phi dau
tu, cac chirc nang co ban da dap ng dwoc nhu cu cua da
s6 ho gia dinh trong giai doan hién nay. Nhom nghién ciru
dang tiép tuc hoan thién san pham va nang cap chirc nang
dé dua vao st dung thuc té trong muc dlch quan Iy thiét bi
dao tao. Pay la huong phat trién tat yéu trén thé gisi ma
cac hang cong nghé dang dau tu.
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