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AN INNOVATING SOLUTION FOR AODV ROUTING PROTOCOL AGAINST
THE BLACKHOLE NODE ATTACK IN MANET
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Toém tat - Bai bao phan tich khuyét diém xuét hién trong qua trinh
kham phéa dwong di dan dén viéc bj tAn cong 16 den cla giao thirc
dinh tuyén AODV trén mang MANET. Qua d6, bai bao d& xuat mot
giao thire dinh tuyén cai tién 1a DIAODV cho phép phat hién va loai
triy nat 16 den dwa trén viéc déi sanh gia tri DSN (Destination
Sequence Number) cla géi RREP véi gia tri SN (Sequence
Number) cwc dai clia tAt ca cac nit mang trong qua trinh kham pha
dwong di. Viéc cai dat danh gia hiéu nang cua giao thirc DIAODV
va AODV trén hé md phong NS2 trude sy tén dng clia cac nit 16
den cung duoc trinh bay nham danh gia két qua nghién ctru. Théng
qua giai phap chéng tan cong 16 den giao thirc AODV da thuc hién,
sé tao co s& cho nhirng nghién clru sau nay.

Tr khéa - MANET; AODV; DIAODV; giao thirc dinh tuyén; tAn céng
16 den.

1. Gioi thiéu

Giao thirc AODV thudc nhom giao thirc dinh tuyén theo
yéu cau, pht hop trong méi truong mang tiry bién di dong
(MANET) nho vao co ché kham phéa dudng di khi can thiét.
Tuy nhién, trong qué trinh kham pha dudng di AODV st
dung thong tin cua goi RREP (Route Reply) dé thiét lap
duong di ma khong kiém tra do tin cy thong tin. Khuyét
diém nay da tao diéu kién cho nut 18 den tin cong lam 1éch
huéng dudng di cua tit ca cic nit mang trong hé thong,
budc cac nut mang nay dinh tuyén dit liéu &én nat 15 den.

Dé thyc hién tin cong 15 den trong giao thirc AODV,
nut 16 den cho goi RREQ guri tir nat ngudn. Khi nhan duoc
g01 RREQ, nut 16 den ngay lap tirc guri tra 161 goi tin RREP
v6i thong tin sai 1éch nham chuyén huéng duong di dén nut
16 den. Két qua 1a moi dir li€u gui tir nit nguon s& dugce
chuyén dén nut 15 den va bj nat 15 den huy (drop) tit ca
thay vi phai chuyén dén nut dich [4][11].

Dic diém nhan biét tin cong 15 den 1a nuat 16 den ngay
lap tirc tra 101 goi tin RREP t6i nat nguon gui yéu cau
RREQ (Route Request). Vi vay chi can loai bo gbi tin
RREP dau tién nhan dwoc va chip nhan goi tin RREP thu
hai dé thiét 1ap dudng di [11]. Pay chinh 1a giai phap dugc
str dung dé xay dung giao thirc idsAODV. Han ché cua giai
phép nay la khong phai bao gior goi tin RREP nhan dau tién
cling dén tir nit 16 den. Viéc loai bo goi RREP dau tién s&
cho ra mot tuyén duong véi chi phi khong tot, tham chi
tuyén duong nay s& dan dén nut 16 den, vi c¢6 thé géi RREP
thr hai nhan dugc dén tir nut 15 den.

Giai phap phat hién nut 16 den dwa vao viéc ddi sanh
gia tri DSN cua go6i RREP voi gia tri ngudng trung binh SN
clia tit ca nut lang giéng da duoc dé xuat [9]. Qua trinh tinh
toan gia tri trung binh nay dugc thuc hi¢n sau khoang thoi
gian qui dinh. Piéu nay gitp hé thong co thé phat hién niit
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16 den mot cach ty dong. Tuy nhién, giai phap nay can phai
¢6 thoi gian dé thiét 1ap duoc ngudng trudce khi hé théng
hoat dong on dinh.

Giai phap bao mat thong tin géi RREQ, RREP bing
cach st dung thuét toan ma hoa RSA[7] va ham bam
SHA[8], MD5[10] da dugc dé xuét. Giao thirc xay dyng tir
céc giai phap nay c6 wu diém 14 tinh bao mat cao, tuy nhién
thoi gian tré ciia hé thong 16n va khong thé giao tiép dugc
v6i hé thong sir dung giao thirc AODV truyén thong.

Bai bao nay dé xuat giai phap chdng tan cong 18 den va xay
dung giao thirc DIAODV, chi tiét duoc trinh bay tai muc 3.2.

2. Tén cong 16 den trong giao thirct AODV trén mang MANET
2.1. Tong quan vé mang MANET

MANET con duge goi la mang tuy bién di dong, két ndi
v0i nhau thong qua céc lién két khong déy tao nén mang
doc lap, khong phu thudc vao co s6 ha tang mang. Cac nat
trong mang c6 thé di chuyén doc lap theo moi huong, va
két hgp V(’{i nhau dé gui dir li€u téi nat nam ¢ xa khu vuc
két n6i. Moi nut trong mang MANET vira dong vai tro cua
mot mdy (host) dong thoi dam nhén chirc ndng cua mét bo
dinh tuyén (router) gitip dinh tuyén dir li¢u.

2.2. Qua trinh kham pha dwong di ciia giao thirc AODV

Nut nguon khoi dong qua trinh kham pha duong di
bang cach phat quang ba mot goi yéu cau RREQ. Cac nat
lang giéng tiép tuc phat quang ba géi yéu cau RREQ khi
chua xac dinh dugc duong Q1 dén dich. Qua tr1nh lap dén
khi nat dich nhan g()@ yéu cau RREQ hodc xuat hién mot
nut trung gian coé tuyén duong di dén dich.

Nut dich tra 1oi goi RREP vé nat ngudn nhd vao thong
tin duong di nguoc da duge luu trude do. Céac nat trung
gian ph01 hop chuyen g6i RREP vé nut nguon. Qua trinh
nay lip dén khi ngudn nhan dugc goi RREP.
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Bing 1. Khai bdo cdu triic goi RREQ trén NS2

struct hdr_aodv_request

{
u_int8 t rq hop count;
u_int32 t rq bcast id;
nsaddr t  rq_dst;
u int32 t rq dst seqno;
nsaddr t  rq_src;
u int32 t q src_seqno;
}

Bing 2. Khai bdo cdu triic g6i RREP trén NS2

struct hdr_aodv_reply

{
u_int8 t rp_hop_count;
nsaddr t rp_dst;
u_int32 t rp_dst seqno;
nsaddr t Ip_SIC;

}

Mo ta qua trinh kham pha duong di tir ntit nguon (1)
dén nat dich (4) nhu sau:

- Qua trinh chuyén géi RREQ: Nut ngudn (1) phat
quéang ba gbi RREQ dé kham pha duong di dén nit (2) va
(3). Nut (2) va (3) tiép tuc phat goi yéu cau RREQ dén niit
(4) va (5) dong thoi cép nhét thong tin tuyen duong di
nguoc vé nguon. Nt (4) tra 161 goi RREP vé nut (2) vi thay
rang né 1a dich dén. Tuong tu, nut (5) chuyen tiép goi
RREQ dén nut (6), nit (6) chuyén goi RREQ vé nit (4).
Tai nut (4) s€ huy goéi RREQ vi da nhan trudc do tir ntit (2).

-» Huwoéng di RREP
—» Huwdéng di RREQ

Hinh 1. Qua trinh kham pha duong di
Bing 3. Thong tin géi RREQ tai méi niit

vao bang dinh tuyén va cap nhat lai gia tri SN. Trong
truong hop nay thong tin dinh tuyén tai nut (1) c6 y nghia
1a dé chuyén goi tin dén nut (4) phai chuyén dén nut (2) véi
chi phi tt nhat 13 2.

Bing 4. Théng tin géi RREP tai méi mit

Nut HC Nguéon Dich DSN
4 2 1 4 26
2 2 1 4 26
1 2 1 4 26

Bing 5. Bing dinh tuyén tai méi niit

Nt Dich | Tiép | SN | HC
1 4 2 26 2
2 1 1 20 1

4 4 26 1
3 1 1 20 1

4 1 2 20 2
5 1 320 2
6 1 5 20 3

2.3. Tin cong 16 den trong giao thirc AODV

Trong qua trinh kham phéa duong di, giao thirc AODV
chip nhan tit ca géi RREP nhan dwoc dé lam thong tin xac
dinh duong di ma khong kiém tra tinh hop 1¢ thong tin cua gbi
RREP. Chinh khuyét diém nay da lam cho AODV bi tén cong
16 den bang goi RREP gia mao. Qua trinh nat 16 den tan cong
lam sai Iéch thong tin duong di dugc thyc hién nhu sau:

. SO

BIackHoIe

SN:20

Q - 0 SN:25

-» Huwéng di RREP
—» Huwéng di RREQ

Hinh 2. Qud trinh nit 16 den tan cong
Nut ngudn (1) quang ba goéi RREQ dé xac dinh dudng
di dén nut (2) va (3). Nut 18 den (3) lap tirc tra 1i géi RREP
gia mao vé niit ngudn (1), thong tin goi RREP dugc md ta
nhu bang 7. Nut ngudn (1) cip nhét vao bang dinh tuyén
thong tin duong di dén nut dich (4) véi chi phi la 1 va SN

Nt ID HC Nguon SN Dich DSN 1a 4294967295. ~
1 10 0 1 20 4 0 Bdng 6. Thong tin goi RREQ tai moi nut
2 10 1 1 20 4 0 Nt ID HC Ngudén SN Dich DSN
3 100 1 1 20 4 0 1 100 0 1 20 4 0
4 100 2 1 20 4 0 2 10 1 1 20 4 0
5 100 2 1 20 4 0 3 10 1 1 20 4 0
6 100 3 1 20 4 0 4 10 2 1 20 4 0

- Qua trinh tra 101 géi RREP: Nut (4) chuyén goi tra
161 RREP vé niit (2), nat (2) tlep tuc chuyen g6i RREP vé
nut (1), nat (1) cap nhat thong tin duong di mai kham pha

Nut (2) chuyén quang ba goi RREQ dén nit (4). Nat dich
(4) tra 101 goi RREP vé nat (2), nat (2) chuyén tiép goi RREP
ve nut (1), nut (1) loai bd gdi RREP nay vi gia tri DSN cia



TAP CHI KHOA HOC VA CONG NGHE DBAI HOC BA NANG - SO 7(80).2014 135

g6i RREP < SN cua tuyén duong hién tai trong bang dinh
tuyén. Luc nay trong bang dinh tuyén cia nit nguén (1) ton
tai duong di dén nit 16 den vai chi phi tot nhat.

Bing 7. Théng tin géi RREP trd 1oi tir mit 16 den

sendReply (rq->rq_sre,
1,
index,
4294967295,
MY _ROUTE TIMEOUT,
rq->rq_timestamp);

Bing 8. Théng tin g6i RREP tai méi mit

Nut HC Ngudn Dich DSN
4 2 1 4 26
2 2 1 4 26
1 1 1 4 4294967295
2 1 4 26
Bing 9. Bing dinh tuyén tai méi niit
Nut Pich | Tiép | SN | HC
1 4 3 4294967295 1
2 11 20 1
4 4 26 1
4 1 2 20 2

3. Chong tin cong 16 den trong giao thirc AODV
3.1. Nhitng nghién ciru lién quan

Chéng tan cong 16 den giao thirc dinh tuyén AODV
dugc nhicu tic gia quan tdm nghién ctru, da c6 mot sO giao
thirc bao méat duoc dé xuat.

Nhom 1: gém cac giao thire sir dung thong tin tra 1oi
cua goi RREP d¢ chong tan cong 16 den. U:u diém la cac
giao_thuc thuoc nhom nay co thé giao ti€p véi AODV
truyén thong, thoi gian tré ctia hé thong thap, tuy nhién kha
nang bao mat khong cao.

_ Nhém 2: gdm cac giao thirc c6 sir dung cac thuat toan
de€ bao mat thong tin goi RREQ va RREP nhu: thuat toan
ma hoa RSA[7], ham bam SHA[8] va MD5[10]. Uu diém
1a tinh bao mat cao, nhung thoi gian tré 16n va khong thé
giao ti€p dugc voi hé thong su dung giao thic AODV
truyén thong.

Chéng tan cong 16 den AODV

| idsAODV

> NHOM 1 fplpl

AODVR

A-SAODV

‘> NHOM2 [»lsl sD-AODV

Hinh 3. Giao thirc chong tin cong 16 den

3.2. Pé xuit giao thirc DIAODV

Bai bao d& xuét giao thirc DIAODV cii tién cho
phép phat hién va cb 1ap nut 15 den xuét hién trong
mang MANET st dung giao thitc AODV. Piém cai
tién 1a trong qua trinh kham pha duong di, DIAODV
st dung thuat toan cho phép phat hién goi tra 1oi
RREP gid mao. Thuat toan su dung trong DIAODV
thuc hién qua 2 giai doan:

* Giai doan 1: Cap nhat gia tri maxSN tai mdi nut
trong qua trinh kham pha duong di.

Nhéan g6i RREQ

RREQ.SN<SN

Ve Tra 1o
| maxSN = RREQ.SN RREP_US

Hinh 4. Thudt todan cdp nhdt gid tri maxSN
Mbi nat mang trong hé thong duy tri gia tri maxSN, gia
tri nay ludn dugc cdp nhat thong qua qua trinh nhan,
chuyén tiep goi RREQ va goi RREP_US.

Bdng 10. Khai bdo goi RREP_US trén NS2

struct hdr_aodv_rrep_us {
u_int32 t
u_int8 t

rpu_max_sn;
pu_type;

§
* Giai dogn 2: Kiém tra & nhan biét goi RREP gia mao.

| saf = RREPDSN / (maxSN + 1)

§¢—1 Ngudn nhan géi RREP

Két thuc

| HiyRREP

Hinh 5. Thudt toan phat hién goi RREP gid mao
Nut mang thye hién viéc kiém tra dé phat hién sy dot
bién qua 16n cua gia tri DSN trong goi tra 16i RREP nhan
duoc tir nut lang giéng. Goi RREP hop 18 néu ty 16 giira gia
tri DSN cua géi RREP v6i maxSN khong vuot qué ngudng
(th) cho phép.
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4. Cai dat mod phong

Bai bao da cai ddt mo phong trén hé mo phong NS2 dé
danh gia hiéu qua cta giao thirc cai tién DIAODV. Kich ban
mang md phong duoc tién hanh véi s lugng nut 15 den tir 1
dén 5 nat, mdi kich ban hoat dong voi giao thirc AODV va
DIAODV. Tiéu chi danh gi4 hiéu qua 1a tong sb goi tin bi
hay ciia mdi kich ban. Giao dién mé phong dugc trinh bay
trong hinh 6, thong s6 mo phong dugc trinh bay trong bang
11, két qua md phong dugc tong hop trong so d6 hinh 7.

Bing 11. Théng sé thiét ldp mé phong

Théng sé | Gid tri
Khu viee dia ly | 1000m x 1000m
Ving thu phat song | 250m
Thoi gian mé phong | 100s
Dang truyén thong | CPR
S6 két noi | 5 UDP
Toc do truyén | 100 Kb/s
Thoi gian tré | 0.001s
Kich thuoc goi tin | 512 bytes
Hang doi | FIFO (DropTail)
Tong so nit mang | 15 (mit)
So niit 16 den | 1,2, 3, 4, 5 (niiz)
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Hinh 6. Giao dién mé phong tin cong 16 den mang MANET
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S8 nit 1& den xuat hién
DIAODV 0.32 0.47 0.50 0.58 2.08
AODV 59.35 76.80 82.97 84.02 99.91
L6 den 1 2 3 4 5

Hinh 7. Biéu dé thong ké ty 1é (%) g6i bi hity do tan céng 16 den

Két qua mo phong cho thiy s goi tin bi huy ty 1¢ thuan
v6i sO lugng nit 16 den xudt hién, s lugng goi tin bi huy
do tin cong 15 den cua giao thirc DIAODV 16n nhét 1a
2.08%, trong khi giao thirc AODV c6 s lugng goi bi huy
16n nhat 99.91%. Trong ca 5 kich ban mé phéng, giao thic
DIAODV déu hoat dong hiéu qua hon giao thic AODV
trude sy tan cong 18 den.

5. Két luan

Nhur véy, bai bao da phén tich hinh thirc tin cong 16 den
trong giao thuc AODYV, va da dua ra giao thitc DIAODYV cai
tién tr AODV. Két qua mo phong cho thiy giao thirc
DIAODV hoat dong hiéu qua hon rat nhiéu so véi giao thirc
AODV trong mdi truong bi tin cong 16 den. Tuong lai, nhom
tac gia s& tiép tuc nghién ctru cai dit thudt toan nay cho cac
giao thirc khac thudc nhém dinh tuyén theo yéu cau nhu
DSR, TORA cho phép bao mat hon trude sy tin cong 18 den.
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