ISSN 1859-1531 - TAP CHi KHOA HOC VA CONG NGHE DAI HOC DA NANG, SO 3(124).2018 33
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DUNG TRONG HE THONG TU DPQNG HOA TRAM BIEN AP

TESTING UTILITY COMMUNICATION PROTOCOL IEC 60870-5-101/104
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Toém tat - Muc dich cta bai béao 1a gidi quyét cac tinh huéng thuc té
lién quan dén viéc thtr nghiém hai giao thirc truyén théng IEC 60870-
5-101 (IEC101) va IEC 60870-5-104 (IEC104), nhdm gitp cho can
bd ky thuat lwa chon md hinh Scada phu hop, thuwe hién hiéu qua
chd trvong tw dong hoa tram bién ap ctia EVN CPC. DAu tién, céng
viéc thir nghiém can thiét phai phan biét dwoc sy khac nhau co ban
gitta IEC101 va IEC104. Sau d6, st dung phan mém Survalent
Scada dé thiét Iap (ng dung IEC101 tai TBA 110kV Hoa Thuan,
IEC104 tai TBA 110kV Dién Loc theo yéu ciu cia EVN. Tiép theo,
bai bao trinh bay cach thirc thir nghiém point to point tai tram bién
ap, end to end voi Trung tam diéu do Hé thdng dién Mién Trung.
Cudi cuing, két qua clia bai bao khéng chi la danh gia hé théng thong
tin Scada trong mét tram bién ap, ma né con cho phép kha nang mé
réng giai phap trong twong lai va dé trién khai cho cac TBA khac.

Tir khoa - SCADA; Tram bién ap; Gateway; giao thirc truyén thong
IEC 60870-5-101; giao thic truyén thong IEC 60870-5-104

1. Pit van dé

Trudc ndm 2010, cac thiét bi dau cudi RTU (vi du
RTU560 ciia ABB, XCELL cua Microsol,...) dt tai tram bién
ap (TBA) 110kV/220kV/500kV hodc nha may dién & Viét
Nam nham phuc vu muc dich thu thap va truyén dit liéu vé hé
théng SCADA (Trung tim Diéu d6 Dién lyc - B41, Trung tm
diéu khién - TTPK, hodc Piéu d6 Mién Al, A2, A3) thong
qua giao thirc IEC 60870-5-101 (IEC101) nhu trén Hinh 1.
Loai RTU nay sir dung ngudn nudi 48Vdc. Céc tin hiéu didu
khién, giam sat duoc lay tir cac tiép diém phu cta role trung
gian trong mach diéu khién, giam sat DCL, DTD, MC, MBA,
role bao vé (RLBV) tai TBA dé dua vao cac card /O cua
RTU. Cac tin hi¢u do luong duoc lay tir TU, TI dua vao
transducer va két ndi den RTU théng qua cong giao tiép
RS485 voi giao thirc truyén thong Modbus. Sau d6, RTU dua
ra cac thong s6 nhu P, Q, F, OLTC, va Cos©. Giai phap két
ndi ndy c6 wu diém 1a thu thap dugc cac tin hidu dicu khlen
giam sat khong phy thudc vao RLBV ciia cac hing san xuat
khéc nhau. Tuy nhién, no ¢6 rat nhidu nhuoc diém [2]:

- Vao thoi diém hién nay, khi mé rong thém ngan 19
méi va RTU, nguoi dung s€ phu thudc hoan toan vao cong
nghé ciia nha san xuit dé nang cip Ién giao thirc IEC
60870-5-104 (IEC104), IEC61850, mua license dé ting sb
luong datapoints, bd sung thém card I/O va transducer;

- Lip dit qua nhiéu thiét bi phu trg nhu: role trung gian,
hang kep, contact, cap tin hi¢u d4u ndi (c6 sb nhan dang
theo quy dinh gom tén cap, s6 soi cap phu hop véi ban vé
ctia nha cung cép)... ddn dén can c6 khong gian 16n dé di
day, 1am cho d¢ tin cdy thap, kho khan cho quan 1y van
hanh, ton nhiéu thoi gian va chi phi trong viéc dau ndi, thi
nghiém; sai sé do luong 16m.

Abstract - The purpose of this paper is to address the actual
situation of test items related to the communication protocols IEC
60870-5-101 (IEC101) and IEC 60870-5-104 (IEC104). The paper
provides technicians with sufficient knowledge to choose suitable
Scada models, perform substation automation policy of EVN CPC
effectively. To start with, the test work needs to distinct the basic
differences between IEC101 and IEC104. Then we configure
Scada survalent software to validate IEC101 applications in 110kV
Hoa Thuan substation and IEC104 in 110kV Dien Loc Substation.
These protocols meet the requirements of EVN. Next, the paper
presents an introduction to test point to point at Substation, end to
end with the Central Region Load Dispatch Centre. In the end, the
paper not only encompasses scada communication within a
substation, but also allows for scalability for future expansions in
other substations.
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- Giai phap nay khong khai thac dugc nhiéu chirc ning
tai TTDK nhu: truy cap, cai dit théng s6 chinh dinh va doc
thong tin sy ¢d cua RLBV; doc xa c4c thdng sé do ludng
tir cong to hodc RLBV.

Trung tdm diéu khién
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Hinh 1. Ung dung RTU560 tai TBA

Tir nam 2010, EVN d4 trién khai st dung cac gateway
cung (C264, SEL2440, RCS9698, GE D400...) va may tinh
gateway c6 cai dat phin mém (Triangle, Sicam Pas,
Survalent, Pacis vd ATS SmartlO) nhim khic phuc ba
nhuoc diém néu trén cia RTU & cac TBA 500kV Déc Soi,
PleiKu, TBA 220kV Tuy Hoa, Hué, TBA 110kV Bic Ddng
Héi, Quan Ba, Chu Prong, Krong Ana... Tuy nhién,
IEC101 van con c¢6 nhiéu han ché trong viée thiét 1ap cac
kénh truyén thong vét 1y va c6 bang thong hep.

Do d6, IEC104 di dwoc dua vao sir dung dé truyén dit liéu
qua mang LAN, WAN véi bing thong rong, dua trén nén ting
giao tiép TCP/IP tai cac TBA 110KV ldp méi nhu Hué 3,
Nhon Tan, Quang Phi... vio ndm 2015. Ngoai ra, tir dau nim


mailto:vuphanhuan@gmail.com

34

Vi Phan Huén, Lé Béc Tung

2016, EVN CPC d4 trién khai du 4n TTDK Binh Dinh, Quéng
Ngéi, Quang Tri, Hué, Phu Yén, Pak Lak, Pak Nong, Quang
Binh sir dung gateway cai ddt phan mém dé chuyén doi tir
IEC101 sang IEC104 ¢ mot s6 TBA 110KV nhu Tam Quan,
Phudc Son, va Nhon Hoi... Két qua budc dau cta giai phap
da mang lai nhiéu uu diém trong viéc trién khai cing nhu kha
ning on dinh cao trong cac phuong thic truyén dan.

Dé phén biét sy khac nhau ciia hai giao thirc nay, ciing
nhu ru diém ctia IEC104 so v6i IEC101 trong TBA ty dong
hoa, bai béo diém qua mot s6 thong sé quan trong cua
IEC101 va IEC104 nhém dua ra nhén xét. Trén co s& do,
chung t6i thue hién céu hinh va thu nghiém gateway bang
phan mém Survalent Scada dé dua ra két luan ctia bai viét.

2. Chuén truyén thong IEC 60870-5-101

IEC101 sir dung kién trac hiéu suit nang cao (Enhanced
Pgrformance Architecture - EPA) ¢ Bang 1, dugc cau tao
gom 3 16p [6]: 16p vét 1y, 1op lién két va 16p ung dung.

Bing 1. Kién triic hiéu sudt ndng cao ciia IECI01

Lép Ngudn M6 ta
Une dun IEC 60870-5-4 |Phén tir thong tin
8 CHNE I e 60870-5-3 |ASDUSs
. . | IEC 60870-5-2 |Thu tyc truyén tin
Lién ket - S
IEC 60870-5-1 |Dinh dang khung truyén
Vat Iy ITU-T Dic tinh giao tiép

Lép vat ly: dung dé truyén va nhan dit liéu thong qua
dudng truyén vat Iy bang cong giao tiép RS232 (Tdoc do
truyén: B41, A3 sir dung tc do truyén 1an luot 1a 9600 bps
va 4800bps; Khung dir liéu: 8 bit data, 1 stop bit, parity
Even) theo co ché ndi tiép khong dong bo giita
RTU/Gateway va hé¢ théng SCADA. Hién tai, EVN duara
mot s6 quy dinh 4p dung cu thé nhu sau:

S6 cong COM két noi: Gateway phai c6 02 cong két ndi
v6i hé thdng SCADA va 02 cong du phong. Mdi cong két
ndi v6i mot duong truyén riéng biét, doc lap vé mat vat ly
(thiét bi) va hudng truyén dan [1, 3].

TBA y
Pudng truvén chinh SCADA

e e
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Hinh 2. Phirong thirc két néi truyén thong theo 1EC101

Phurong thirc két noi giita cac hé thong SCADA va
RTU/Gateway [3, 4]: Tin hiéu tr RTU/Gateway s& dugc
ghép kénh bang thiét bi PCM thanh ludng 2Mb/s va truyén
vé hé théng SCADA thdéng qua modul truyén tai mirc 1
(STM1), kénh théng tin quang hodc dudong diy dién thoai
cong cong (Public Switched Telephone Network - PSTN)
theo md hinh két ni duong truyén & Hinh 2.

L6p lién két dir lidu: chiu trach nhiém dua dit lidu qua céc
kénh truyén thong, va dam béo dir liéu duoc nhan dii va khong
bi sai thong qua khung dinh dang FT1.2 véi khoang cach
hamming 1a 4. Trong 16p lién két st dung nguyén tic truyén

khong dong bo hoic dong bd. Hién tai, EVN qui dinh ding co
ché khong dong bo. Day la ché do ma chi SCADA c6 thé khoi
tao két noi (;Ién RTU/Gateway ’dé dinh ky doc théng sO van
hanh. Co ché nay phu hgp véi cau Hinh 1 master - nhiéu slave.

Lop tng dung: 1a 16p gin voi ngudi sir dung nhét, nd
cung cap phuong tién cho nguoi dung truy cap cac thong tin
va dit liéu trén mang thong qua chuong trinh g dung. Vidu
tai TBA 110kV Hoa Thuan, A3 qui dinh do lé*p dia chi, loai
tin hiéu cho tirng diém dit li¢u hay tirng loai thiét bi nhu sau:

- Link Address: 124;

- Common ASDU Address: 124;

- Link Mode = Unbalanced;

- Link Address Size: 1;

- IOA Address Size: 2;

- COT Size: 1.

Dir liéu dwoc phan loai thanh cac d6i tuong thong tin
khac phau va moi doi tugng dugc A3 cung cap mét dia chi
cu thé nhu Bang 2.

Bdng 2. Bang phdn logi tin hi¢u dung trong IEC101

Kiéu dit li¢u Kiéu bién Dia chi
Single Point Information (SP) Tl 501, 502,...
Double Point Information (DP) T3 5001, 5002,...
Measured value (MV) T9, T13 |8001, 8002,...
Double Command (DC) T46
- 1 2,...
Regulating Step Command (RC) T47 6001, 6002,

Nhdn xét: IEC101 c6 wu diém 14 thiét bi thong tin don gian
va ré. Nhuoc diém 1a kénh truyén thong V24 (hodc 4W) tir
RTU/Gateway tai TBA dén hé théng SCADA phai qua nhiéu
thiét bi (modem V24/4W, PCM, STM1,4..) 1am ting nguy co
su cé trén duong truyén, thoi gian xir 1y kéo dai; Phuong thirc
truyén thong du phong bang dich vy PSTN khong tin cdy, Viée
ghép noi nhleu TBA trén mdt line IEC101 kha han ché dé dam
bao yéu cau thoi gian thuc ciia tin hiéu, ddng thoi cac tin hiéu
do luong 32 bit (CP56Time2a) co dap tmg rat cham do kich
thude ban tin 16n; Yéu cau bét bude phai str dung céac thiét bi
dau cudi khac nhau trén cac kénh doc lap (khong thé ghép
chung cac RTU, Gateway cua cac hang khac nhau 1én 1 line
IEC101), lam tang chi phi mua license line; Cac dich vu khac
tai TBA nhu mang LAN, hé thong Camera. .. phai sir dung
thém mot dudng truyén vat 1y riéng [4].

3. Chuén truyén thong TEC60870-5-104

IEC104 st dung md hinh tham chiéu két ndi cac hé
thong mo (Open Systems Interconnection Reference
Model - OSI) véi 5 16p nhu Bang 3. Thuc chét giao thirc
ndy duge mo rong tir IEC101 véi nhimg thay dbi trong 16p
vat ly va lop lién két, 16p truyen dan, va 16p mang de phu
hop voi giao tiép Ethernet. Didu do, cho phép truyén dit
lidu ddng thoi gitra nhidu thiét bi va dich vu [6].

Bang 3. M6 hinh tham chiéu két néi ciia IEC104

Lép Ngudn Mo ta
Ung dung IEC101  |ASDUs va phan tir théng tin
Truyén dan
Mang . 2 h A
= TCP/IP va chuan truyén thong mang
Lién két
Vit ly
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Viéc két ndi dén mang LAN va Router véi céc thiét bi khac
(ISDN, X.25,), hoac mang dién rong WAN ¢ Hinh 3 dya trén
ha ting o, san, nén s& tiét kiém chi phi dau tu va khong can xay
dung ha tang thong tin riéng biét hodc d& dang thué kénh FE
ctia cac nha cung cap dich vu khéc véi chi phi ¢6 thé chap nhan.

TBA = SCADA

Dudng truyén chinh
bang cdp quang

Puong truyén
du phong

-
SCADA Server 2

Hinh 3. Phirong thirc két néi truyén thdng theo IEC104

Vi du thiét 1ap két ndi theo TCP/IP tai TBA 110kV Dién
Ldc, ta cai dat thong so 16p lién két nhu sau:

- IP Address: 192.168.1.21

- Link Address: 81

- Local Address: 3

- IP Port Number: 2404

Trong I6p tmg dung cua IEC104, B41 qui dinh kiéu dir
liéu va danh s6 dia chi nhu Bang 4.

Bing 4. Bdang phdn loai tin hiéu dung trong IEC104

Kiéu dir ligu Kiéu bién Dia chi
Single Point Information (SP) T1 1000, 1001,...
Double Point Information (DP) T3 2000, 2001,...
Measured value (MV) T13 5000, 5001,...
Single Command (SC) T45 {3000, 3001,...
Double Command (DC) T46 4000. 4001
Regulating Step Command (RC) T47 ’

Nhdn xét: Véi toc do co ban ciia kénh FE tir 128kb/s dén
2Mb/s, toc do dép tmg tin hidu cua giao thirc IEC104 5t hon
giao thirc IEC101, hd trg cic goi tin do luong 32 bit
(CP56Time2a). Co ché quan Iy dia chi tram (ADSU Address)
theo dia chi IP nén viéc ghép nhiéu station trén mét line s& dam
béo tinh kinh té& trong vi€c dhu tur license cho hé théng. Mat khac,
caché théng khac trong TBA nhu: camera, access control, mang
LAN... co thé str dung chung mot kénh truyén vé TTDK [4].

4. Cu hinh va thir nghiém Gateway

IEC 60870-5-104
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Hinh 4. Chudn truyén théng trong TBA tw déng hoa
Ngay nay cac gateway st dung trong TBA la cac may

tinh cong nghiép co cai dit phan mém cta nhidu nha san xuat
dé giao tiép voi IED théng qua giao thitc Modbus, DNP3,
IEC60870-5-103, va IEC61850. Sau do tyr dong chuyén dbi
sang IEC101 hogc IEC104 (Hinh 4). Bai bao sir dung phan
mém Survalent dé cau hinh gateway theo quyét dinh sb
5947/EVNCPC-KT+QLDT ban hanh ngay 26/07/2017.
4.1. Ciu hinh IEC104

Dé céu hinh IEC104, ching ta can phai thyc hién theo danh
sach dia chi (data list) da duoc thda thuan gitta B41 va nha thau.
Hau hét, ching phu thudc vao ban vé& thiét ké mach nhj thir, va
duoc sdp xép theo timg ngin 16 riéng. Vi du tai TBA 110kV
Dién Loc gdm ¢ ngin 16 172, MBA T4, va gian 22kV. Bai bao
str dung cong cu STC Explore, chon Data Exchage/Servers va
nhép chudt phai dé Add New/ IEC104 c6 tén 1a DA_HUE. Tai
tab Connection, thiét lap thong s6 16p lién két nhu duge trinh
bay ¢ myc 3. C4c tin hiéu trong 16p ing dung ctia Dataset dugc
thiét Iap tir bién IEC 61850 gdm co:

Tin hiéu do lwong MV: Dbi voi duong day (Uab, Uba,
Uca, Ia, Ib, Ic, Cos, f, P, Q). i véi MBA (dong dién pha
phia cao, phia ha, dong so léch, dong ham, nhiét d6 dau,
nhiét do cudn day, vi tri nic phan 4p). Xem Hinh 5.

rﬁ: STC Explorer
File  View Help
£ RV W
% Stations Foirt Description Identity Ident Type DataType Format
& ;lﬂu’zm“"‘ca"ﬂ" Lines E132F67.Vab (BAY 132)Vab  |5021 | <Address> 0 2
1= Master EDs E132F67.Vbe  |(BAY 132)Vbe  |5022 | <Address> ] 2
53 Slave IEDs E132F67Vca  |(BAY13))Voa |5023 | <Address> ] 2
# Data Exchange E132BCU I (BAY 132) Ia 5024 | <Address> 0 2
-5 Servers
| 5 DA_AIIECTOY E1328CU.Ib (BAY132) b |5025 | <Address> [] 2
| w-E DA_A3_IECTO4 E132BCU.Ic (BAY132) le  |5026 | <Address> ] 2
{ B-E DA HUE E132BCU.TotP | (BAY 132) TotP |5027  |<Address> 0 2
| = - ET S:Es E132BCUTot@ | (BAY 132) TotQ |5028 | <Address> 0 2
. [ Anciog [N E132BCUTotS | (BAY 132) TotS |5029 | <Address> [] 2
1O Accumuistor || E132BCU TotPF | (BAY 132) TotPF |5030  <Address> ] 2
H H g:{”;:‘m E132BCU Hz (BAY 132) Hz  |5031 | <Address> [i] 2

Hinh 5. Tin hiéu do luong

Tin hiéu trang thdai SP: dugc trinh bay trén Hinh 6. Péi
v6i duong day, tin hiéu ldy tr mach nhi the 1a
Local/Remote, F25 Enable, F79 Enable, UnSpring charge,
SF61, SF62, F741, F742, MCB AC/DC Trip, MCB VT
Trip, Relay Fail, Chanel Fail... Tin hiéu liy tir RLBV 1a
F21/21IN, F85, PSW, F67/67N, F50/50N, F51/51N,
F27/59, F79, CBF.

dn STC Explorer
File View Help
PRV W

‘Q Stations Point Description Identity » ldert Type DataType  Fomat

i CHUS;”‘““W“'” Lines E1328CU.FE62Tip  |{BAY 132) BCUT2: FB6-2 Acive 1105 <Address> 0 1

12 Maser IEDs E1328CUF741Fal | (BAY 132) BCUT2 : F741 Fal 1108 | cAddress> 0 1

52 Siave [EDs E132BCUF742Fal | (BAY 132)BCUT2: F42Fai 107 | <Address> 0 1

E__D!‘a‘asz(ﬂ!':“ﬂe E132BCUMBAtBCU  |(BAY 132) BCUT2 - Bay In Remote Mods | 1108 <Address> 0 2

1 DA A3 [ECIDT E132BCURIZVFai | BAY 132) BCUT2 : Relay 22V Fai 109 | cAddresss 0 1

B DAA3JECI04 | |E132BCUJOACDCFal | (BAY 132) BCUT2 . ACDC Relay Fai 10| <Addmss> 0 1

e DA_HUE E132BCL,F&7Fail (BAY 132) BCUT2 - Relay FE7T2 Fail m <Address> 0 1

E DEA’:‘;ES E132BCUF87TFal | (BAY 132) BCUT2: Relay F&7T2 Fal 112 | chddresss 0 1

-0 Analog E1328CUFS0Fal | (BAY 132) BCUT2 : Relay FS0T2 Fal 113 | cAddresss 0 1

[ Aceumuiator || £1328C1 OiTem Trip._|(BAY 132) BCUT2 - Ol Temp Trp M4 | cAddresss 0 1

% g;’:’;‘m E132BCUHWTem Trc | BAY 132) BCUT2 : High Widding Temp Tip | 1115 | <Address> 0 1

Hinh 6. Tin hiéu mot bit SP

Dbi v6i MBA thi tin hiéu l4y tir mach nhj thir con c6
thém MCB FAN Fail, nhiét do dau Alarm/Trip, nhiét do
cudbn day Alarm/Trip, mirc ddu MBA/OLTC, dong dau
OLTC, 4p suat ting dot bién... Tin hiéu liy tir RLBV la
F87/87N, F67/67N, F50/50N, F51/51N, F49, CBF.

Tin hiéu trang thai DP va diéu khién DC: 1a vi tri coa
MC, DCL, DTD va 1énh diéu khién mo/dong cac thiét bi
nay, lénh diéu khién ting/giam ndc phan ap. Luu ¥,
IEC61850 s€ tich hop ca hai loai tin hi¢u nay vao chung
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mot bién (V1 du bién MC172) trén Hinh 7.

B s SIC Expioer

Hinh 7. Tin hiéu trang thai DP va diéu khién DC

Tin hiéu diéu khién 1 bit SC: bao gém Reset LED, Reset
Lockout, FAN ON/OFF, OLTC Man/Auto, F25 ON/OFF,
F79 ON/OFF va acknowledging alarms.

Luu y: tin hiéu SP, DP can duoc cAu hinh gan nhén thoi
gian la “Report with Full Time Stamp”.
4.2. Cau hinh IEC101

Viéc céu hinh IEC101 cho TBA 110kV Hoa Thuan bt
dau tir 16p vat ly voi thong s6 nhu Hinh 8. Tiep dén, cau
hinh céc thudc tinh ndm trong 16p lién két dugc trinh bay
trong muc 2 va cau hinh cho 16p tmg dung thue hién trong
tu nhu muc 4.1 theo danh sach danh so dia chi ctia A3.

DE Server

Hinh 8. Cdu hinh 16p vit Iy
4.3. Thir nghiém gateway

Thir nghiém gateway 1a cong viéc can thiét nhim bao
dam sy lam vi¢c on dinh, tin cay va lién tuc cia cac thiét bi
va hé thong vién thong, thong tin phuc vu van hanh an toan
hé théng dién truyén tai. Hién tai, nhirng phép thu gateway
cho hé thong SCADA chua thé giai quyét hét cac tinh
hudng c6 thé xay ra trén ludi dién. Vi du trong trudng hop
su ¢b lam role F21 tac dong khoang cach ving 1, MC cit
va dong lap lai thi giao thirc IEC101 tai TBA 110kV Hoi
An co toc do dap tng tin hiéu voi A3 cham (mat khoang 9
dén 30s) nén hé thong SCADA khong ghi nhan du tin hi¢u
Ién man hinh HMI. Nhung ddi véi giao thirc IEC104 tai
TBA 110kV Phong Pién c6 téc d6 dap tmg tin hiéu 1én
TTBK Hué nhanh (khoang 1 dén 5s) nén da khong gap phai
tinh hudng nay. Do d6, bai bao dé xuat hang muc thir
nghi¢m IEC101/104 cho Gateway theo cac budc chinh sau:

Buwéc 1: Kiém tra mirc tai trung binh trong 1 phut ctia
CPU va RAM tai gateway ¢ trang thai binh thuong (sau khi
hé théng dd hoan tit khoi dong va hoat dong 6n dinh)
khoéng dugc vuot qua 25% CPU va 50% RAM. Ghi nhan
tén phin mém, phién ban, chimg nhan ban quyén [5].

Budc 2: Tit va khoi dong lai gateway bang cong tic

nguon (gia thiét tinh huéng dot ngdt mat ngudn AC cung
cap) va khong can bét ky thao tic nao, gateway phai ty khoi
dong lai va quay lai trang thai lam viéc binh thuong trong
thoi gian khong qua 20 phat [5].

Budée 3: St dung cong cu Status Point Viewer va
Analog Point Viewer dé kiém tra tin hiéu truyén va nhan
tir IEDs, dong hd do luong dén gateway & trang théi tot.

Poi véi tin hiéu do lwong MV: chliing ta can bom gié tri
16n nhét, nho nhat va trung binh cua ting tin hiéu do ludng
va kiém tra d6 chinh x4c phai < 1% nhu Bang 5.

Yéu cau dir liéu twong tu tir tat ca cac IED phai duoc
cap nhat ngay lap tic khi co su thay d6i dang ké vai thoi
gian < 5s va khi khong c6 su thay d6i dang ké nao thi cac
dir liéu nay cling phai dugc cip nhét theo chu ky < 5phut.

Bing 5. Sai 56 do luong

Ponvido | Pham vido Cip chinh xac [%]
U 5-120% Ugm 0.2
I 5-200%l4m 1.0
P/Q 5-200%P gin/ Qam 0.5
F 45-55 Hz 0.1
Nhiét d6 0-150°C 1
Miic dau 0-100% 1

Poi véi tin hiéu trang thai SP: ching ta thuc hién md
phong ting tin hiéu 1én OFF/ON. State 1 = 0; State 2 = 1.

Tin hi€u trang thai dugc cap nhat ngay lap tirc khi c6 su
thay d6i trang thai voi thoi gian < Is va khi khong ¢ su
thay doi trang thai cac dit liéu nay ciing phai dugc cap nhat
theo chu ky < 5s.

Péi véi tin hiéu trang thai DP: chung ta thuc hién m6
phong trang thai dong, md va khong xac dinh cua MC,
DCL, DTD... nhu Bang 6.

Bdng 6. Chi thi trang thdi

Inputl | Input2 Mo ta
State 1 0 1 Mé
State 2 1 0 Dong
State 3 1 1 Khong xac dinh
State 4 0 0 Khong xac dinh

Déi véi tin hiéu diéu khién DC, SC: ching ta lan luot
thyc hién cac 1énh diéu khién F79 ON/OFF, F25 ON/OFF,
dong/cit MC, DCL, DTP va tang/giam nic phan ap dé
gateway kiém tra trang thai tvong tmg. Pong thoi, kiém tra
thoi gian tong thé diéu khién va hién thi trang thai dbi véi
MC < 5s; d6i voi DCL, DTD < 10s.

Buwée 4: Thu nghiém Poin to Point

D9 Female 09 Female
To}— ——————fos
2
b e — L
1 ——c7
B —
~— —
Gateway Master Scada

Hinh 9a. So d6 dau ddy cdp chéo DB9
Pay 1a hang muc thu nghiém dugc thuc hién ngay tai
TBA. Truéc khi tién hanh, nhéan vién thi nghiém st dung
cap chéo RS232 dé dau ndi giita céng d4u ra COM cuia
gateway va may tinh c6 cai dit phan mém Master IEC101
hodc cap RJ45 cho cong mang cho may tinh cai dit phan
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mém Master IEC104. Vi du kiém tra IEC101 bang cach sir
dung phin mém Triangle hoic A3 IEC60870-5-
101_Master cua Trung tdm diéu do He théng dién Mién
Trung (A3) nhu Hinh 9.

'A3-IEC60870-5-103 Ma: -
—
File Com io tontor  Help

RTU. =] Addess [iZ1 <] Settings.. |# CkSync [~ Wakeup I~ Debug ¥ Time [15 =
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Roat|  Cloes 2Froan] || [P
Viaue g | 5903
_see | [[330%

Reset Link Gl so007
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Link Status
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Cleat Log Reset RTU ]! .
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ontiol Type: . & &
-ang thi Nh3 gia
@ DC(TspeiDas6) DPia chi Trang thai han thoi gian
© RC(TypeiD=47)
© SP (TypelD=43)
ioa [6801 3]
e [T2] Open Serial Basic Settings
] Bort  [com2 =] Baudrate [3500
\) Parity [Even ] Elowcontrol [None () Can”l
Databits  [g'51 ~] stop [T8r ()
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Hinh 9b. Phdn mém A3-IEC60870-5-101 Master

Tiép dén, khai bao dia chi RTU, thong s6 cong COoM,
va 16p lién két trén mdy Master phai trung vdi thong sO cai
trén gateway. Sau do tién hanh mé phong toan bo tin hi¢u
SP, DP, MV theo danh sach dia chi da duoc thoa thuan trén
gateway va kiém tra xem may Master c6 nhan duoc cac tin
hiéu d6 theo diing dinh dang va nhan thoi gian khong. Tiép
dén, chuyén quyén diéu khién gateway sang A3 (chi cho
phép nguoi dung lya chon gateway lam viéc trén 1 cong
COM tai mot thoi diém) dé may tinh Master thao tac 1énh
& ché d9 SBO cho DC, RC tai 6 IOA va Value.

Budc 5: Test end to end

Hang muc nay can phai phdi hop ca hai dau TBA va A3,
B41 nhiam muc dich dé diéu d6 vién kiém ching trén man
hinh HMI, su ki¢n. Cho nén, nhan vién thi nghiém phai st
dung thong tin lién lac bﬁng dién thoai, Viber hodc email dé
phdi hop kiém tra. DSi voi IEC101 thi can phai kiém tra
thong dudng truyén tir cap RS232 & dau ra gateway dén A3
bang cach loop chéan 2 -3. Tiép theo, md phong toan b tin
hiéu trong Data list trén gateway dé trung tdm diéu do A3
kiém tra céc tin hiéu nay va nguoc lai xem cac tin hiéu diéu
khién & ché d6 SBO tir A3 giri &én TBA dé dong/cit MC,
DCL, DTP va ting/giam nc phan ap MBA. Luu ¥, kiém tra
gan nhan thoi gian sy kién ciia IEDs va A3.

TEC101SV1 - Scanvion
WG Vew Leggey W
hew sis

4, 2016

1
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Hinh 10. L4i két ndi
Trong qua trinh thir, ta c6 thé két hop sir dung cong cu

Scanmon tai TBA dé chan doan céc 18i xay ra duong truyén
thong tin [IEC101/IEC104 va kiém tra dit liéu nhan dugc theo
du kién 1a Valid hay InValid. Vi du d6i véi IEC101 thi can
phai dang nhap véi tén IEC101, cong voi s6 ID cua Server
trong SCADA Explorer la 1 (IEC1011). Tiép theo, chon
chinh xac thong tin dia chi RTU tai truong RTU Address 1a
124, va chon kiéu thong tin cung cép trong ban ghi Log Type
la Hex. Néu kénh vat 1y duong truyén chua két ndi thi tin
hiéu bao FFF (Hinh 10), con chua c6 IED nao két ni thi tin
hi¢u s€ khong phun ra va khi da c¢6 IED online thi s€ c6 dugc
dit liéu hién thi theo dia chi va gié tri nhu Hinh 11.
= TECI015V1 - Scanon
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Gia tri hién thi

Hinh 11. Két néi thanh céng

5. Két luan

Bai bao da phan tich, cung cip cho ngudi doc kién thirc
vé cac thong s6 k¥ thuat va tiéu chuan danh gia thoi gian,
sai s6 ctia tin hiéu trong hé thing SCADA. Trén co s& phan
tich, hudng dan céu hinh, thir nghiém da thuc hién, cho
phép cac don vi dién luc lwa chon m6 hinh két ndi va giao
thtre thich hop nhét theo nhu ciu, chi dong viéc mua sam,
lap dat, va cau hinh gateway. Ngoai ra, nhom tac gia dua
ra nguyén tic phdi hop cong tac giira don vi thi nghiém,
quan ly van hanh, A3 va B41 khi thyc hién két ndi, thir
nghiém Scada tai cac TBA vé A3, TTPK. Két qua la s&
gitip cho viéc kiém tra, phat hién va xir Iy ton tai cta thiét
bi kip thoi, ddm bao cho EVN CPC thuc hién ké hoach
chuyén cac TBA sang van hanh khong ngudi truc dén nim
2020 duoc thuan loi.
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