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PHAT HIEN TRANG THAI HE THONG PIEN BI TAN CONG AN NINH MANG
DUA TREN MAY HOC
POWER SYSTEMS CYBER-ATTACK DETECTION BASED ON MACHINE LEARNING
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Tém tit - Trong nghién ciru nay, nhom tac gia dé xuat sir dung cac
thuat toan may hoc (machine learning) dé phat hién trang thai hé
théng dién bi tAn cong an ninh mang. BY dir liéu sir dung dugc léy
tir phong thi nghiém Oak Ridge National Laboratory ciia Hoa Ky.
B dit liéu bao gdm 128 cac dic trung thu duoc tir cdc Phasor
Measurement Unit (PMU), la cac gid tri bién d9, géc pha cua dién
ap va dong dién, tin sb, tdng tré, va cac trang thai cia hé thong diéu
Kkhién bao vé. Bo dit liéu duge dua vao 16p trich chon dac trung,
nhim loai bot cac dic trung khong anh hudng hodc it &nh hudng dén
bai toan nhan dang, sau d6 dugc dua vao 16p nhan dang dé phat hi¢n
céc trang thai bj tin cong an ninh mang. Két qua cho théy, cac thuat
toan machine learing c6 thé nhan dang dugc trang thai h¢ théng dién
bi tAn cong an ninh mang véi dd chinh xac dat dugc 1a 92,39%.

Tw khéa - Hé théng dién; an ninh mang; trich xuét dic trung;
phan loai; may hoc

1. Pat vin dé

Ngay nay, mirc d6 tw dong héa trong hé théng dién ngay
cang cao, dic biét v6i sy phat trién cua ludi dién thong minh,
tich hop cac ngudn dién phan tan. O Viét Nam, véi cong
nghé tram khong nguoi truc, viéc thu thap, giam sat, diéu
khién, van hanh cac tram bién 4p duoc thuc hién boi cac
trung tim diéu khién xa thong qua hé théng may tinh human
machine interface (HMI), cac giao thirc truyén thong nhu
Modbus, IEC60870-5-101/103/104, DNP3 va |IEC61850
(Hinh 1). Viéc tng dung cong nghé théng tin cé vai trd 16n
trong vi€c hién dai hoa van hanh tram bién ap, tiét giam nhan
lyc va tiét kiém chi phi van hanh hé thong dién. Tuy nhién,
viéc ngay cang phu thudc vao cong ngh¢ thong tin trong diéu
khién, van hanh hé thong dién ciling khlen cho vén dé an ninh
va bao mat trong hé théng dién tré' nén cip thiét.

Ngay cang c6 nhiéu cac vu tan cong an ninh mang vao
hé thong dién trén thé gidi dugc ghi nhan. Dién hinh nhét
¢6 thé ké dén 13 vu tan cong an ninh mang vao hé thong
dién cua Ukraine nam 2015. Vao ngay 23/12/2015, hacker
da tham nhap vao hé thng thong tin ciia ba cong ty phén
phdi dién ¢ Ukraine. Mot trong ba cong ty bi anh huéng
nang nhit véi 30 tram bién ap (7 tram 110kV va 23 tram
35kV) bi cit dién trong thoi gian tir 1 dén 6 gid, khoang
230 nghin ngudi bi anh hudng boi mat dién. Theo két qua
diéu tra sau do, vu tn cong dugc thuc hién tir may tinh co
dia chi IP tir Nga. Hacker d4 giri cdc ma doc dén cac cong
ty dién lyc ndy qua email, sau do truy cap vao quyén diéu
khién hé théng SCADA, guii 1énh cit dién dén céac tram

Abstract - In this research, the authors propose a novel method
to detect 34567890- based on machine learning. We use the data
from the Oak Ridge National Laboratory, USA. The data consist
of 128 features from Phasor Measurement Unit (PMU) including
phase and magnitude of the voltage and current, frequency,
impedance and status from control panel. The data are first fed
into feature extraction layer to detect and eliminate the unaffected
features. The data are then split into training and testing sets. We
use several machine learning algorithms to train the power system
cyber-attack detection model such as random forest, support
vector machine, K-nearest neighbor and neural network. The
results show that, the cyber-attack can be detected with the
accuracy of 92.39% by proposed method.
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Hinh 1. Quy dinh 176/EVN vé ciu hinh SCADA tram
500/220/110kV
bién 4p, x6a cac file dir lidu trén hé thong méy tinh, tin
cong tir chi dich vy cham soc khach hang dé ngan chin
thong tin phan anh mét dién vé tong dai. Day 1a vu tan cong
an ninh mang vao hé théng dién thanh cong dAu tién duoc
ghi nhan. Cac vu thn cong an ninh mang tuong tu vao hé
thong dién cac nuéc My, Nga, Iran ... ciing d duoc ghi
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nhéan véi mie d¢ anh huong va thiét hai khac nhau. O Viét
Nam, mac du chua ghi nhén vy tan cong an ninh mang vao
hé théng dién nao, tuy nhién véi sy phét trién ludi dién hién
dai, ing dung c6ng ngh¢ thong tin ngay cang manh mé vao
c4c khau giam sat, dicu khién va van hanh hé thong dién
thi nguy co nay ngay cang tré nén hi¢n hitu. Cach thtrc cac
vu tdn co6ng an ninh mang thuong st dung d6 1a truy cap
vao quyén diéu khién hé thong SCADA/EMS, giri 1énh
dong cat céc thiét bi dé gay mat dién, thay doi cai dat cta
hé théng ro le bao vé&, x6a hodc thay doi cac thong sd van
hanh nhu dong dién, dién ap, cong suét do dugc khién hé
théng bao vé hiéu nhdm 1a ¢6 su cb. Viée phan loai dugc
cac trang thai hé théng dién bi s cd mot cach ty nhién va
trang thai hé théng dién bi tin cong an ninh mang can cl
vao cac thong s6 do dugc trong truong hop nay 14 rat kho
khin, ngay ca ddi v6i cac k¥ su van hanh lau nam ciing kho
¢6 thé phat hién dugc.

Trong nhitng nim gin day, su xuat hién cua ludi dién
thong minh da gop phan thic day cac nghién ciru vé k§
thuat phat hién cac hanh vi xdm nhap va tdn cong vao hé
théng dién. Mot trong phuong phéap phat hién xam nhap
1a tap trung vao céc thiét bi dién tir thong minh (IED)
trong ludi dién. Nghién ctru cia Chee-Wooi Ten [1] da
phat trién mot phwong phap phat hién sy xam nhap dya
trén lich str ban ghi sy kién cuia cac thiét bi théng minh
nay. Phuong phap ciia Chee-Wooi Ten c6 han ché, d6 1a
chi c6 thé phat hién sy xam nhép vao 01 thiét bj dién tir
thong minh trong mot thoi diém. Mot phuong phap khac
dugc dé xut bai Chen [2], nhdm phat hién xAm nhép vao
hé théng dién cua cac ho dan va toa nha théng minh.
Trong phuong phap nay, Chen dé xuat mo hinh ham thuan
nhét dé phat hién xam nhap can ct vao 03 yéu td: Mirc do
bao mat cia cac thiét bi, lich st sir dung dién va gia dién.
MO hinh nay c6 thé phat hién dugc sy xam nhap vao nhiéu
thiét bi dién tir thong minh cung mot luc. Mot hudng
nghién ctru khac la tap trung vao phén tich, danh gia ludng
dir lidu thong tin trao d6i trong hé thong dién théng qua
cac giao thtrc cdng nghié€p nhu IEC61850, Modbus/TCP.
Nghién ctru ciia Hadeli [3] dd dé xudt mot phuong phap
phat hién xam nhap dya trén phan tich cic mau dir liéu
tao ra boi cac thiét bi truyén qua cac giao thic cong
nghiép. Phuong phap ctia Hadeli té ra hi¢u qua trong viéc
phat hién sy xam nhdp théng qua cac mau dit lidu bét
thuong truyen qua mang; Tuy nhién, phuorng phap nay
khong phat hién duoc viéc can thiép tryc tiép vao hé thong
diéu khién, truyén di lénh dong cat dén céc thiét bi dong
cit gay mat dién dién rong. Mot sb nghién ctu da cho
thiy, cac thudt toan may hoc c6 kha ning ing dung manh
mé trong cic van dé ctia hé thong dién nhu bai toan du
bao phu tai [4-5], du bao buc xa/ cong sudt phat cua dién
mit troi [6], nhan dang va dinh vi sy ¢b [7-8] ... Trong
nghién ciru ndy, nhom tac gia dé xut sir dung cac thuét
toan may hoc nhim phat hién trang thai hé thong dién bj
tan cong an ninh mang.

2. M0 hinh cac thuét toan may hoc

Trong phan nay, nhom tic gia s& gioi thiéu mo hinh
mot s6 thudt toan may hoc Gmg dung trong 16p cac bai todn
nhéan dang trang thai, va tor d6 ap dung vao bai toan nhan
dang trang thai hé théng dién bi tAn cong an ninh mang.

2.1. Thudt todn random forest

Thuat toan random forest 1a mot trong nhirng thuat toan
may hoc phd bién, c6 kha ning ung dung trong céac 16p bai
toan hoi quy va phén loai [9]. Tu tudng cua thudt toan la s&
tao ra mot khu rung voi nhiéu cay quyét dinh (dec1s1on
tree). Noi chung, néu cang c6 nhiéu cay quyét dinh thi céc
du doan s€ cang chic chin, va do d6 do chinh xac cia mé
hinh cang cao. Mdi mét cay quyét dinh trong mo hinh s&
c6 cac node. Cac node thé hién cau héi 1a node hinh chit
nhat, con cic node thé hién két qua 1a cac node hinh tron.
Céc cau hoi trong mo hinh cdy quyét dinh 1a cac cau hoi
duéi dang nhi phan (dang hoic sai). Khi bo dir liéu huan
luyén duoc dua vao thi cac cdy quyét dinh s& dua ra két qua
phan loai, dya trén cac bo cau hoi nhi phan. Két qua phan
loai cua thuét toan random forest s& dua trén sd luong phiéu
bau (vote) 16n nhit tir cac cdy quyét dinh nay. Thuit toan
random forest ¢6 uu diém 1a c6 kha ning phén loai voi do
chinh xac cao ngay ca vai cac bg dit liéu bi thiéu, c6 kha
nang tinh toan véi dit liéu dau vao 16n, da chiéu.

2.2. Thudt todn support vector machine (SVM)

SVM 1a mét thuat toan co thé sir dung cho ca bai toan
phan loai va hdi quy, tuy nhién chi yéu dugc st dung cho
bai toan phan loai [9]. Trong thudt toan nay, dir liéu duoc
biéu dién dudi dang cac diém trong khong gian n chiéu (v6i
n la sb cac dic trung cua dir liéu). Thuat toan nay s€ tim
duong ranh gidi (hyperlane) dé phan chia cac diém dir lidu
thanh 2 hay nhiéu loai sao cho khoang cach tir cac diém dir
lidu t&i dudng ranh gidi 1a xa nhit co thé.

2.3. Thudt toan K-nearest neighbor (KNN)

KNN Ia mét trong nhiing thuét toan may hoc don gian
nhéat. Khi huén luyén mé hinh, thuét toan nay khéng hoc tir
dit liéu, moi tinh toan s& duge thuc hién khi né can du doan
két qua cta dir liéu méi [9]. KNN co thé ap dung trong ca
bai toan phan loai va hdi quy. Trong bai toan phan loai, mot
diém dir liéu m&i s& duge phan loai truc tiép tir K diém dir
lidu gan nhét trong tap dit liéu huan luyén.

2.4. Thudt toan XGBoost

XGBoost, viét tit cua tir eXtreme Gradient Boosting I
mot thudt toan may hoc dya trén cay quyét dinh, st dung
phwong phap d6 doc ting cuong [9]. Pay 14 thuat toan moi
duoc phat trién tir nam 2016 tai Pai hoc Washington, Hoa
Ky va c6 kha nang tmg dung dé giai quyét cac bai toan hdi
quy, phén loai, xp hang va du doan. Thuat toan nay ¢6 uu
diém 1a c6 tbc do tinh toan rat nhanh véi cac bo dit liéu 16m,
da chiéu.

2.5. Mang no ron nhin tao

Khi n6i dén di liéu dang bang co cAu triic thi cac thuét
todn méy hoc dwa trén cay quyét dinh thuong s& cho két
qua tot. Tuy nhién, d6i véi cac dang dir liéu phi cau tric
nhu hinh anh, giong ndi, van ban thi mang no ron nhan tao
lai ¢6 xu hudng lam viéc t6t hon. Mang no ron nhan tao mo
phong hoat dong cia bd ndo con nguoi. CAu tric nay bao
gdm 16p dir liéu dau vao (input layer), cac 16p 4n (hidden
layer) va 16p két qua dau ra (output layer). Cac no ron cia
mot 16p lién két véi céc no ron ciia 16p lién ké thong qua
cac ham kich hoat (activation function) c6 trong so. Cac
ham kich hoat nay 14 cdc ham phi tuyén, dic trung cho mbi
quan hé phtc tap cua dir licu.
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sigmoid ) RelLU

. R(z) =maz(0, z)

Hinh 2. Ham kich hoat sigmoid (trdi) va ReLU (phai)

C6 hai ham kich hoat dugc sir dung phd bién trong mang
no ron nhan tao 13 ham sigmoid (PT. 1) va ham reLU (PT. 2).
o(x) = —— 1)
R(x) = max(0,x) (2)
Ham sigmoid 1a ham kich hoat phi tuyén duoc str dung
phé bién nhit trong mang no ron nhéan tao. Him nay nhan
gia tri d4u vao bat ky va cho gi4 tri dau ra bién thién trong
khoang (0-1). Chinh vi dic diém nay nén ham sigmoid
thuong dugc dung dé bién mot gia tri thuc thanh xéc suat.
Véi mot gia tri ¢au vao 4m 16n thi ham sigmoid s& tién dan
t6i 0, va nguoc lai v6i gia tri dau vao duong 16n thi ham
sigmoid s& tién dan t6i 1, néu dau vao bang 0 thi ham
sigmoid s& co gia tri bang 0,5. Chinh vi vdy, phuong trinh
gia tri diu vao bang 0 thudng dugc coi 1a dudng bién dé
phan loai du ra theo dang nhi phan. Nhugc diém ctia ham
sigmoid 13 nhanh chéng bdo hoa dén gié tri 0 hodc 1 khi tri
tuyét dbi cua gia tri dau vao 16n, diéu nay dan toi dao ham
bi triét tiéu, khién cho tdc do tinh toan bi suy giam dang ké.
Mot sé nghién ctru gan day di chi ra rang, viéc sir dung
ham kich hoat ReLU c6 thé khic phuc dugc van dé triét
tiéu dao ham, toc do tinh toan cling dugc cai thién do dao

ham cta ham ReLU 1a hing sb khi gia tri dau vao duong.

3. Bj dir liéu dung trong nghién ciru
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Hinh 3. M6 hinh thi nghiém ciia ORNL

Trong nghién clru nay, nhom tac gia st dung bd dir liu
dugc tao ra to phong thi nghiém Oak Rigdge National
Laboratory, Hoa Ky [10]. M6 hinh nay duoc thé hién ¢ Hinh
3. M6 hinh nay bao gém mot hé thong dién don gian véi
2 may phat G1, G2 nbi vao 2 duong day. Cac méy cat BRI,
BR2, BR3, BR4 duoc dit ¢ 2 dau mdi duong day. Bén thiét
bi PMU R1, R2, R3, R4 duoc dit & vi tri céc thanh cai dé do
cac gia tri bién d9, goc pha cua dong dién va dién ap cac pha;

Dong dién va dién ap céac thanh phé“m thr ty thuan, nghich,
khong; Tan so; tbe do bién thién tan s6; Tong tré. M&i PMU
do dugc 29 thong s6, nhu vy 4 PMU s& do duoc 116 thong
s, ngoai ra ¢6 thém 12 thong sb tir cac bd diéu khién, trang
théi cua ro le nén tong sd cac thong sb dau vao la 128 (Hinh
4). bay ciing chinh la 128 dac trung dugc str dung trong mé
hinh nhan dang. Cac thiét bi nay duoc ndi truc tiép téi hé thong
diéu khién trung tdm. H¢ théng nay s€ tao ra 5 kich ban: 1) H¢
thong 1am viéc binh thudng; 2) Su ¢b ngan mach trén dudng
day; 3) Thay doi cai dit cia ro le; 4) Gui 1énh dong cit t6i ro
le; 5) Chen dit liéu, thay ddi cac thong sb U, 1.

PAL:VH - PA3:VH Phase A - C Voltage Phase Angle

PMI: V-PM3: V Phase A - C Voltage Phase Magnitude
PA4:1H — PA6:IH Phase A - C Current Phase Angle

PM4: 1- PM6: 1 Phase A - C Current Phase Magnitude
PAT:VH - PA9:VH Pos. — Neg. — Zero Voltage Phase Angle
PM7: V-PMY: V Pos. — Neg. — Zero Voltage Phase Magnitude

PA10:VH - PA12:VH
PM10: V-PMI2: V

Pos. — Neg. — Zero Current Phase Angle
Pos. — Neg. — Zero Current Phase Magnitude

F Frequency for relays

DF Frequency Delta (dF/dt) for relays
PA:Z Appearance Impedance for relays
PA:ZH Appearance Impedance Angle for relays
S Status Flag for relays

Hinh 4. Cdc théng sé PMU do duwoc

Trong s6 5 kich ban nay thi 2 kich ban ban dau la cac
ché @ 1am viéc caa hé théng dién khong c6 sy can thiép
tdn cong an ninh mang, con 3 kich ban sau 1a cac kich ban
¢6 su can thiép tin céng an ninh mang. Dé thuan lgi cho
vi€c xay dung mo6 hinh thi nhom tac gia rat gon 5 kich ban
trén thanh 3 kich ban: 1) Hé théng dién lam viéc binh
thudng; 2) C6 su ¢d ngin mach trén duong day; 3) CO su
can thiép tin cong an ninh mang.

__—Danhgi4 murc 46 anh hudng —_

déc trung
Thang qua cac chi 58 mitc dé anh
huéng —
Lya chon cdc dac trung
quan trong
Chuan héa dit ligu
St dung phuong phap min-max
scaling -
I Str dung ki thuat GridSearch ,
Luta chon hyperparameter phir hop s

bao gbm: n_estimators, max_depth,
max_features, criterion

I

Pénh gid mé hinh
Dura ra Confusion matrix va danh gia sai s&

‘ Lwa chon va cai dit cdu hinh ‘

Hinh 5. Sor dé khéi cia mé hinh nhédn dang trang thai hé tha”'ng
dién bi tan cong an ninh mang dya trén machine learning

Hinh 5 thé hién so d6 khéi ciia m6 hinh nhan dang trang
thai hé théng dién bi tin cong an ninh mang dya trén
machine learning. Pau tién, mo hinh s& danh gia mic do
anh huong cua cac déc trung, cac dac trung cé6 mirc d anh
hudng dang ké s& duoc dir lai. Budc tiép theo, dir liéu s€
dugc chuin hoa theo phuong phap min-max scaling dé dua
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céc gia tri bién thién trong cac khoang khac nhau cia cac
dic trung vé cing mot khoang bién thién. Sau khi chuan
hoéa dir 1iéu, nhom nghién ctru c6 su dung k¥ thuat Grid
Search, 1a mot phwong phép hiéu qua dé tim duoc bd tham
sO t6t nhat trong hoc ¢6 giam st va cai thién hiéu sut tong
quat hoa ciia mot md hinh. Sau khi tim dugc bo tham s tdi
wu cho mé hinh thi budc cudi cung la danh gia do chinh
xac cia mo hinh.

4. Két qua

A B C D E F G
id R1-PA1:VHIR1-PM1:V R1-PA2:VHR1-PM2:V R1-PA3:VH R1-PM3:V
1 70.39932 127673.1 -49.5723 127648 -169.5783 127723.2
2 73.6881 130280.7 -46.3007 130255.6 -166.2781 130355.9
3 73.73394 130305.8 -46.2549 130280.7 -166.2322 130381
4 74.08344 130581.6 -45.8996 130556.5 -165.8827 130656.8
5 74.55327 131083.1 -45.4241 131058 -165.4244 131158.3
6 74.54754 131058 -45.4413 131032.9 -165.4416 131133.2
7 74.53608 131007.8 -45.4585 131007.8 -165.453 131083.1
8 74.5017 130982.8 -45.4757 130957.7 -165.4759 131058

9 74.44441 130932.6
10 74.28398 130857.4
11 74.08917 130832.3
12 73.88864 130832.3
13 73.70529 130807.2
14 73.68237 130832.3
15 73.65373 130832.3
16 73.41308 130832.3
17 73.20682 130832.3
18 73.20109 130832.3

-45.533 130932.6 -165.5218 131007.8
-45.7163 130857.4 -165.7051 130932.6
-45.8939 130832.3 -165.8942 130932.6
-46.0887 130807.2 -166.0947 130907.5
-46.2893 130807.2 -166.2724 130907.5
-46.3122 130807.2 -166.2895 130907.5
-46.3408 130807.2 -166.3411 130907.5
-46.5815 130782.2 -166.5703 130907.5
-46.782 130807.2 -166.7823 130907.5
-46.7935 130782.2 -166.7823 130907.5
19 73.09223 130832.3 -46.8737 130807.2 -166.8854 130882.5
20 73.08077 130832.3 -46.8909 130807.2 -166.9083 130907.5

Hinh 6. Dang dit liéu do dugc tir PMU

Hinh 6 thé hién céu trac bang dir liéu dau vao. Bang dir
liéu nay bao gom 128 cot (tinh tir cot B) thé hién 128 dic
trung do dugc tir cac PMU, va 74490 hang dai dién cho sb
lugng cac trang thai dugc tao ra tir hé théng diéu khién
trung tam. Pay 1a mot bo dit lidu twong d6i 16n vai rat nhiéu
dic trung nén can thiét phai co cac bude tién xir Iy nham
giam thoi gian tinh toan ctia mé hinh. Trude hét c6 thé nhan
théy, cac dac trung nhu dong dién, dién ap, tan s, téng tro
¢6 giai bién thién trong ddi khac nhau. Diéu nay c6 thé dan
dén cac sai s trong viée x4c dinh cac trong s ctia mé hinh,
do d6 nhom tac gia da chuan hoa cac dic trung theo phuwong
phap min-max scaling (PT. 3).

56 dactrung

72 dactrung

PM1:V-PM3:V
PAL:VH-PA3:VH
PM4:1-PME:I
PA4:IH-PAG:IH
PM7:V-PM9:V
PA7:VH-PAS:VH
PM10:V-PM12:V
PA10:VH-PA12:VH

0,000 0,005 0,010 0,015 0,020 0,025

Hinh 7. Mikc d@é anh huéng cia 128 dic trung dén
mo hinh nhdn dang trang thai

Day la phuong phap don gian cho phép bién mot dai
lugng X co gii bién thién bat ky thanh dai luong X ¢6 giai
bién thién tir 0 dén 1.

Xl — X—Xmin (3)
Xmax—Xmin

Sau khi da chuin hoa cac dic trung, budc tiép theo
nhom tac gia sir dung mo hinh random forest dé danh gia
so bo anh hudng cua cac dic trung dén bai toan nhan dang
trang thai, két qua duoc thé hién ¢ Hinh 12. Trong hinh
nay, truc tung la cac dic trung, con truc hoanh thé hién muc
d6 anh huong cua timg ddc trung dén bai toan nhan dang
trang thai, sao cho tong ciia ching bang 1. Cin ctr vao Hinh
12 ¢6 thé thay, cac ddc trung c6 mic do anh huong khéac
nhau dén mé hinh nhan dang trang thai. C6 72 déc trung cé
anh huong 16n, d6 1a cac dic trung vé bién d6 va goc pha
cua dong dién, dién ap cac pha; dong dién, dién ap cac
thanh phan tht tu thudn, nghich khong. Céac dic trung nay
s& duoc dir lai dé huén luyén mo6 hinh. 56 dac trung con lai
1a cac ddc trung vé trang thai on/ off cia ro le (S), tong tré
ro le do duoc (PA:Z), toc d6 bién thién cua tan sb (DF), do
16n cua tan s (F) it anh huong dén mé hinh nhan dang
trang thai nén s€ bi loai bo. Viéc loai bo cac dac trung it
hodc khong anh huong dén bai toan nhan dang trang thai la
mot thu thuat phé bién nham lam tang tdc do tinh toan cua
thuét toan ma van dam bao duoc d6 chinh xac.

Sau khi da loai bo cac dac trung khong quan trong,
mot van dé nira can gidi quyet 1a b6 s6 liéu nhom tac gia
su dung c6 su mat can bang 16n vé ti 1 cac trang thai.
Trong s6 03 trang thai thi trang hé thong dién bi tin cong
chiém da s6 (> 70%) trong bd dir liéu ma nhom nghién
cuu ¢6 st dung. Viée mét can béng di liéu 16n nhu vay
s& lam cho viéc nhan dang kém chinh xac trén nhom céac
trang thai thiéu s6 14 trang thai binh thuong va trang thai
¢6 ngin mach trén duong ddy. Trong nghién ciru nay,
nhom tac gia dé xuat st dung phuong phap SMOTE
(Synthetic Minority Oversampling Technique) nham giai
quyét van de mat can bang cua dir liéu. Ky thuat nay tao
ra dit liéu tong hop cho céac trang thai dit lidu thiéu sb
thiéu s, tién hanh bang cach ndi cac diém cua 16p thiéu
sb v6i cac doan théng va sau d6 dat cac diém nhan tao
trén cic doan thing nay.Vé co ban, thuat toan SMOTE
hoat dong theo 4 budc don gian:

1. Chon mét vecto dau vao cua 16p thiéu sb.

2. Tim k 14n can gan nhét ctia vecto do.

3. Chon mdt trong nhitng vung l1an can nay va dat mot
diém téng hop & bét ky dau trén dudng thing ndi véi diém
dang xem xét va diém lan can da chon cua nd.

4. Lap lai cac bude cho dén khi dit liéu dugc cén bang.

Dé danh gia tryc quan do chinh x4c cia mé hinh nhén
dang, nhém tac gia sir dung ma tran hop nhét (confusion
matrix). Hinh 8 thé hién ma trdn hop nhat ciia thuat toan
random forest Ma tran nay co kich thude 1a 3x3 do c6 3
trang thai can phan loai: no event 1a trang thai hé thong dién
lam viéc binh thuong, natural event 1a trang thai su 6 ngén
mach trén dudng day (khong co sy can thiép cia tan cong
an ninh mang) va attack event la trang thai co su can thiép
cua tin cong an ninh mang. Tryuc hoanh thé hién trang thai
du doén ctia mé hinh, con truc tung thé hién trang thai thuc
té ctia mo hinh.



ISSN 1859-1531 - TAP CHi KHOA HOC VA CONG NGHE - DAl HOC DA NANG, VOL. 19, NO. 9, 2021

a7

V6i dinh nghia nhu vay thi c6 thé thy, cac phan tir trén
dudng chéo chinh ciia ma tran thé hién sb trang thai c6 du
doan gidng véi thuc té, con cac phan tir nam ngoai dudng
chéo chinh thé hién sé du doan khac véi thuc té. Vi dy,
phan tir C(3,2) ciia ma tran co tri s6 bang 1367, nghia 1a ¢6
1367 trang thai thuc té 1a ché do su cd ngén mach nhung
mo hinh du doan nham thanh trang thai bi tAn cong an ninh
mang. Can cu vao ma trén hop nhét ta c¢6 thé tinh duoc do
chinh xac ciia m6 hinh theo cong thirc:

acc = Sc: dy dfan dur,Lg (4)
Tong s6 dv doan

Ta c6 thé théy, d0 chinh xac cia thudt toan random
forest trong truong hop nay la 0,9239. Tuong tu, ma tran
hop nhét cta cac thuat toan XGBoost, KNN, SVM va ANN
duoc thé hién ¢ Hinh 9-12.
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Hinh 8. Ma trdn hop nhat ciia thudt todn random forest
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Hinh 9. Ma trdn hop nhat ciia thudt toan XGBoost

Confusion Matrix
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Hinh 10. Ma trdn hop nhat cia thudt toin KNN
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Hinh 11. Ma trdn hop nhat cua thudt toan SVM
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Hinh 12. Ma trdn hop nhat cua thudt toan ANN
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Hinh 13. So sdnh dé chinh xdc cua cdc thudt todn

Do chinh xac cia cac thuat toan theo phﬁn tram dwoc
thé hién & Hinh 13. C6 thé the“iy, thuat toan random forest
dat dugc d¢ chinh x4c cao nhét 1a 92,39%. Céc thuét toan
may hoc khac nhu XGBoost, SVM, KNN chi dat dugc do
chinh xdc trong khoang 67%-83%. Thuat todn random
forest da thé hién duoc uu diém ro rét trong cac b dit liéu
16n ¢6 cau trac dang bang, do co ché sir dung nhiéu cay
quyét dinh nén c6 kha ning phan loai tot trong cac trudng
hop ma dir liéu ddu vao co su chénh 1éch 16n giita sb
lugng cac trang thai. Bén canh d¢ chinh xac thi thoi gian
huan luyén va nhan dang ciing 1a mét yéu t6 quan trong
dé danh gia hiéu qua cua thuat toan. Bang 1 thé hién thoi
gian hudn luyén va tinh toan cta cac thuat toan dugc sir
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dung trong nghién ctru. Co thé thiy, mang no ron nhan
tao khong thé hién duoc wu thé trong cac dang dir liéu cau
truc khi co6 thoi gian tinh toan 16n (1742 giay) va chi dat
duoc dg chinh xac la 77,58%.
Bing 1. So sanh thoi gian hudn luyén va nhdn dang ciia
cdc thudt toan

Random Neural
Forest XGBoost| SVM [ KNN Network
Thoi gian 384 59 | 450 | 12 1742
huan luyén (s)
Thoigian 1 4 611 1000461 |0,0160[0,0040| 0,0432
nhan dang (s)

5. Két luan

Trong nghién ciru nay, nhom tac gia dé xuat sir dung
cac thuat toan may hoc nham phat hién trang thai hé théng
dién bj tin cong an ninh mang. Véi déc diém dir liéu do
duoc tir hé théng diéu khién xa 1a loai dit liéu c6 cAu triic
thi cac thuat toan may hoc té ra c6 uu diém, dac biét thuat
todn random forest dat duoc do chinh xac 92,39%. Viéc
phat hién dugc céc trang thai hé théng dién co sy can thiép
tan cong an ninh mang dong vai trd quan trong, gitip cho
ngudi va hé thong diéu khién dua ra cac quyét dinh chinh
xac va kip thoi nhdam ngan chin va giam thiéu nguy co tir
khong gian mang dén sy van hanh an toan cua hé thong
dién. Trong cac nghién ciru tiép theo, nhom téc gia s& tap
trung vao viéc cai thién cac moé hinh hi¢én co nham nang
cao do chinh xac cua bai toan nhén dang trang thai.
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