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Toém tat - Trong bai bédo nay, nhdm tac gia dé xuat mot giai
phap nang cao do an toan cho lugc dd chir ky s dua trén mot
dang bai todn khé mai, bai toan nay dwoc phat trién tir bai toan
logarit roi rac va bai toan khai can nén duogc goi la bai toan
logarit roi rac két hop khai can trén truong hiru han Zp. Hién tai,
day 1a mot dang bai toan khé thugc I6p bai toan khong giai
duogc. Mat khac, viéc xay dung luge dd chit ky & day dugc thuc
hién theo mot phuong phap hoan toan mai, ddy ciing 1a mot yéu
té quan trong cho phép ning cao do an toan cua lugc db chit ky
s6 theo giai phap moi nay. Luoc dd duoc dé xuét co thé phuhep
vé6i cac ing dung yéu ciu cao vé do an toan trong thuc té.

Tir khéa - Luge d6 chix ky sb; thuat toan sinh tham sé va khoéa;
thuat toan ky; thuat toan kiém tra chir ky

1. Pit van dé

Nang cao do an toan cho thuat toan chix ky s6 ludn la
vén dé can thiét duoc dat ra, khi ma nang lyc tin cong céc
hé mat khoa cong khai ndi chung va cac hé chir ky sé ndi
riéng lién tuc dugc gia ting nhd céc tién bo vé khoa hoc
cdng nghé. Qua céc két qua nghién ciu da dugc cong bd
[1 - 8] c6 thé thay, hudng tiép can co ban dé nang cao do
an toan cho cac luge d6 chix ky cha yéu dya trén tinh kho
cua viéc giai dong thoi 2 bai todn: Bai toan phan tich mot
s6 nguyén 16n ra cac thira s nguyén t6 va bai toan logarit
roi rac trén truong hiru han nguyén té Z,. Tuy nhién, mot
khi ké tin cong da c6 du nang lyc dé giai dwoc 1 bai toan
thi vé nguyén tic ciing sé giai dwoc bai toan con lai, do d6
céch tiép can nhu vay 1a khong ¢6 ¥ nghia thuc tién.

Trong bai viét ndy, nhém tac gia dé xuat phuong phap
xay dung luge dd chit ky sb dyua trén mot dang bai toan
khé méi ma hién tai chwa c6 cach giai. Nho do, luge dd
xay dung theo giai phdp méi d& xuat c6 kha ning chdng
lai céc dang tan cong khéa bi mat ciing nhu tin cong gia
mao chir ky da duoc biét dén trong cc (tng dung thuc té.

2. Bai toan logarit két hop khai cin trén Z, — mt
dang bai toan kh6 méi

Bai toan kho 1am co s dé xay dung luge db chit ky ¢
day dugc goi la bai toan logarit két hop khai cin trén
truong hitu han Zp [9]. Bai todn nay duoc hinh thanh dya
trén co so |a bai toan logarit roi rac c6 dang:
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y=g"mod p

Trong do, p la mot s6 nguyén to; gla phan tir sinh cua
Zp; x la gia tri can tim tir cc tham sé cong khai g, p,y.

Tir bai toan logarit roi rac trén Z, ta thiy, néu tham sb g
cling dugc gitr bi mat thi bai toan logarit trén Z, sé tré
thanh 1 dang bai toan khong giai duge. Truong hop don
gian nhét, ta chon chinh khéa bi mat x chﬂo vai tro cua
tham s6 g. Khi do, bai toan c6 thé phat bicu dusi dang:
Cho p 14 s6 nguyén so va y thugc Zp, s6 tim x théa mén
phuong trinh sau:

y=x*mod p

Ciing c6 thé xuét phét tir bai toan khai can: Tim gid tri

X thoa méan phuong trinh:
y=Xx"mod p

Vi p 12 mot s6 nguyén té va 7 1a gié tri trong khoang
(1, p-1). Ta cting nhén duoc két qua twong ty nhu trén,
néu tham sé 7 dugc gur bi mat. Truong hop don gian
nhat, c6 thé chon tham sé bi mat x cho vai trd cua 7 . Khi
d0, bai toan khai can trén Z, cling trd thanh 1 dang bai
toan khong giai duoc, dang:

y =x*mod p

V6i cach tiép can nhu trén, bai todn nay & day dugc goi
14 bai toan logarit roi rac két hop khai can trén Z, hay
ngan gon la bai toan logarit ket hop khai can.
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C6 thé phat biéu bai toan khé méi ndy & dang thir nhét
nhu sau:

Dang 1: Cho s6 nguyén t p va s nguyén dwong y
thudc Zp, hdy tim s6 x théa méan phuong trinh sau:

y=x"mod p

Mot cach tiép can khac cling xuat phét tir 2 bai toan
trén la:

Néu vé tréi ctia dang thac: y =g* mod p trong bai
toan logarit roi rac ma 1a mot bién sé dang: x° mod p
thi bai toan logarit s& tré thanh bai toan khéng giai dugc,
khi d6 bai toan nay ¢6 dang: g* mod p=x"mod p.

Tuwong tu, néu vé tréi caa dang thac: y = x" mod p
trong bai toan khai cian ma 1a mot bién sé kiéu:
a*mod p thi khi d6 bai toan khai can ciing tré thanh bai
toan khong giai dugc: a*mod p=x"mod p.

Véi cach tiép can nay, ta cd thé phat biéu dang thu 2
cua bai toan khé méi nhu sau:

Dang 2: Cho p la mot s6 nguyén t6, a va b la cac s6
thudc Z,, hdy tim s6 x théa man phuong trinh sau:

a* =x"mod p

Hién tai, cac giai thuat cho bai toan logarit roi rac hay
khai cén trén Z, déu khdng thé ap dung doi véi bai toén
nay. Nghia la, khong cé cach giai ndo khac cho bai toan
nay ngoai phuong phap “vét can” vai do phic tap tinh
toan o(2"), ¢ day: n = |p|.

3. Gidi phap néng cao d an toan trong xiy dung lugc
do chir ky so

_ Giai phap néng cao d¢ an toan cho luge d6 chir ky sb
deé xuat ¢ day dugc trinh bay thong qua cach thuc xay
dung mot luge do chir ky dua trén tinh kho cua bai toan
logarit roi rac két hop khai can trén Z,. Trong d6, dang
thir nhat cua bai toan duoc s (jung dé hinh thanh cap
khoa bi mét, cong khai cua céc doi tugng Ky trong thu tuc
sinh khoa, cac thanh phan cua chit ky ciing dugc tao ra
bai thu tuc ky tir dang tha nhat cua bai toéan nay. Dang thu
hai cua bai toan duoc str dung lam co s¢ dé xay dung thu
tuc kiém tra chit ky cua luge do.

Luogc do chir ky méi dé xuat ¢ day bao gdm céc thi
tuc sinh tham so va khda, thu tuc ky va thu tuc kiém tra
chit ky duoc xay dung nhu sau:

3.1. Thii tuc sinh tham sé va khéa

Céc s6 nguyén té p va g véi vai tro la tham sb hé
th(‘)r]g hay tham s6 mién, dugc lya chon tuwong ty nhu
chuan DSS [11] cua Hoa Ky, hay GOST R34-90.10 [12]
cua Lién bang Nga. D€ tao cap khoéa bi mat/ cong khai,
mdi tuong ky can chon truéc mot gia tri a e Z;, rdi tinh
khoa bi mat x theo:

E
x=a % mod p

Khoa cong khai y duoc tao ra tir X va p theo:
y =x*mod p )

Khi d6 thi1 tuc sinh tham sb va khéa dugc mo ta nhu sau:
Thuat toan 1:
input: Lp, Lq.
output: p, g, X, Y.
[1]. generate p, g: len(p) = Lp, len(q) = Lq, g|(p-1)
[2]. select a: 1<a<p
b1
[3] x«a q mod p
[4]. if (x=1 OR x = q) then goto [2]
[5]. y<«x*mod p
[6]. return {p, g, X, y}
3.2. Tha tuc ky
Gia su voi b;in tin M cho truéc, (r,s) 1a chir ky twong
g cua mot doi tugng ky U — nguoi s hitu cap khoa
(x,y) va diéu kién deé (r,s) dugc cdng nhan hop 1€ Ia:
(s)" =(r)* x(y)* mod p

Vi, 1<r,s<p val<e,e,e,<q.

Ciing gia thiét rang, thanh phan s cua chir ky duoc
sinh ra tir mot gia tri e4 theo cong thuec:

s =(x)* mod p ®)
Véi 1<e, < q. Tuong ty, thanh phan r dugc sinh ra tir
mot gia tri es theo cbng thuc:
r=(x)*mod p (4)
O day, es ciing c6 gia tri trong khoang (1,q).
Tir (1), (2), (3) va (4) ta co:

(X)elxe4 = (X)ezxes X (X)xx93 mod p (5)
Tu (5) suy ra:
e, xe, =(e, xe, +xxe;)mod q (6)

Mat khéc, tur (3), (4) ta c6:

€4+€5

rxsmod p = (x)* x(x)* mod p =(x)*" mod p (7)
bat:

(e, +&;)mod q =k ©)
Suy ra:

e; =(k—e,)mod g ©)

Tu (6) va (9) ta co:
e, xe,mod q=((k —e,)xe, +xxe;)mod g
Suy ra:
e,=(e +e,) " x(kxe, +xxe,)modq (10)
T (10), gia tri s duoc tinh theo (3):
s=(x)* mod p
T (4) va (9), gia tri r duoc tinh theo:

r=(x)"* mod p (11)
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Mt khac, néu dat:

z=(x)"mod p (12)
T (7), (8) va (12), c6 thé tinh r theo:

r=zxs*mod p (13)
Vi lua chon:

e, =H(z[[M). e, =H(z]ly).

e;=H(z|lylIM) (14)

Khi d6 thu tuc ky dugc md ta nhu sau:
Thuit toan 2:
input: p, g, X, y, M.
output: (r, s).
[1]. selectk: 1<k <q
[2]. Z < x*mod p
[3]- e, < H(z[IM). & <~ H(z]y),
e; < H(z[lylIM)
[4]. &, < (e, +&)"
[5]. s < (x)* mod p
[6]. r=zxs™"mod p (6)
[7]. return (r, s)
Chu thich:
- M: Ban tin can ky, véi: M e{0,1}".
- (r,5): Chr ky 1én M.
3.3. Tha tuc kiém tra chiz ky

Tha tuc kiém tra cua luoc d6 duoc xay dung dwa gia
thiét 1a:

(s)* =(s)* x(y)* mod p
O day:

x(kxe,+xxe,)modq

=H(z[[M), e, =H(z]ly).
e, =H(z|ly|IM) vsi: z=(x)mod p.

Nghia 13, néu gia sir:

U =(s)* mod p
va: V =(r)? x(y)* mod p
thi: U =V la diéu kién dé chi ky (r,s) hop lé.

Vin dé la khi can tham tra ban tin M va chix ky (r.s),
do k la tham s6 bi mat nén gia tri z khdng thé tinh theo:
z=(x)mod p. Song, tir (7), (8) va (12) c6 thé tinh z tir
rvastheo: z=rxsmod p. Tai thoi diém kiém tra, tinh

hop 1é cta (r,s) chua dugc xac thuc nén ky higu Z s&
duoc st dung thay cho z:

Z=rxsmod p (15)
va do do cac ky hi¢u €, €,, &, ciing duoc sir dung thay

cho e, e,, e, trong thuat toan kiém tra:

&, =H(Z|IM).&,=H(zZ|ly).& =H(Z| y M) (16)

Khi d6, gia tri U dugc tinh theo:

U =(s)* mod p a7)
va gia trj V duoc tinh theo:
V =(r)* x(y)* mod p (18)

Thu tuc kiém tra cua lugc dd khi do s& duoc mo ta
nhu sau:

Thuét toan 3:

input: p, g, y, M, (r,s).
output: TRUE / FALSE.

[1]. Z<«—rxsmod p

[2]. & < H(Z|IM), & « H(zZ]ly),
& <« H(ZllylIM)

[3]. A< (s)* mod p

[4]. B« (r)” x(y)* mod p
[5]. if (A = B) then return (TRUE)}
else return (FALSE)

3.4. Tinh diing ddn ciia lwoc do méi dé xudt

Tinh dung dan cua luge do moi dé xuét dugc ching
minh dya trén c&c bo dé sau day:

B6 dé 1:

Chopvaqla2 s6 nguyén tb vai q 1a wéce s6 cua (p- 1),
o la mot sb nguyén dwong trong khoang (1,p). Néu

p-1

x=a % mod p thi x®mod p=1.

Chwng minh:

Ta co:

1

q
(x)*mod p :[a 9 mod p] mod p = («)* " mod p

Theo dinh ly Fermat [9] thi: (o))" mod p =1

Suy ra, diéu can ching minh: (x)*mod p =1.
Bé dé 2:
Cho p va g la 2 sb nguyén té voi q la uéc so cua

(p -1), a la mot s6 nguyén dwong trong khoang (1, p) va
p1

x=a 9 mod p
x™=x"mod p.

Néu: mmodg=nmodq thi:

Chiang minh:

Néu: mmodg=nmodq thi: m=n+kxq hoac:
n=m+kxq, véi k 1a mot s6 nguyén. Khong lam mat
tinh tong quét, gia si: m=n-+kxq.

Do dé:

x"mod p = x"***mod p = x" x x**“*mod p

(x"mod p)x(x**mod p)mod p

=(x"mod p)x(x*mod p)k mod p
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Theo B6 dé 1 taco: (x)" mod p =1

Nén:

X" mod p = (x"mod p)x(x* mod p)k mod p
=(x"mod p)x(l)k mod p = X" mod p

B6 dé da dugc chimg minh.

Tir day, c6 thé chimg minh tinh dung dén caa lugce dd
méi dé xuat nhu sau:

That vay, tir (13) ta co:
z=rxsmod p
T (15)va (19)suyra: Z=1z
Thay (20) vao (16) ta dugc:
g =H(Z|IM)=H(z|M),
& =H(Z|ly)=H(zlly)
& =H@E[ylIM)=H(z]|ylIM)
Tu (14) va (21) suy ra:
€, =6,6, =6, B =6,
Do do, tir (17) va (18) ta c6:
U =(s)* mod p =(s)* mod p
va: V =(r)% x(y)® mod p = (r)* x(y)* mod p
Thay (1), (11) vao (23) ta dugc
V =(r)* x(y)* mod p
- (xk’e" mod p)ez

_ (X)(k—e‘,)xe2 X(X)xxe3

_ (X)k><e2+><x93—e2><e4 mOd p

(19)
(20)

(21)

(22)
(23)

x(x* mod p)ea mod p o
mod p

Mat khéc, tur (6) va (9) suy ra:
e, xe,mod q=(kxe, +xxe,—e, xe,)mod q (25)
Tu (3), (23), (25) va theo B6 dé 2 ta duoc:

Vv :(X)kxe2+xxea—e2><e4 mOd p :(X)elxe4 mOd p (26)
= (xe" mod p)el mod p =(s)* mod p

Tir (22) va (26) suy ra diéu can chiing minh: U = V.

3.5. Mgt sé ddnh gid vé tinh an toan ciia lwgc dé chik ky
mdai deé xuat

Tinh an toan cua mot luge dd chix ky s6 ¢6 the danh
gia dya trén mot s6 co sé nhu sau:
3.5.1. Kha ndng chong tan cong khéa bi mat

Tan cong khoa bi mat cé thuc hién vao thuat toan
sinh khoa (Thuat toan 1) va cac budc [2], [4] va [5] cua
thuat toan ky (Thuat toan 2). O cac budc [2] va [5], mac
du cac tham sé s va z 1a cong khai, song cac tham s6 k va
e lai 1a bi mat. Vi vay viéc tim x tir cac budc [2] va [5]
cua thuat toén ky la khd, twong ty nhu tim x tir thuat toan
sinh khoa. Con ¢ budc [4] cua thuat toan ky, ban than es
va k ciing déu la cac tham sd bi mat nén viéc tim x tu

budc [4] la khong thé thuc hién dwoc. Nhu vay, dé tim
khoa bi mét thi ke tan cong bugc phai giai duoc bai toan
kho trén day bang phuong phap “vét can” (brute force
attack) vai do phuc tap tinh todn 1a O(2"), véin = |p|.
3.5.2. Kha ndng chéng tdn cong gid mao chir ky

“Tr thu tyc kiém tra (Thuat toan 3) cua lugc d6 méi dé
xuat cho thay, diéu kién can phai théa man dé (r,s) duoc
cdng nhan hop 1€ véi mot ban tin M la:

(s)* =(r)* x(y)” mod p
hay:
(r)H(rxsrmd piM) = (S)H(rxsmod plly) % (y)H(rxsmod pllylM) mod p (27)

Tu (27) cho thdy, viéc chon truéc 1 trong 2 gié tri r
hogc s roi tinh gia tri thir 2 (s hodc r) chinh la dang thu 2
cua bai toan da néu trong Muc 2, nhu da bict day 1a mot
dang bai toan ma hién tai trong toan hoc con chua c6 cach
gidi nao khac ngoai phuong phép “vét can”. Hon nira, Voi
viéc su dung ham bam & day thi giai (27) dé tim (r,s)
tham chi con kho hon dang 2 cua bai toan nay.

Nhu vay, dé tao chir ky gia mao tuong tng véi 1 ban
tin cho trude, ké tan cong khong cd cach nao khac ngoai
viéc chon ngau nhién 1 cdp (r,s) théa man (27), ma thuc
chat day ciing 1a tan cong theo kiéu “vét can”

3.5.3. Tinh hiéu qud ciia hirge do méi dé xuat

Tinh hi¢u qua cia lwgc do dé xuat dugc dénh gid
théng qua viéc so sénh chi phl" thuc hién Cua luge d6 nay
véi chi phi thuc hién luge @6 chir ky s6 DSA [10] va
GOST R34-10.94 [11].

_ Chi phi thyc hién hay chi phi tinh toan la s6 cac phép toan
can thuc hién cua luogc d6, & day qui wdc st dung céc ky hiéu:

Texp: SO phép toan lity thira modulo can thyc hién.

Th: S6 phép bam can thuc hién.

Tmu: S6 phép nhan modulo can thuc hién.

Tinv: SO phép nghich dao modulo can thyc hién.

Chay:

_ Thi tuc sinh tham sb va khoa chi can thuc hién mot
Ian duy nhat véi moi luge d6. Vi thé, chi phi tinh toén cho
thuat toan sinh tham s6 va khda cd thé bo qua khi so sanh
chi phi thuc hién cua cac luge do.

Chi phi thyc hién cho thu tyc ky va thu tuc kiém tra
chi k)'{ cua luge do DSA va GOST R34-10.94 vai luge do
mai dé xuat dugc chi ra trong Bang 1 va Bang 2 nhu sau:

Bdang 1. Chi phi thuc hi¢n cua cac thugt toan ky

Texp Tmul Tinv Th
DSA 1 2 1
GOST R34-10.94 1 2 0
MTA 21-07 2 3 2

Bdng 2. Chi phi thuc hién cia céc thudt toan kiém tra

Texp Trmul Tinv Th

DSA 2 3 1 1
GOST R34-10.94 3 3 0
MTA 21-07 3 2 0




ISSN 1859-1531 - TAP CHi KHOA HOC VA CONG NGHE - DAl HOC DA NANG, VOL. 20, NO. 3, 2022 67

4. Két luan

Trong bai bao nay, nhém tac gia dé& xuit mot mot giai
phép néng cao d6 an toan cho lugc dd chit ky sé dya trén
mot dang bai todn khd mai cung véi phuong phap xay
dung lwoc dd chit ky hoan toan mai. Tuy ¢6 nhuoc diém
la hiéu qua thuc hién khong cao, song theo danh gid chu
quan caa nhém tac gia thi hién tai cac dang tin cong da
biét ddi voi luge dd chir ky sé néi chung la khéng thuc
hién dwoc véi luoc dd xay dung theo giai phdp méi nay.
Ngoai ra, tir giai phap mai dé xuit c6 thé trién khai mot
ho lugce d6 chix ky s co do an toan cao cho céc lua chon
khac nhau trong tng dung thuc té.
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