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Abstract - This paper proposes a secure bidirectional control
system for a separately excited DC motor via wireless
communication. In this system, the Pulse Width Modulation
(PWM) control signal and the speed feedback signal are encoded
using two Liu chaotic systems - a master system located at the
control station and a slave system at the remote-control area. This
encoding enhances security, preventing potential eavesdropping or
attacks during data transmission. To enable encoding and decoding
using chaotic systems, synchronization between the two chaotic
systems with different initial conditions is required; therefore, a
Proportional-Integral-Derivative (PID) controller is integrated,
combined with a disturbance observer. The optimal PID parameters
are obtained using a Genetic Algorithm. The viability and
effectiveness of the proposed method are validated through real-
world experiments using two ESP32 microcontrollers.

Key words - PID Controller; Genetic Algorithm; Disturbance
Observer; Liu Chaotic System; Takagi-Sugeno fuzzy.

1. Introduction

In the era of the Fourth Industrial Revolution,
characterized by information and connectivity, an increasing
amount of sensitive signals and data are being transmitted
and received. The demand for wireless control signal
transmission is becoming urgent and finds applications in
various fields. It can be utilized for industrial production
control, building automation, security systems, and more.
Wireless control systems are also applicable in the design of
secure wireless control systems for intelligent transportation
systems, as presented in [1]. Another application is power
control, which can be found in [2] - [4]. One of the most
common and versatile techniques for generating control
signals is Pulse Width Modulation (PWM). With the
development of wireless technology and industrial devices,
as control systems continue to evolve, security considerations
for these systems are becoming increasingly important. The
security issues of control systems are discussed in [5], where
a real-time secure communication system between two
wireless devices is implemented through the application of
secure communication control. The implementation of
chaotic systems in secure wireless communication is
presented in [6], in which the Takagi-Sugeno fuzzy (TSF)
model is used to transform a chaotic system in the discrete-
time domain into a fuzzy model. The foundation of the

Tém tit - Bai bao d& xuit mot hé théng didu khién song phuong
an toan thong tin cho dong co mét chidu kich tir doc 1ap thong qua
truyén théng khong day. Trong hé théng nay, tin hiéu diéu khién
xung PWM va tin hi¢u phan hdi tdc do dwoc ma hoa bang hai hé
hén loan Liu - hé chi dt tai tram diéu khién va hé t¢ dt tai khu
vuc diéu khién tir xa. Viéc ma hoa gitip ting tinh bao mét, ngin
chan céc nguy co nghe 1én hodc tAn cong trong qua trinh truyén
dir liéu. Dé c6 thé thyc hién mi hoa va giai mi bang hé hdn loan,
ta can dat duoc tinh ddng bo gifta hai hé hdn loan vdi cac didu
kién khéi ddu khéc nhau. Do do, bd didu khién PID duoc tich hop,
két hop v6i bo khang nhidu. Qu4 trinh t6i wu tham s6 PID dwoc
thuc hién bang thudt toan di truyén (Genetic Algorithm). Tinh kha
thi va hiéu qua cta phuong phap dugc xéac thuc thong qua thi
nghiém thyc t& v6i hai vi didu khién ESP32.

Tl‘r~kh6a - Ej(f) diéu khién PID; Thuat toan di truyén; B0 quan sat
nhiéu; Hé hon loan Liu; M6 hinh m¢ Takagi-Sugeno.

nonlinear approach, used in this paper to convert the original
system into a fuzzy format, can be found in [7]. The use of
the TSF model in secure communication systems can be
found in [8] - [12], and its applications in control system
design can be found in [13] - [15]. The purpose of using the
TSF model is to simplify the computation and controller
design process. After collecting and transforming the states
of the master and slave systems into the fuzzy format, an
optimal PID controller using a Genetic Algorithm (GA) and
a Disturbance Observer (DOB) are designed to synchronize
the master and slave systems, while minimizing the impact of
disturbances affecting the system.

The Proportional-Integral-Derivative (PID) controller
is employed due to its simplicity and flexibility. The basic
model of the PID controller is presented in [16]. The main
drawback of the PID controller lies in the difficulty of
selecting the PID parameters, which can be overcome by
implementing a Genetic Algorithm. The GA is an ideal
solution for PID controllers and is inspired by the work in
[17], with the fundamental theory of this method detailed
in [18]. The GA optimizes the PID controller based on the
selection process over multiple generations according to a
fitness value. The PID controller with GA can now be
reliably used to achieve high performance in controlling
the master and slave systems.
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Here, disturbances caused by channel attacks and
interpolation changes are considered as being embedded in
the slave side. The DOB in this study aims to compensate
for disturbances and their first derivatives, as investigated
in previous studies [19] - [22]. The DOB in this research is
designed to effectively handle a wide range of disturbance
complexities. Therefore, the proposed system aims to
achieve optimal performance in synchronization and
decoding.

This paper is inspired by previous studies on secure
communication systems in wireless devices, which did not
consider disturbances. To the best of the authors’
knowledge, research related to the optimization of PID
controllers using Genetic Algorithms (GA) for the
synchronization of chaotic systems, as well as the analysis
of disturbance effects and the design of disturbance
observers, remains limited and has not been
comprehensively or systematically presented. Therefore,
the design of secure control in wireless communication
proposed in this paper is both necessary and novel.

2. Mathematical foundations and modeling

In this section, the models of the master and slave
systems are transformed into the Takagi-Sugeno fuzzy
(TSF) form, and the fundamental basis of the proposed
disturbance observer is presented.

First, the TSF fuzzy model used in this paper is adopted
from [7].

Next, using the discrete-time calculation method from
[23], the first-order differential equation of a system in the
continuous-time domain:

()= 1 (1) (1

Can be transformed into the discrete-time domain as
follows:

Yty1) = Yt ) +hf (1) 2)
where 4 is the discrete time step of the system.

2.1. Model of the master and slave systems

The Liu chaotic system used in this paper is taken from
[24] and is represented in the continuous-time domain as
follows:

dx
- —ax(t) +by(t)

D _ex()=(t) 3)
dt
ﬁ = cex(t)2 +ex(t)y(t)— i
dt e
With a=1,b=2,c=1,d =3,e=2, system (3) can be
expressed in the discrete-time domain using transformation

(2):
Xtyyy) = () + hx[-ax(t,) + by(t)]
Wtga) = vt )+ hx[—ex(t)z(t,)] 4)

d
z(ty,) = z(t) + hx [cex(tk )2 +ex(t )yt )~ e}

The Lyapunov exponent method is used to prove the
chaotic property of the system after transformation from
the continuous-time domain to the discrete-time domain,
following the approach in [25]. Equation (4) is rewritten as
equation (5) as follows:

2
2(tps1) = D 0 { () hdi () + H () (5)
i=1
where X)) = [x(tk+1) Y(eq1) Z(tk+l)]T is the state
vector of the system.

The weighting function ®; { }((tk)} in equation (5) is
calculated as follows:
For the x-axis:
}x _ Xmax = X(%)
Xmax — ¥min (6)

x(tk )— *min

X

an {x(t;)

oy {2}, =1 {x()}, = ——=

Similarly, for the y and z axes, with x(#; ), y(¢; ), z(¢;)
satisfying:  x(t;) € [xmin,xmax] , W) e [ Vimins ymax] ,
2(y) € [ijnﬂzmax] :

The fuzzy input matrix 4 e R¥S for the x-axis is

calculated as:

-a b 0 0
Al = 0 0 —€Xpmin |+ 0 ;
CeXpmin  €Xmin 0 —d/(zxe)
()
—-a b 0 0
AH=l 0 0 —expax |+ 0
CeXpax  €Xmax 0 —d/(zxe)

The matrices 4; R¥3 for they and Z axes are

defined similarly.

The matrix H(#;,) € R*is the previous state vector of
x(t.)
the system, with: H(t,) =| y(t;) |.
z(t)
With the values a,b,c,d,e, x, =—100, X =100,
and similarly for the y and z axes, using the transformation

from equations (4) and (5), the state of the master system
can be calculated as follows:

2
_ [a)mi {Zm (tk)} hAiZm(tk)
I =2 ) e Dy ®
T
where  dyy (4) = dp(t)  dpy(ty) dye(t)] s the

disturbance variable of the master system, and D is the
identity matrix 3x3 .

Assumption 1 must be satisfied for the system to
operate stably.
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Assumption 1: The disturbance variable for each axis of
the master system must satisfy

| (6] < 70|y ()| < 7, and |z ()| < 7. Where
Tx>Ty, and 7; are given positive constants.

Similarly, for system (4) with full consideration of
disturbances and uncertainties in the state parameters of the
slave system, using the transformation from equation (5),
the state of the slave system can be written as:
2 [og {2 (GO} hi s (8)

Zs ) =D

o TH (83 + Dd g (8;) + Bu(;)] ©)

r o,
where  dy(4)=[dy (1) dy () do(t)] s the

. . T

disturbance variable, u(t;)= [ux ) u, ) u,(f )J
is the control signal for each axis of the slave system, and
D, B is the identity matrix 3x3 .

Assumption 2 must also be satisfied for the system to
operate stably.

Assumption 2: The disturbance variable for each axis of
the slave system must satisfy:

| ()| < 75 |dyy ()| < 7, and [ ()| <7

where ¥x»7) and 7 are given positive constants.

2.2. Controller design and Genetic Algorithm (GA)

To achieve the objective of designing an optimal PID
controller using the GA algorithm and implementing the
DOB, the error on each axis and certain disturbance
concepts are defined as follows:

€y (tk+1) =Xm (tk+1) — X (tk+1)
€ (1) = Y (1) = Y ey1)
ez (k1) = 2 (t1) — 25 (1 41)

This can be rewritten using equations (7), (9), and
assigning Dd,, (t,)—Dd(t;,) = Dd(t; ) as follows:

(10)

e(tks1) = Xm W) = Xs (Giei1)

2
_ Z[wml {;(m(tk)} hAiZm (tk)
=l

+Hm (tk )]

(11)

2
_ Z[wsi {Xs (tk )} hAi}(S (tk)
i=1

+H (1) + Bu(t;)]

+Dd (t;,)

2.2.1. PID Controller Design

With the basic design of the PID controller, the control
signal can be written in the continuous-time domain as
follows:

u@®=up@)+u;()+up()

t (12)
= Kpe(t)+ K,je(r)dr +Kp

de(t)
! dt

where up(?),u;(t) and up(f) are the component control

functions of the PID controller, and Kp,K;,K, are the

proportional, integral, and derivative gains of the PID
controller, respectively.

Using the backward difference method for the discrete
transformation of equation (12), the control signal in the
discrete-time domain can be calculated as follows:

u(tk) =uP(tk)+u[(tk)+uD(tk)
k
=K e(tp)+K; Y e(th+Kp
j=0

e(ty)—etr) (13)
h

In the calculation of the PID controller, we need to
approach the system at a steady state. This means that we
must eliminate the impact of disturbances, i.e.

Dd(t,_;)=0.

Considering (11) with Dd(t,_;)=0,H,,(t;) and H(t;)
as the previous states of the master and slave systems, the
integral component function up(#;) can be rewritten as:

2
up () =Kp | D O { X G-} Ai 2 1)
i=1
2 (14)
K Z[wsi {zs (tk—l)} Ai)(s (lk—l)
"D =]
+Bu(ty_)]

Note that the integral component function can be
rewritten as u;(t;) =u;(t,_1)+Ke(ty)h, so equation

(13) can be recalculated as follows:
u(ty) = K ety ) +up (1) + Kpety)h
+Kp [ (1) = 75 (1)]

From this, the calculation of the control signal can be
achieved based on the error and the control signal at the
previous time step.

2.2.2. Genetic Algorithm for PID controller

In this section, the GA is integrated into the slave
system controller to optimize the PID control method by
finding suitable PID component parameters to accurately
synchronize the system. The general GA algorithm can be
found in [18].

In this paper, the genetic algorithm (GA) is designed to
optimize the control method while being suitable for
lightweight microcontrollers with limited computational
capacity. Therefore, the GA is constructed with moderate
accuracy and complexity, sufficient to ensure effectiveness
and compatible with the feedback control method in motor
control applications.

(15)

The following GA will iterate for a certain number of
generations, with each iteration the slave system receives
the encoded master signal. This algorithm will evaluate and
find the most suitable PID parameter set for accurate
synchronization control, after which the slave system can
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decode and receive the original signal. An overview of this
algorithm is illustrated in Figure 1.

Population - Fitness
Inialization "  Assessment
Crossover < Selection
A
. Generation
Mutation » - .
7| Initialization
False

Stop Conditior

Figure 1. General block diagram overview of the algorithm
a. Initialization of the Population

The main purpose of this step is to encode the PID
component parameters into a chromosome string, thereby
generating a population of potential solutions for the GA to
process. The role of the chromosome is to serve as a data
structure representing a feasible solution to the problem.

In this paper, binary encoding is used to encode the
individuals in the population. Three populations are created
with 100 individuals each, for each PID parameter, where
each individual of the three populations is represented as a
potential parameter in binary form.

The number of chromosome segments per individual is
calculated based on the requirements of the problem, and
in this paper, the authors choose 20 as the number of
segments per chromosome, corresponding to 20 binary bits
in the encoding.

b. Fitness evaluation function

The binary populations are then converted to decimal
populations to calculate the fitness evaluation using the
following conversion formula:

_ ((11(12....020 )10
10000

is the decimal result of an individual,

(16)

Where K
(alaz....azo )10 is the decimal form of the original 20-bit

binary number aja,....asq.

A new population is then created using the previous
three populations, corresponding to indices from 1 to 100,
where each individual with a certain index from the three
populations together forms a group of three individuals,
representing a complete parameter set for the PID
controller.

Each individual in the new population is then evaluated
by calculating the fitness value based on the error between
the master and slave systems when using this parameter set.
The fitness value represents the suitability of the
individual. The error between the two state vectors of the

master and slave systems is calculated using the Z; norm
(Manhattan norm) as follows:

"eﬁt"l = |xm _xsiGA|+|ym _ysiGA|+|Zm _ZsiGA|

fo (17)
e,
Where eg; is the error between the master and slave

systems, calculated based on (11). X, and Z, are the
states of the master system. Xg G4,Vs Gg and zg Gy are

the states of the slave system when using the controller
with the parameter set under consideration for an
individual. ¢ is the fitness value of the individual.

It is evident that the higher the value of 7 the better the
fitness of the individual.
¢. Selection

After each individual in the current generation has its
own fitness value, the selection and crossover steps are
performed to create the new generation of the population.
There are many selection methods, but in this paper, we use
the roulette wheel selection method, as the fitness values
are not significantly different and there is still a chance for
individuals with lower fitness values.

This step selects two individuals for the crossover step
using the following mechanism. First, the total fitness
value of the population is assigned in the form of a roulette
wheel. Each individual occupies a segment of the
population wheel, and its area on the wheel is proportional
to its fitness value. The probability of an individual being
selected is calculated as follows:

Ji
£ =10

2/
=

(18)

where F is the selection probability of an individual with
fitness f,

Next, spinning the wheel to select a value can be
simulated as follows. Initially, a random number is chosen
within the range [0,1] , representing a certain point on the

wheel. Then, the population is traversed by adding the
probability of the current individual to the total fitness



ISSN 1859-1531 - TAP CHi KHOA HOC VA CONG NGHE - DAl HOC DA NANG, VOL. 23, NO. 5A, 2025 75

value, and as soon as the total equals or exceeds the value
P, the latest individual is selected as the subject for the

CTOSSOVET process.

Each time crossover is performed, this step is repeated
twice to select a pair of individuals, which are then
converted back to binary chromosome form for the
crossover step.

d. Crossover

After obtaining a pair of chromosomes, the crossover
process is performed. There are many methods for
crossover, but in this paper, one-point crossover is selected
due to its simplicity and the requirements of the problem.
The new pair of chromosomes in the new population is
created by swapping two parts of the two individuals in
binary chromosome form, generated by splitting the
chromosome at a randomly selected point along its length.

The selection and crossover steps continue until a
specific number of individuals in the new generation is
created, in this case, 50. The 50 individuals with the
lowest fitness values in the previous generation will be
replaced by the newly created individuals in this process,
while the remainder remain unchanged from the previous
generation.

e. Mutation

When a new generation is created, mutation is
performed to maintain the diversity of the population and
avoid local extrema in the search space. In other words, this
operation is essential to prevent the entire population from
converging to a single individual's chromosome, as
crossover becomes ineffective in such situations.

In this algorithm, we use one-point mutation, flipping
the value of one bit and introducing new genetic material
into the chromosome pool, with a so-called 'Mutation Rate'
of 0.03.

After a certain number of generations are created, the
individual with the highest fitness value in the final
generation will be selected for the actual PID controller.
2.3. Disturbance Observer (DOB)

The general overview of the adaptive DOB used in this
paper is based on [25]. Using equations (9) and (11), the
disturbances in the master and slave systems caused by
signal attacks on public channels can be calculated as
follows:

Z Wy {Zm (tk )}

+Hm (tk)

Ddyy(43) = o (G~ im k)
(19)

2
si s(t ) hAl« S(t )
Dd (1) = x5 (t41)— ;‘” FACILZ A

+H (1) + DA () + Bu(ty)
where d, (1, ) is the value estimated by the DOB observer.

To estimate the disturbances and uncertainties of the
system, we consider the system in a synchronized state, i.c.

Am (tk+1) =Xs (tk+1) .

Together with the assignment
Dd(t,)=Dd,,(t;)-Dd,(t;), equation (19) can be
rewritten as:

- 1) Az (&
Dd(lk)z IZ;, Xs(k) tls(k)
+H (1) + D (t;) + Bu(ty) |
2 ] (20)
| 2 (@)} A 2 1)
+Hm (tk ) |

Also, by assigning Dc?(tk):Dc? (tk)—Dc?S(tk) as the
error between the actual disturbance and the value

estimated by the adaptive disturbance observer, equation
(20) can be written as:

Dd(t)=|* Z SPAUNIETAUY

+H (1) + Bu(ty,) o

Z Zm(tk) hA Zm(tk)

+Hm (tk)

Then, the adaptive DOB in this paper is estimated by
the following formula:

dty) =d () +kpd(t_y)

. o 22)
< dty)=—kpd(t;_y)

where, kpis the compensation gain of the disturbance

observer, calculated for each axis by the following
formula:
kpy = kpy C:’x(fk—l)‘
iy = kpy|d t6) (23)
kp = kp, f;’z(fkq)‘

with ka’kDy and kp, being the compensation gains of
the DOB for each axis.

3. Experiment and results

In this section, a practical experiment is conducted to
demonstrate the effectiveness of the proposed method in
securing signals.

The experimental study utilized a DC motor and three
ESP32 WIFI microcontrollers to conduct an experiment
demonstrating the strength of this method. The detailed
specifications of the DC motor in the experiment are:
Uy, =24V, 1, =1.5V, B, .. =200 and @, =12000rpm .

The detailed specifications of the encoder are:
V,=5=-24V, N=1000(p/r) and @,,, =5000rpm .
The block diagram of the algorithm is shown in Figure 2a,

> 7 max
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describing the designed communication system used in the
experiment. The actual setup of the experiment is shown in

Figure 2b.
Set point
ESP32
DC Control
Encrypted Duty ' Encrypted Response
—_ Signal _____ =& Speed Signal —_

ESP32
PWM Signal FWM Pole H-Bridge Encoder —» ESP32
- Encoder

Generation

(a) Block diagram of the algorithm

Personal computier
& —" Monitor screen

4/;/“ R &
H-bridgé circuit*™ il

(b) Experimental setup

Figure 2. Motor control system: (a) Block diagram of
the algorithm; (b) Experimental setup on microcontroller
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Figure 3. Comparison of the master and slave states after
synchronization and decryption
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Figure 4. Comparison of disturbance and disturbance
compensation in the first 1 second of the system
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Figure 5. Comparison between the original duty signal and
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Figure 6. Comparison between the original duty signal and
the encrypted duty signal
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Figure 7. Comparison between the original speed signal and
the decrypted speed signal on the slave side
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Figure 8. Comparison between the original speed signal and
the encrypted speed signal

In this experiment, the communication system uses
two master and slave chaotic system models, with
different initial conditions, to encode bidirectional data,
including the speed feedback signal to the motor
controller and the duty control signal sent to the motor.
The ESP32 measuring speed (Encoder) (A) reads the
measured motor speed, uses master chaotic system 1 to
encode and send via ESP-Now wireless protocol to the
motor control ESP32 (B). At ESP32 B, the speed
feedback signal is decoded based on synchronization
between master and slave system 1, and an appropriate
duty control signal is generated. This duty signal is then
encoded with master chaotic system 2 and sent to ESP32
PWM pulse generator (C). ESP32 C receives the encoded
signal, decodes it by synchronizing slave and master
system 2, and removes disturbances using the proposed
DOB in slave system 2. The decoded duty signal is then
used to generate PWM pulses to control the DC motor.

The communication runtime of the experiment is 3.65s
with a discrete time step of 2 = 0.005s . The initial

values of the two systems are (X,,,,,,2,,) = (2; 2;2) and

(xg, ys,zs)z(O;O;O). The two pairs of master and slave

chaotic systems synchronize after 0.02s, immediately after
which the control and speed signals are added to the three
state axes of the master chaotic system. On the slave side,
the received signal is decoded based on synchronization
with the master system using a PID controller combined
with the GA algorithm. The crossover rate and mutation
rate of the GA are set at 0.5 and 0.03, respectively. The
DOB in the slave system also simultaneously compensates
for disturbances. The initial compensation gain of the DOB
is (k- kgy - kg:) =(0.1,0.1;0.1) - With the above parameters,

the experimental results were recorded via the Data

Streamer extension in Microsoft Excel and illustrated from
Figure 3 to Figure 8.

In Figure 3, the states of the master and slave systems
are described, where the state of the slave system
synchronizes with the master system in less than 0.003
seconds. The error between the master and slave systems
quickly decreases to approximately zero and remains
below 1x107°. In Figures 5 and 7, a comparison between
the transmitted duty and speed data signals and the
corresponding decoded signals received at the slave side
can be seen. The error of the received signals fluctuates

within the range [—0.001,0.001] . In Figures 6 and 8, a

comparison between the original duty and speed signals
and those after being encoded with the chaotic system is
also shown.

Disturbances on each axis were added within the range
[—50,50] . When the slave receives a disturbed signal, the

adaptive DOB performs its role by eliminating
disturbances on each axis. Figure 4 shows the comparison
between the disturbance and the adaptive compensation in
the first second. As can be seen in the two figures,
the adaptive DOB quickly captures and synchronizes with
the disturbance in less than 0.005 seconds. The attacks
tested on all three axes were mostly eliminated by the
proposed DOB.

4. Conclusion

This paper presents a novel approach for securing
bidirectional signals in wireless control communication
systems. The security of communication signals between
microcontrollers is based on the synchronization control
of two chaotic systems with different initial values.
Specifically, the paper utilizes two master and slave
chaotic systems to transmit control signals securely. The
PID controller used to synchronize the two master and
slave chaotic systems is optimized using a genetic
algorithm (GA), which is implemented to minimize the
synchronization error between the two chaotic systems.
Once the two systems are synchronized, the data is
encoded and can be easily and accurately decoded by the
slave system. Due to their unpredictability and
complexity, chaotic systems can generate dynamic keys,
making security stable and robust. Furthermore, an
adaptive disturbance observer (DOB) is integrated to
compensate for disturbances and parameter uncertainties,
thereby significantly improving the security and wireless
decoding performance. This experimental study provides
valuable insights into the method of securing two-way
signals for wireless communication systems in remote
machinery and equipment control. Future research may
explore new signal security applications with secure
communication on microcontrollers.
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